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Data Empowerment and 
Protection Architecture: 
Concept and Assessment

Abstract
Free flow in data can unlock huge social and economic value in user data that is 
usually locked in silos. With this motivation, Data Empowerment and Protection 
Architecture (DEPA), a public-private endeavour, is being developed in India as a 
template for users to access and share their data on their terms. Not only does this 
form of data sharing promote competition, but it fosters innovation as well. This 
brief dissects the conceptual layers of DEPA and explains its building blocks, and 
offers recommendations on the legal, commercial and institutional aspects of the 
framework to improve its workability.
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A adhara and Unified Payments Interface (UPI)b services, both 
part of IndiaStack,c are primary examples of Application 
Programming Interface (API)-basedd products that in the past 
few years have revolutionised user authentication and real-
time digital payments, respectively, in India. In this series, Data 

Empowerment and Protection Architecture (DEPA) is being seen as the next 
techno-legal solution that will empower users by giving them control over their 
data, allowing them seamless sharing and therefore inducing competition and 
enabling new services.

DEPA is a joint public-private effort for an improved data governance 
approach.1 It creates a digital framework that allows users to share their data 
on their own terms through a third-party entity, Consent Mangers.2 It went 
live in the financial sector in 2020 under the joint leadership of the Ministry 
of Finance, the Reserve Bank of India (RBI),  Pension Fund Regulatory and 
Development Authority (PFRDA), Insurance Regulatory and Development 
Authority (IRDAI), and Securities and Exchange Board of India ( SEBI). DEPA 
is being tested in the health sector,3 as well as others.

It has been designed as a mechanism that goes beyond data protection through 
a Privacy Enhancement Technology (PET) to ensure data empowerment by 
facilitating smooth and secure data flow. The Data Protection Committee Report 
had supported the idea of a Consent Dashboard that would let a data principal 
have access to a dashboard operated by a third party to keep track of consent to 
different fiduciaries.4 The RBI-supported Account Aggregator (AA) mechanism 
is one such dashboard, following the DEPA model, that allows a user to access 
their financial data at one place.5 This framework was envisioned by the RBI in 
2015 as a service to offer consolidated views to a user of their accounts across 

a	 Aadhar	is	the	Unique	Identification	(UID)	number	issued	to	all	residents	of	India	that	serves	as	proof	
of	identity	and	proof	of	address.	See:	https://www.uidai.gov.in/16-english-uk/aapka-aadhar/14-what-is-
aadhar.html

b		 Unified	Payments	 Interface	 (UPI)	 is	an	 instant	payment	 system	developed	by	 the	National	Payments	
Corporation	of	India	(NPCI),	an	RBI-regulated	entity.	UPI	is	built	over	the	IMPS	infrastructure	and	allows	
users	to	instantly	transfer	money	between	any	two	parties’	bank	accounts.	See:	https://www.npci.org.
in/what-we-do/upi/faqs#:~:text=Unified%20Payments%20Interface%20(UPI)%20is,any%20two%20
parties’%20bank%20accounts.

c		 IndiaStack	 is	 a	 set	of	APIs	 that	 allows	governments,	businesses,	 startups	and	developers	 to	utilise	a	
unique	digital	 infrastructure	 aimed	 at	 “presence-less,	 paperless,	 and	 cashless	 service	 delivery.”	 See:	
https://www.indiastack.org/about/

d		 APIs	(Application	Program	Interface)	are	tools	that	developers	and	programmers	use	to	create	software.	
They	 work	 as	 a	 back-and-forth	 form	 of	 information	 between	 the	 user	 and	 the	 institution	 you	 are	
interacting	with.	 For	 example,	when	 you	buy	 a	ticket	 online,	APIs	 send	 the	 information	 (e.g.,	 credit	
card	details)	to	the	company	to	transform	the	data	into	the	final	ticket.	See:	https://apifriends.com/api-
management/api-industry-standards/
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financial institutions. It then evolved into a system for consent-based data sharing 
between financial sector entities.6 Similar structures are under development in 
the health and telecommunication sectors.

Another manifestation of DEPA has begun with the Open Credit Enablement 
Network (OCEN) in the financial sector.7  OCEN allows a user to share with a 
potential lender their financial data from various sources, such as the Goods and 
Services Tax (GST) record from the GST system, bank statement from the bank, 
and the Tax Deducted at Source (TDS) return from the income tax system—to 
prove their creditworthiness without having to show assets. This data sharing 
happens through a third-party Consent Manager (CM) through the use of APIs. 
The lender in turn decrypts this data and uses their own algorithms to assess 
the creditworthiness and either approve or reject a loan application. This way, 
a small business, who may not have adequate assets, uses its own data to get a 
loan.8 

In principle, this possibility was available before DEPA as well. But the user 
would have to deal with data controllers separately. This process was time-
consuming and thus suboptimal. Additionally, data formats are varied and may 
not always be interoperable. OCEN now makes this process digital, swifter and 
most importantly, secure, by letting the user decide the terms of data sharing. 

This brief analyses the DEPA framework, which although in its early stage, 
can unlock benefits in personal data sharing. It offers recommendations for 
improving the workability of the model.  The rest of the brief explains DEPA 
conceptually; analyses data portability and data interoperability—two building 
blocks of DEPA; analyses the salient aspects of DEPA; and offers suggestions for 
improvement. 

DEPA will empower 
users in India by giving 
them control over their 
data, therefore inducing 
competition and enabling 

new services.
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Value in data sharing

Data is reusable and usually non-rivalrous,9 in that it can be 
reused without affecting the previous user. Processing of data in 
combination with data analytics (software), generates information 
of social and economic value. It can help boost productivity and 
improve or foster new products, processes, organisational methods 

and markets.10 

In principle, therefore, free-flow in data can unlock products and services 
that are beneficial for society and the economy. The Organization for Economic 
Cooperation and Development (OECD) estimates that data access and sharing 
can generate social and economic benefits worth between 0.1 percent and 1.5 
percent of gross domestic product (GDP) in the case of public-sector data, and 
between 1 percent and 2.5 percent of GDP when including private-sector data.11

A user generates swathes of data in the digital world. Typically, user data sits 
in silos and sharing of data with others is difficult. Data clubbing and sharing 
have a huge role to play in promoting competition and innovation. For instance, 
clubbing of financial data from various service providers may reveal unique 
information about a user. Aside from proving the creditworthiness of a user, 
this information may facilitate a financial planner to offer optimal products. In 
the health sector, data sharing would mean that a patient can share their test 
and treatment records with a new hospital in real-time. This cuts down the time 
taken to offer medical assistance. 

Cross-sectoral data sharing can also be employed to offer innovative services. 
Sharing data from wearable health devices with insurers can reveal real 
information about a user and can help design custom products.

In principle, free-
flow in data can 

unlock products and 
services that are 

beneficial for society 
and the economy.
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The DEPA framework to facilitate data-sharing

DEPA is built on the premise that users have control over their data, which can 
be used for their empowerment. It is an architecture that lets users securely 
access their data and share the same with third parties.12

Users interact with data controllers through Consent Managers by providing 
their consent to access a specific kind of data with data users through standardised 
APIs.13 Previously, the same option was cumbersome in that it involved bulk 
printout notarisation and physical submission, screen scraping, username/
password sharing, and terms and conditions forms providing blanket consent.14

Figure 1 

 
Source: https://niti.gov.in/sites/default/files/2020-09/DEPA-Book_0.pdf

An early example of DEPA is the Account Aggregator (AA) framework in the 
financial sector spearheaded by the RBI.15 AAs are Non-Banking Financial 
Companies (NBFCs) that act as a digital platform where users can see their entire 
financial data from different entities called Financial Information Providers 
(FIPs), such as banks, mutual funds, insurance provider and tax/GST platform. 
It is also where they can consent to share the data with a Financial Information 
User (FIU),such as  personal finance management, wealth management and 
robo advisers.16  In the present scheme of AA, FIUs can use only asset-based 
data such as bank accounts, deposits, mutual funds, insurance policies, and 
pension funds.17 To manage and improve this architecture, a Collective of 
Account Aggregator ecosystem has been set up as a non-government, private 
limited company, known as Sahamati.18
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One immediate benefit of the DEPA framework is that it encourages 
competition among players. Consent managers, as the existing AA structure 
suggests, will sit between multiple data fiduciaries and data users. Instead of 
requesting data portability, this data-sharing architecture allows the flow of 
data from multiple controllers to the desired destination. At the same time, the 
user can determine the terms of data flow such as the scope and duration of 
data sharing, and can revoke the same.19 

Key to this architecture is that it separates consent collection from data flow:20 
“consent to collect” by a data user does not include “consent to share”. The CMs 
are data-blind themselves, as they do not store the data of users and merely act 
as a conduit. This means that  a Consent Manager does not “determine… the 
purpose and means of processing of personal data” and is therefore not  a ‘data 
fiduciary’.21 Additionally, a data controller does not get to know the identity of 
the data user. Moreover, the data flowing through the architecture is encrypted 
and can be decrypted only by the FIU for which it is intended.22

Is DEPA a new solution?

Is DEPA unique? The concept of 
Consent Managers is akin to that 
of Personal Data Store (PDS) or 
Personal Information Management 
System (PIMS), which has been 
under development in the European 
Union (EU) for some time. PIMS is 
a technology that enables individuals 
to gather, store, update, correct, 
analyse, and/or share personal data; 
it allows for the ability to grant and 
withdraw consent to third parties for 
access to data about oneself.23 Thus, 
PIMS acts as a data dashboard by 
either repatriating all the data on the PIMS (called warehousing) or keeping 
the data distributed but using the data integration methodology to interface 
with the different data sources (called the mediator approach).24 Some examples 
of PIMS are Dataswift/Hub of All Things, Mydex, DigiMe, or CitizenMe, and 
Databox and Solid.25

Users’ data that resides with several services gets replicated inside PIMS, which 
provides the ability to exert control over this data. For instance, a user can share 
this data with a competing service provider.26 

Key to DEPA is that 
it separates consent 
collection from data 

flow: ‘consent to 
collect’ does not include 

‘consent to share’.
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To be sure, PIMS does not always act as data stores. In an alternative model, 
PIMS creates a logical link among users’ data, which may stay with various service 
providers.27 Thus, in some form, a PIMS can resemble the DEPA framework. 
Where PIMS stores data, an obvious downside is that a breach may compromise 
all data related to a user. 

Interestingly, the PIMS model allows access to different types of data, for 
instance, the combination of medical data with dietary patterns, or bank 
statements with shopping history to analyse health or spending.28 This may 
reveal unique information about the user and thus may lead to new business 
models.

Data transfer between service providers takes place through APIs, a technical 
interface for accessing data by third-party software.29 The seamless integration 
of data requires a common set of de facto standards and high-performance APIs 
to link various services and users’ data. However, such common standards are 
lacking at present.30

On a conceptual level, both PIMS or CMs are a type of intermediary in the 
form of a multi-sided market connecting individuals offering their data for (re)
use organisations wishing to (re)use this data and organisation that hold the 
data.31 

Similar models

The structure of DEPA in the financial sector approximates that of Open 
Banking in the United Kingdom (UK), enabled by the PSD2 Directive32 in 2018. 
Open Banking mandates the UK’s nine biggest banks – HSBC, Barclays, RBS, 
Santander, Bank of Ireland, Allied Irish Bank, Danske, Lloyds and Nationwide 
– to release their data in a secure, standardised form, so that it can be shared 
more easily between authorised organisations online.33 

Not only does Open Banking let a user see all their accounts in one place 
and compare the offerings (such as offered interest rates), but it also allows 
them to prove their creditworthiness by allowing the sharing of banking 
transactions data with third-party lenders. This also results in the creation of 
new financial products. These new financial products and services are offered 
by entities regulated by the Financial Conduct Authority (FCA) and European 
equivalents.34

To implement Open Banking in the UK, the Competition and Markets 
Authority (CMA) established the Open Banking Implementation Entity (OBIE), 
governed by the CMA and funded by the UK’s nine largest retail-banking firms. 
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The OBIE has designed APIs to enable interoperability between different 
service providers.35  Just like DEPA, Open Banking was designed to bring more 
competition and innovation to financial services.36

Since 2018, 300 fintech and innovative providers have joined the open 
banking ecosystem in the UK.37  Further, more than 2.5 million UK consumers 
and businesses are now using open banking-enabled products to manage their 
finances, access credit, and make payments.e,38,39 

The Indian Account Aggregator model is also an example of open banking.40 
In both the AA and the UK Open Banking frameworks, there is no need to 
share passwords or login details to allow screen scraping. Instead, sharing of 
data happens under the full control of the user and as per their terms. A crucial 
difference is that the DEPA model tasks Consent Managers to be intermediaries;41  
such an intermediary is absent in the Open Banking model. One immediate 
benefit of the DEPA model is that different data providers do not need to 
contact the user separately. Instead, once the user provides their consent to a 
CM, it is the CM who connects with different types of data providers. In a paper 
analysing DEPA, the government think-tank NITI Aayog envisions that “[i]n 
the future…[CMs]could also help individuals and small businesses protect and 
enforce their data rights.”42 

As a dashboard, CMs would also “enable data principals to keep track of consent 
for processing in real time and allow them to operationalise the right accorded 
to them under the data protection law.”43 Moreover, the AA app can show a user 
all the consents given, the revoked consents, and a log of all data requests made 
by the FIU.  A user can revoke consents through this AA app.44

In the same paper, NITI Aayog observes that DEPA is a superior model 
compared to Open Banking as it segregates the institution collecting the data 
(such as banks) and the institution collecting consent (in this case, CMs).45 
Whereas, in the case of Open Banking, data providers (banks) work directly with 
Account Information Service Providers (AISPs) (data users) to gather individual 
consent. The desegregation of collection and consent, the Paper observes, “may 
not work to address India’s scale and diversity”46 The paper, however, does not 
explain it. 

e		 The	Open	Banking	webpage	lists	109	open	banking	apps	that	provide	a	range	of	solutions,	essentially	
based	on	open	banking,	to	users.	There	is	a	sufficient	degree	of	competition	in	this	market.
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Figure 2 

 

Source: https://wso2.com/ibrary/articles/2019/09/consent-management-for-open-banking/

Privacy by design

Earlier solutions that promised welfare-enhancing services, like Aadhar, have 
been put to doubt around their ability to ensure privacy and fairness. Some 
such solutions even had to be abandoned altogether as they were unable to deal 
with these risks.47 Even as DEPA does not involve aggregated data of users, a 
framework that is weak on privacy would likely fail to inspire user trust.

Behind the concept of ‘privacy by design’ lies the idea that data protection in 
data processing procedures is best adhered to when it is already integrated into 
the technology as it is being created.48 It requires ensuring privacy through 
technical and organisational means, from the design stage and throughout the 
life cycle.49 Thus, privacy by design goes beyond encryption: it must ensure that 
privacy is embedded into the design, operation, and management of information 
communication technologies and systems. 50

DEPA, illustrated in the AA model, can go beyond the requirement of 
user authentication to ensure Privacy by Design. In the AA model, the RBI 
has mandated that no financial information of the customer accessed by the 
Account Aggregator from the financial information providers will reside with 
the Account Aggregator.51 Equally important, the Account Aggregator will not 
use the services of a third-party service provider for undertaking the business of 
account aggregation.52
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Advantages of DEPA

Reduction in transaction cost and increased competition are not the only 
benefits of DEPA. PIMS or CMs can also be viewed as a kind of Privacy 
Enhancing Technologies (PETs) that aim at employing technological solutions 
to ensure user privacy and security.53 PETs safeguard privacy by allowing users 
to decide, amongst other things, what information they are willing to share with 
third parties such as online service providers, under what circumstances that 
information will be shared, and what the third parties can use that information 
for.54 DEPA as a technological solution meets these criteria. Another advantage 
of this architecture is that it prevents the data holder from knowing the identity 
of the data requestor.55 

This architecture can usher in innovative solutions in digital markets. For 
instance, this author and Lai have looked at the need and ways to port user 
reviews from one platform to another using the PIMS framework. User reviews 
are a type of reputation management and an easy transition of reviews from one 
platform to another may facilitate competition. To this end, PIMS may act as an 
intermediary.56

Data protection 
in data processing 
procedures is best 
adhered to when it 

is integrated into the 
technology as it is 
being designed.
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Data Portability

The most fundamental building block of DEPA is the concept of data 
portability. As mentioned briefly above, data, in principle, is non-
rival resource. Data portability is a right that allows users to request 
a data holder to share their data with a third party. 

In current digital markets, a small number of firms hold a large part of users’ 
data. The technological and economic characteristics of digital businesses, most 
notably network effects, lead to market concentration.57 Data portability is a 
means to ensure that users do not get locked in. While a user could request 
portability from firm A to firm B, the DEPA architecture allows them to request 
portability from multiple firms at the same time. In banking and healthcare, for 
instance, data can create value for users as network effects may not be decisive 
to the success of a bank unlike the case of data-driven businesses such as social 
media or online search. In a short span of time, therefore, an innovative firm 
can make space for itself. In turn, it is not clear how efficient DEPA could be in 
fostering competition in  a market that  experiences strong network effects.

Data portability can also facilitate completely new businesses in digital markets. 
For instance, data from social-media platforms like Facebook, WhatsApp, 
Instagram and Twitter can be clubbed to form a completely new platform. So 
while horizontal interoperability—i.e., portability between two similar services—
is unviable, this new form of competition is possible. 

This form of data sharing also has the potential to counter network effects in 
the established market by facilitating new business models that may challenge 
the old ones. For instance, the app WeChat combines social-media messaging 
and calling apps, WeChat localisation, QR code scan, search engine, a news feed, 
and e-wallet, among many other services that it offers.58 

Under DEPA, data is 
portable: a data holder 
can share their data 
with a third party.
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Data interoperability

DEPA is a solution that integrates data providers with data users. In general, 
lack of data interoperability due to non-standardisation impedes the growth of 
services that require data sharing.59 In DEPA, different agents can communicate 
with each other by effectively integrating datasets through the use of APIs. 

In the past too, API-enabled services such as the layered digital service and 
open API framework known as IndiaStack enabling verifiable identity (Aadhar), 
eKYC data sharing, and an interoperable Unified Payments Interface (UPI) 
have provided crucial digital tools to facilitate easy transactions.60

In general, non-standardised APIs is a challenge faced by digital solutions. 
Non-standardisation impedes interoperability and thus fractures a digital 
service.  For DEPA’s Account Aggregator architecture, the RBI took the initiative 
to standardise APIs.61 These are open APIs for data sharing that allow a new 
consent manager to “plug in” to a common sharing system rather than having 
to build bilateral relationships with information providers to access data.62

DEPA is a solution 
that integrates 

data providers with 
data users.
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Legal Basis

In banking, the RBI has issued a Master Directive to create Account 
Aggregators.63 For other sectors where DEPA will be used, wider 
adoption of the model would depend upon the legal rights of a user. 
The DEPA model should have an overall legislative mandate if it is to be 
adopted across sectors.

The current legislative framework that governs user data in India is the 
Information Technology (IT) Act, 2000 that requires user consent before any 
entity shares ‘sensitive data’ with third parties.64 It, however, does not provide 
for a framework that recognises users’ control over their data and mandates data 
portability. That framework is present in the draft Personal Data Protection Bill, 
2019. The most fundamental legal basis of DEPA is the right to data portability 
enshrined in Sec 19 (1) of the Bill. Data access rights are crucial too, though they 
do not mandate that data be returned in a machine-readable format, which the 
right to data portability does.65 Section 19 (1) of the draft Bill states: 

(1) Where the processing has been carried out through automated means, the 
data principal shall have the to—

(a) receive the following personal data in a structured, commonly used 
and machine-readable format…

Further, Sec 23(3) of the draft PDP Bill provides: “[T]he data principal may 
give or withdraw his consent to the data fiduciary through a consent manager.”. 
In turn, a consent manager has been defined as “a data fiduciary which enables 
a data principal to gain, withdraw, review and manage his consent through an 
accessible, transparent and interoperable platforms”66 Together, Sections 19 
(1) and 23 (3) of the draft PDP Bill form the legislative mandate upon which 
the DEPA framework will rest. Bypassing this mandate, until the Bill becomes 
law, through sector-specific legislation is cumbersome and would delay the 
advantages of the DEPA framework. 

DEPA is aimed at giving more control to users over their data. However, the 
draft PDP Bill makes no explicit declaration. In contrast, the EU General Data 
Protection Regulation (GDPR) explicitly recognises users’ control over their 
data.67  In effect, however, the draft PDP bill recommends similar rights as 
enshrined in the GDPR. Thus, user control in India will be a natural corollary 
of such rights. 
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Passing the PDP Bill, therefore, is an imperative. Giving DEPA legal sanction 
would ensure that market players, independent of sectoral regulators, can 
innovate and build upon the techno-legal infrastructure enshrined in DEPA. 

The inclusion of ‘inferred data’

Derived or ‘inferred data’68 is the result of further analyses through data 
processing, e.g. by a personalisation or recommendation process, or by user 
categorisation or profiling.69 Article 29 Data Protection Working Partyf states a 
credit score or the outcome of an assessment regarding the health of a user is a 
typical example of inferred data.70 Inferred data falls outside the scope of data 
portability in the EU, as such data is not “provided by” a user or results from the 
observation of an individual’s behaviour.71 

It has been argued that the portability right in India as enshrined in the draft 
PDP Bill, 2019  also applies to profile information, even if the data may be 
inferred.72 This broad mandate to share inferred data too may need be thought 
through more carefully. In many cases, sharing inferred data may create a 
disincentive for the incumbents as inferring information requires investment 
and skills. 

Further, some caution must be excercised too, with respect to ‘derived 
data’ (data with masked personally identifiable information but could reveal 
confidential data of a company). It should be ensured that proprietary company 
algorithms or techniques should not be revealed through data sharing.73 

In view of the above, the application of DEPA to different data sub-categories 
needs to be discussed and debated before any guidelines are adopted.

f	 This	Working	Party	was	set	up	under	Article	29	of	EU	Directive	95/46/EC.	It	is	an	independent	European	
advisory	body	on	data	protection	and	privacy.	Its	tasks	are	described	in	Article	30	of	Directive	95/46/EC	
and	Article	15	of	Directive	2002/58/EC.

Caution must be exercised 
around ‘inferred data’, 

or data that results from 
further analyses by data 

processing.
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Allowing incumbents to be Consent Managers 

Is there a problem if an Account Aggregator also happens to be a Financial 
Information User (FIU) or a Financial Information Provider (FIP)? Incumbents 
and integrated firms may not have the right incentives to allow switching. In 
general, it is in the commercial interest of incumbents to prevent the switching 
of users. Even if users are granted such a right, the design of tools such as the 
app may be in a way that makes switching difficult in practice. In the DEPA 
framework, a CM may charge less to its own firm seeking data access.  As 
conglomerate or vertically integrated business models are common in digital 
markets, the likelihood of such a practice increases.74 

While the AA framework mandates Aggregators to be ‘data blind’, in other 
sectors, especially where the architecture evolves independent of the sectoral 
regulator, the DEPA framework can follow that of Personal Data Stores (PDS). 
This means data will reside with them. This may create problems if the same 
entity is present in a vertical that seeks access to data. The dual role of a platform 
has been a cause for self-preferencing in digital markets.75 Additionally, in such 
cases a CM (resembling a PDS) may downgrade the quality of data to competitors. 

The RBI prescribes that an Aggregator shall not undertake any other business 
other than the business of an account aggregator.76 This is a step in the right 
direction and should be a general standard in the DEPA framework.

Institutional Architecture

DEPA is essentially a personal data-sharing framework that requires an expert 
body, which understands the legalities and technical nuances involved in personal 
data sharing. Thus, DEPA as a general architecture should be governed and 
regulated by the proposed Data Protection Authority (DPA) under the draft 
PDP Bill, not by a sectoral regulator unless an issue falls under the expert remit 
of the regulator. For instance, it has been suggested that the RBI should not 
regulate the processing and sharing of personal information unless it is directly 
related to the provision of financial services.77 The involvement of sectoral 
regulators in data sharing can also lead to turf wars.

Moreover, when data from two different sectors are involved, the sector-specific 
regulator will have even more difficulties. For instance, health and investment 
data can together reveal better insights about a user’s creditworthiness. An 
overlap in jurisdiction may arise if a product falls at the intersection of the two 
sectors.
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The role of sector regulators cannot be completely obliterated, however. As 
discussed earlier, standardised APIs are crucial to ensuring smooth data flows. The 
RBI took the lead to promote standardised APIs in the financial sector. Markets 
or specific sectors cannot be trusted completely to come up with standardised 
APIs. Indeed, industry-based Standard Setting Organizations (SSOs) are best 
placed to lead standardisation as they have the requisite information. However, 
sectoral regulators cannot completely take the back seat.78 For instance, market 
leader incumbents that have data advantage and are part of SSOs will have 
incentives in impeding standardisation, as this will perpetuate their market 
position despite a clear mandate of data sharing.79 

A critical issue is the governance and regulation of the DEPA framework. While 
both data providers and data users are fiduciaries and thus come within the 
purview of the PDP Bill, Consent Managers fall outside the Bill as they do not 
hold user data. In such a scenario, self-regulation or industry-based standards 
could provide guidance. 
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DEPA promises to be the techno-legal solution that can unlock value 
in data sharing by giving users more control over their data. This 
control not only results in increased competition but also fosters 
innovation. This brief aimed to critique this architecture in its 
early days to offer suggestions that can improve its workability. 

Although DEPA is not a completely new solution, as similar architectures in 
the form of PIMS or PDS are evolving in the EU, the model needed unpacking 
because of its technological and legal complexity. Thus, the brief first examined 
these layers to reveal the conceptual framework behind the architecture. While 
DEPA can be compared to the Open Banking model in the UK, what sets it apart 
is the involvement of a Consent Manager that segregates consent and data flow. 

The brief then explained the two building blocks of DEPA: data portability 
and data interoperability. Together these two parts enabled the scrutiny of legal, 
commercial and institutional aspects of this framework in the last part of the 
brief. 

The broader legislative mandate behind DEPA is enshrined in the right to 
data portability in the draft Data Protection Bill, 2019. For the widespread use 
of DEPA, this right should soon be concretised in the form of legislation. The 
brief also recommends that sub-categories of data involved in data sharing in 
general and also within the framework of DEPA need to be carefully deliberated. 
While there may be benefits in sharing of inferred data, it may adversely affect 
the incentives of firms that invest in inferring data. Similarly, derived data can 
reveal proprietary company algorithms or techniques and thus may harm a firm 
if shared with competitors.

Incumbents may not have the right incentives to ensure smooth data sharing, 
thus they should not be allowed to undertake the role of Consent Managers. 
Finally, the brief recommends that institutional oversight of the DEPA framework 
should fall under the Data Protection Authority envisioned in the PDP Bill, 
2019. Sectoral regulators, however, can be involved in the standardisation of 
APIs where the markets cannot take the lead in the standardisations process.

There has been a recognition that DEPA is not a static policy product; rather, it 
is an “evolvable and agile framework”.80 This brief has attempted to inform the 
policy debate on DEPA by explaining the concept to the readers and offering 
suggestions to policymakers at the same time. Understanding the techno-legal  
nuances of DEPA and addressing critical issues such as cyber security and 
operational risks81 merit further research and discussion.
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