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INTRODUCTION

This report is an introduction to a new research project of the Cross-Border 
Data Forum (CBDF) and the Observer Research Foundation (ORF) that 
aims to create a hub for discussions regarding Indian government access to 
electronic evidence held by US companies for criminal investigation purposes. 
The research seeks to identify current challenges to data-sharing between 
India and the US and outline the parameters of an executive agreement, as 
contemplated by the US CLOUD Act, that could be put in place to mitigate the 
challenges.1

The project builds on the 2019 Georgia Institute of Technology/ORF 
report, “India-U.S. Data Sharing for Law Enforcement: Blueprint for 
Reforms”.2  In this new project, legal experts from both the US and India will 
discuss the most crucial elements in promoting a legal system that would do 
the following: 

l	Fulfill legitimate requests from law enforcement agencies for data 
relevant to the investigation of serious crimes;

l	Protect and promote privacy and human rights as essential to new legal 
approaches;

l	Provide a workable regime for companies holding data that would be of 
interest to law enforcement agencies; and

l	Safeguard the Internet by resisting calls to splinter it and localise data.3

Law enforcement agencies in India face serious obstacles to accessing 
electronic evidence held by ICT (Information and Communication 
Technologies) service providers based in the US. These issues were 
compounded in early 2020 when the Indian government—like many 
other governments across the globe—ordered a country-wide lockdown to 
combat the COVID-19 pandemic, interrupting essential services like public 
transportation and schooling, and commercial operations as well.4

As people in India turned to the Internet during the lockdown for their 
needs, it became more urgent to address cross-border data concerns to assist 
law enforcement investigations into criminal activity.5 In this backdrop, 
an India-US executive agreement under the US CLOUD Act could provide 
a much-needed framework to ease the Indian government’s access to data 
held in the US. Such a structure would not only facilitate the transfer of data 
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in connection with law enforcement investigations, but also safeguard user 
privacy and alleviate various concerns around lack of capacity within the 
government when it comes to accessing electronic evidence held overseas. 

The provisions in the CLOUD Act will require careful consideration in any 
negotiations for the creation of an India-US executive agreement.  The CBDF-
ORF project will offer avenues for informed public discussions around the 
CLOUD Act and issues relevant to any eventual agreement.  The project will 
welcome scholars and analysts from different fields to consider contributing 
their own publications on the subject of India’s access to evidence held by US 
companies.

Part I of this report outlines the current challenges in India-US data 
sharing for law enforcement purposes, including difficulties that result 
specifically from the provisions of the US Electronic Communications Privacy 
Act (ECPA)6 and the India-US Mutual Legal Assistance Treaty (MLAT).7  Part 
II then explores a plausible remedy for the most severe problems in data-
sharing, in the form of an India-US executive agreement under the CLOUD 
Act.  Finally, Part III outlines the potential challenges in drafting such an 
executive agreement, and offers broad recommendations to address those 
hurdles.      

I: INDIA-U.S. DATA SHARING: KEY CHALLENGES

The globalisation of criminal evidence has generated new challenges for law 
enforcement.8 Consider a serious crime that takes place in Delhi, where both 
the perpetrator and the victim are located. Historically, any evidence about 
that crime would be expected to exist only within Indian territory, and subject 
only to domestic laws. Today, however, critical evidence—such as emails, 
social network communications, and even video—may be held by service 
providers based in the US, including social media companies and providers of 
cloud computing services, and therefore subject to US law.

To acquire this evidence, Indian law enforcement personnel face obstacles 
under procedures spelled out in both ECPA and MLAT.  ECPA, for instance, 
bars US-based service providers from disclosing content of electronic 
communications to any law enforcement entity—whether local or foreign—
unless certain requirements under US laws are fulfilled.9 ECPA applies varying 
legal standards to different categories of electronic evidence: there are lower 
protections for those that reveal less information about the user (and therefore 
require less protection against potential abuses by law enforcement), and 
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higher protections are accorded to information that reveals more intimate 
details about the user (as there could be more intrusive violations by law 
enforcement agencies).10 On the lower end of the spectrum, US providers 
are generally permitted to supply limited categories of non-content data (or 
metadata) to Indian law enforcement, such as basic subscriber information 
(BSI).11 To acquire the contents of communications, ECPA requires that a 
request from the Indian law enforcement body meet the US legal standard 
of “probable cause”12 that a crime has occurred and that evidence of such 
crime will be found during the search.13 These US legal requirements apply to 
requests by Indian law enforcement even though the crime occurred outside 
the US, the victim and the suspect are not US citizens, and the electronic 
evidence is being requested by foreign law enforcement agencies.

Similarly, the India-U.S. MLAT process—often criticised for being slow 
and laborious—14 poses additional obstacles to Indian law enforcement. 
To acquire evidence through the India-US MLAT process, Indian police 
must begin by filing an MLAT request with the Indian Ministry of Home 
Affairs (MHA). The MHA then relays an approved request to the Office of 
International Affairs under the US Department of Justice (DOJ). The DOJ 
then reviews the request and forwards it to a prosecuting attorney. After 
review, the prosecuting attorney brings the Indian MLAT request before a 
US federal judge. If the judge determines that the Indian request satisfies 
the relevant US legal requirements, the judge issues an order requiring the 
production of the documents by the US service provider. The company then 
produces the specified content, which subsequently must be reviewed by 
the US DOJ to ensure compliance with US laws. The US DOJ releases the 
permitted content to the MHA in India, and finally, the MHA provides 
the content to Indian police. Indian law enforcement agencies are tasked 
to supplement MLAT requests where the initial filing does not meet US 
legal standards, causing even more delay. If the modified request fails US 
standards, the Indian law enforcement officer will not receive the requested 
evidence.15 

The process is lengthy and cumbersome, and impedes the swift and 
efficient performance of law enforcement investigators in India. On average, 
obtaining data from a US service provider using the MLAT process takes at 
least 10 months.16 By some estimates, the process for Indian requests can 
take much longer to complete from service providers in the US, and can 
stretch to over three years on average.17

ORF’s 2019 research found two key factors that influence these negative 
outcomes for Indian enforcement agencies. One reason has to do with the 



ORF SPECIAL REPORT # 123  DECEMBER 2020 5

India’s Access to Criminal Evidence in the U.S.: A Proposed Framework for an Executive Agreement

complex US legal requirements for stored electronic communications. 
Fulfilling these requirements necessitates a clear grasp of US legal principles, 
such as that of “probable cause.” Most investigations in India are routinely 
carried out by state police officers with some special crimes being handled 
by dedicated federal agencies. Even federal law enforcement officers in India 
may lack training to ensure compliance with foreign legal requirements. 
It has been challenging for Indian law enforcement agents to fulfill the 
unfamiliar requirements of US law for MLAT requests. A second reason for 
these current outcomes is the sheer scope and volume of internet activity: 
the number of Internet users in India is nearly double the entire population 
of the US.18 

Further compounding these issues is speculation by some observers that 
the current number of MLAT requests from India to US service providers is 
artificially low.19 Interviews conducted for this report indicate at least two 
potential reasons for the disproportionately low number of requests from 
India compared to its population. First, many law enforcement agencies in 
India may consider the MLAT process too slow and cumbersome to utilise 
at all. Second, the uncertainties under Indian law about the legality of the 
MLAT process affects its use by Indian law enforcement agencies.20 

II: INDIA-U.S. DATA SHARING: DRAFTING AN EXECUTIVE 
AGREEMENT

The CLOUD Act creates a possible mechanism for addressing the obstacles 
faced by Indian law enforcement agencies under both the MLAT process and 
ECPA.  If an executive agreement under the CLOUD Act is signed by India 
and the US, Indian law enforcement offices can make direct requests to US 
service providers for content of communications– eliminating the need to use 
the MLAT process.  The basic concept of such an executive agreement is that 
non-US governments gain an exception to ECPA – thereby permitting their 
law enforcement agencies to request content directly – if a set of procedural, 
privacy and human rights protections applies to those requests.

An executive agreement would bring clear benefits to both India and the 
US. For Indian law enforcement investigations, this approach would allow 
direct access to content held by US service providers, where the terms of 
the executive agreement are satisfied.  The US DOJ will also benefit from 
the executive agreement, as it would reduce its burden of processing MLAT 
requests coming from India.21 
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Notwithstanding the potential gains for both countries, however, there 
are issues that need to be addressed before such an executive agreement 
could be negotiated and implemented. To begin with, the CLOUD Act 
only permits direct access by a non-US government when institutional 
requirements and specific safeguards for individual requests are in place. The 
general institutional requirements under the CLOUD Act necessitate that a 
government such as India must have “clear legal mandates and procedures 
governing those entities of the foreign government that are authorized to 
seek data under the executive agreement, including procedures through 
which those authorities collect, retain, use, and share data, and effective 
oversight of these activities.”22 To meet these requirements, institutions 
within India would review requests and ensure that the overall program for 
making requests meets various institutional controls, such as “appropriate 
procedures to minimize the acquisition, retention, and dissemination of 
information concerning United States persons.”23 

Furthermore, the CLOUD Act only permits direct access by a non-US 
government if a set of safeguards apply to each individual request.24  For 
instance, there must be significant oversight by a judge, and not simply a 
request for evidence by a police officer, as is currently common in India.25

The implementation of this institutional infrastructure, and the 
accompanying safeguards, will therefore require appropriate amendments to 
existing Indian criminal and technology laws, as well as changes in current 
practice.  There are two innovative mechanisms, available under existing 
Indian law, that together could address key concerns under the CLOUD Act 
for qualifying requests by Indian law enforcement agencies. 

CBDF and ORF are undertaking this detailed study of a possible India-US 
executive agreement while recognising political concerns in both countries. 
In India, the concerns have focused primarily on the possible impacts of 
such an agreement. First, the requirement for reciprocal access for US law 
enforcement through a direct-access agreement may raise concerns about 
US agencies obtaining data on Indian citizens. Second, the requirement 
to enable a periodic review may raise concerns about US interference in 
Indian internal affairs. Third, the requirement that direct requests would be 
subject to judicial review could raise concerns related to the existing judicial 
backlog in India.26 On the US side, some skeptics question whether any 
such agreement will meet the requirements in the CLOUD Act. Privacy and 
human rights groups in the US have criticised the CLOUD Act, overall, saying 
that its executive agreements would weaken existing privacy and other 
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protections.27  These groups have also voiced more specific concerns about 
the first executive agreement, negotiated with the United Kingdom, and are 
awaiting an exchange of diplomatic notes to go into effect.28 In response to 
these concerns, one of the authors of this report (Swire), with Prof. Jennifer 
Daskal of the American University Washington College of Law, has explained 
why a CLOUD Act executive agreement could improve privacy and other 
human rights protections.29 The new research project on India-US data 
sharing must highlight not only the potential risks to fundamental rights 
that an executive agreement would bring, but more importantly, how those 
potential risks can be mitigated.

III. A POTENTIAL EXECUTIVE AGREEMENT: CRUCIAL ELEMENTS

The CBDF-ORF project seeks to identify the challenges facing India and the 
US should they enter into an executive agreement. It will explore means for 
overcoming such challenges. 

The Role of the Judge in India

Under a CLOUD Act executive agreement, direct requests for content “shall 
be subject to review or oversight by a court, judge, magistrate, or other 
independent authority prior to, or in proceedings regarding, enforcement of 
the order.”30 In India, however, it is common practice for a police officer to 
issue requests to service providers without any requisite judicial oversight.  
This lack of judicial participation could thus be found contrary to the CLOUD 
Act’s provisions. 

The 2019 ORF report suggested ways, consistent with current Indian 
law, whereby requests under an executive agreement could meet the judicial 
requirement.31 Section 91 of the Indian Code of Criminal Procedure 1973 
(CrPC)32 provides two alternative routes to making a request for evidence: 

1.	 A police officer can simply issue a written order to the person in 
possession of the relevant documents. This route is most often used by 
law enforcement agencies and is typically used without judicial approval. 

2.	 Section 91 of the CrPC provides that a court may issue a summons 
ordering production of the relevant documents. According to the Indian 
Supreme Court, police officers can petition the court to compel the 
production of evidence “for the purpose of an investigation, inquiry, or 
trial.”33
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Potentially, only the second route would qualify under an India-US 
executive agreement.  Without any need to change Indian law, investigators 
could choose the second route for direct requests to US service providers.  
Requests related to investigations that used the first route would not qualify 
for treatment under the executive agreement.

A similar analysis could apply to the CLOUD Act requirement that the 
order must be sufficiently “specific.”34  Section 93 of the CrPC permits search 
warrants which are of a general nature; however, the court may, “if it thinks 
fit,” specify the particular places to which the warrant extends.35 An Indian 
judicial warrant could thus qualify under the executive agreement only where 
the judge “thinks fit” to provide specificity. 

Finally, the CLOUD Act requires that requests be “based on requirements 
for a reasonable justification based on articulable and credible facts.”36 
Sections 91 and 93 CrPC do not require judges to expressly meet this 
particular standard, but for them to make a reasoned determination 
demonstrating application of mind (which is subject to judicial review by 
higher courts).  Additionally, there is nothing in these sections to prevent 
a court from applying a higher standard as required by the CLOUD Act.  In 
other words, current Indian law appears to authorise, but not mandate, a 
judge to issue a specific (not general) warrant based on facts that are credible 
and can be articulated.  Such warrants would appear consistent with the 
CLOUD Act statutory requirements for the role of a judge.37

The approach proposed in this report, sets forth a general process that 
could reconcile the CLOUD Act requirements with Indian national law. 

Although Indian law does not generally require judicial approval, detailed 
specificity in a court order, or a finding that a request has met a standard such 
as articulable and credible facts, these three types of safeguards are expected 
elements under the CLOUD Act for an individual request for content. Under 
an executive agreement, India would be able to make a request directly to 
a US service provider where: (i) an Indian judge issues an order, with (ii) 
specificity and (iii) a factual showing of articulable and credible facts.   These 
procedural requirements, which are optional under Sections 91 and 93 
CrPC, would be required for the request to qualify to be sent directly to a 
US service provider pursuant to an executive agreement between the two 
countries. Other Indian requests to a US service provider would not qualify, 
as is presently the case, for CLOUD Act treatment.
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The Qualified Entity Approach

Other analyses have already addressed institutional structures that could 
enable administration within India of an executive agreement, consistent 
with the CLOUD Act.38 Amongst the institutional requirements is the general 
one that the Indian government has “clear legal mandates and procedures 
governing those entities of the foreign government that are authorized to 
seek data under the executive agreement, including procedures through which 
those authorities collect, retain, use, and share data, and effective oversight 
of these activities.”39 The CLOUD Act also contains more specific institutional 
requirements, including, for example, the following:

l	Minimisation for US Personal Data. The Indian government would 
have to implement “appropriate procedures to minimize the acquisition, 
retention, and dissemination of information concerning United States 
persons subject to the agreement.”40  

l	A Five-Year Compliance Review. Every executive agreement is subject to 
a compliance review and renewal, at least once every five years.41

A potential approach to meet the institutional requirements needed 
so requests would qualify for treatment under the executive agreement is 
for the executive agreement to designate one or more “Qualified Entities.”      
A “Qualified Entity” is an institution within India that provides the 
institutional safeguards outlined above. As discussed in the 2019 ORF/
Georgia Tech report, this approach has the following potential advantages as 
compared with a general change in Indian law for criminal procedure: 

l	India can take the initiative in creating and defining the Qualified Entities. 
Compared with changing criminal procedure for all law enforcement for 
over a billion people, it would be more realistic for India to create and 
assign staff to one or a few offices in the government that meet statutory 
requirements for an executive agreement.

l	The CLOUD Act contemplates institutional controls, transparency, 
compliance, and oversight for a Qualified Entity. One or a few Qualified 
Entities would be more affordable and manageable rather than applying 
institutional requirements to all Indian law enforcement requests. 

l	It is easier to authenticate requests from a Qualified Entity than from a 
multitude of different state and federal courts.
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l	Such Qualified Entities would also ensure that the CLOUD Act 
requirements are met for each individual request, such as that for having 
adequate specificity in a judicial order.

The 2019 report offered a proposal for a Qualified Entity within the Cyber 
and Information Security Division (“C&IS”) of the Indian Ministry of Home 
Affairs (“MHA”).42  There are other possible institutional arrangements. The 
Qualified Entity could contain officers from state police agencies, to reflect 
the fact that policing is a state matter under the Indian Constitution. Under 
this approach, State police would not send requests to US service providers; 
instead, they would make direct requests to the service provider through 
an officer appointed to the Qualified Entity.  More detailed work would be 
needed to define the institutional arrangements for Qualified Entities, and 
the new research project will do work in support of that effort.

Adherence to standards set by the Budapest Convention

The CLOUD Act lists requirements for adherence to the standards set by 
the Budapest Convention, the international treaty signed by more than 60 
countries that governs cooperation on cybercrime.43 To qualify for a CLOUD 
Act executive agreement, India must either become a party to the Budapest 
Convention, or have certain laws in place consistent with its Chapters I and 
II.44 India would thus have two possible paths to comply with this part of the 
CLOUD Act.

First, India could become a party to the Budapest Convention. For 
years, there have been debates within India on whether or not to become 
a party to the treaty. News accounts have reported renewed interest by 
certain stakeholders to join the treaty, but others have put forward various 
reasons not to do so.45  The new research project will report on these debates, 
assisting a well-informed discussion of this possibility.

With regard to the second path, Chapter I of the Budapest Convention 
requires that certain types of activities be criminalised, such as illegal 
access to computers, illegal interception, computer-related fraud, child 
pornography, and infringement of copyright.  Chapter II contains procedural 
rules, such as expedited preservation of stored computer data, search and 
seizure of computer data, and real-time collection of traffic data.  India has 
national laws that overlap considerably with the requirements of Chapters 
I and II.  To explore the viability of this path, further research is necessary 
comparing the consistency of the requirements in the Budapest Convention 
and the relevant laws in India.46
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Data Localisation 

There is a significant possible tension between a CLOUD Act executive 
agreement and proposals in India for data localisation. To enter into an 
executive agreement, the CLOUD Act states that a foreign government 
must demonstrate “a commitment to promote and protect the global free 
flow of information and the open, distributed, and interconnected nature of 
the Internet.”47 Where India implements data localisation requirements, it 
arguably fails to meet this standard.

The original draft of the Indian Personal Data Protection Bill (PDP Bill) 
contained wide-ranging localisation obligations, imposing a requirement on 
“data fiduciaries” to store at least a copy of personal data in India (either 
exclusively or on mirror servers).48 The most recent draft of the PDP Bill has 
slightly narrowed the localisation requirements, but they still would apply to 
“sensitive personal data” and “critical personal data.”49

It is worth noting that law enforcement needs appear to have been one of 
the primary reasons behind the proposals for data localisation.50 As explained 
earlier, under ECPA and the current MLAT system, law enforcement in India 
has difficulty ensuring timely access to content held by US service providers. 
Data localisation is seen as a method to enable law enforcement agencies 
to access such content data without resorting to the MLAT system, nor 
complying with foreign legal requirements such as having to demonstrate 
“probable cause.”51 

An executive agreement is a means to address these law enforcement 
concerns, without the need for data localisation.52   

Areas for Future Research

The discussion thus far has highlighted four topics: the role of the judge; 
defining “qualified entities”, the Budapest Convention, and data localisation.  
Beyond these four subjects, the work of CBDF and affiliated scholars has 
previously shown the substantial number of discrete issues that have 
required attention for CLOUD Act executive agreements generally, and more 
specifically, for US negotiations with the European Union, United Kingdom, 
and Australia.53 

The new research project focused on India will similarly face a substantial 
number of additional issues.  For instance, the US and India would need to 
define what constitutes a “serious crime,” because the executive agreement 
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applies only to those crimes, and not more minor ones.  The scope of an 
executive agreement can vary, and it is not clear whether and how an 
executive agreement would apply to real-time interception. Importantly, 
there are free speech and non-discrimination requirements in the CLOUD 
Act.  Additional research may therefore be needed to clarify the law and 
practice in India, and explore ways to proceed that could meet these human 
rights requirements in the Act. 

CONCLUSION

An India-US executive agreement could have substantial benefits, such as 
fulfilling legitimate law enforcement requests, thereby alleviating a primary 
driver for data localisation and providing new protections within India for 
privacy and human rights. Substantial research and discussion will be needed 
to identify and refine possible solutions for the legal issues arising from a 
India-U.S. executive agreement under the CLOUD Act.

Moreover, such an agreement can only succeed if the ultimate agreement 
is acceptable to the political leaders of the two countries. The CBDF-ORF 
research project aims to provide an informed basis for the formulation of 
responses to the important issues related to the Indian government’s access 
to evidence held in the US.
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