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Maritime Terrorism in Asia:
An Assessment

ABSTRACT

This paper evaluates the possibility of an increase in maritime terrorist
violence in Asia, based on a recounting and analysis of some of the most
recent past incidents in these waters. It argues that the vulnerability of
high seas shipping to criminal acts of violence and the weak and
inconsistent nature of maritime governance raises the possibility of a
terrorist strike in the Asian littorals. In assessing the odds of a major
terrorist attack in coastal regions, the paper also explores the terrorism-
piracy nexus and the state of port security in key continental spaces,
highlighting measures to improve maritime readiness against acts of

terror.

(This paper is part of ORF's series, 'National Security'. Find other research in the
series here: https://www.orfonline.org/series/national-security/)
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INTRODUCTION

In recent years, sea-borne terrorism has emerged as a major security
threat in littoral-Asia. Since the November 2008 attacks in
Mumbai—when ten Pakistani terrorists infiltrated the city from the
sea, killing 166 people and injuring over 300—regional watchers have
been wary of the possibility of another attack from the seas. Within
India’s security establishment, the anxiety has been palpable. In
November 2018, a few weeks shy of the tenth anniversary of the
Mumbai attacks, intelligence emerged that Pakistan-based militant
outfits Lashkar-e-Taiba and Jaish-e-Mohammed had been training their
cadres to execute another strike on Indian ports, cargo ships and oil

1
tankers.

Reportedly, Pakistani militant commanders had been training
volunteers at modified training sites and canals in Lahore and
Faisalabad for “samundari jihad” (seaborne jihad). Unlike 26/11, when
terrorists had used the sea route to enter Mumbai and stage attacks on
land targets, the plan this time around was to deploy trained jihadi

divers to target an Indian or coastal facility.’

The anticipated assault did not happen. Yet the speculation that
surrounded its possible occurrence underscored the psychological grip
of terrorism over the minds of Indian security watchers and strategic
planners.’ Indian fears seem partly driven by events in Pakistan, where
there have been two major militant attacks on naval installations in
recent years." In May 2011, the Tehrik-i-Taliban Pakistan (TTP) and Al
Qaeda attacked PNS Mehran, the headquarters of the Pakistan Navy’s air
arm and the most populous Pakistani naval establishment. Although
the attack was not strictly “maritime” (as it neither came from the sea,
nor targeted maritime assets), it was seen as an escalation by terrorists

against a seagoing force.” In September 2014, when Al Qaeda attacked
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Karachi, it set off alarm bells in New Delhi, leading many to seriously
consider the possibility of a terrorist attack in India’s near-seas.

In the years since the Karachi strike, India’s maritime observers have
watched warily as the Al Qaeda and its associated groups have expanded
their presence in mainland Pakistan, executing ever more deadly
missions. In the quest for bigger and newer targets, terrorists have
turned their sights on merchant ships, oil tankers, warships and coastal

establishments,’ raising the possibility of abold attack in the littorals.’

In Southeast Asia, too, violence at sea has touched a new high,
particularly in the Sulu and Celebes Sea, where Abu Sayyaf (ASG), a
radical extremist group with close links to the Islamic State (IS) has
expanded its operations.” The ASG’s brutal tactics has led many
observers to view the attacks not as incidents of armed robbery, but acts
of terrorism. The IS has also made its presence felt in West Asia and
North Africa, where rebel Houthi forces have intensified their attacks on
naval and civilian targets belonging to the Saudi and Emeriti coalition in
the Red Sea.” These are not merely hostile interactions between
‘combatants’ in a civil war, as some have suggested.”” The Houthi rebels
have in fact sought to target high-value shipping, employing methods

mostly used by terrorists.

To be sure, maritime terrorism still accounts for a minuscule
percentage of all acts of terrorism. The lack of specialist skills,
equipment and resources has seemingly constrained the operations of
terrorist groups, preventing major attacks at sea. Yet, these groups have
expanded their tactical agency in the maritime commons, reportedly
seeking targets in the vulnerable littorals. As recent attacks in the
Southeast Asia and the Middle East demonstrate, non-state actors are

developing the capability to target valuable platforms at sea.
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This paper evaluates the possibility of an increase in maritime
terrorist violence in Asia. In assessing the odds of a major terror attack,
it explores a suspected terrorism-piracy nexus and the state of port
security in key continental regions, highlighting measures to bolster
regional security, and ways to improve coastal preparedness against
terrorism. The paper is not an attempt to outline a comprehensive anti-
terrorism doctrine for maritime agencies — a task best left to
professional security planners. Its objective is an evaluation of recent
attacks in the Asian seas to help understand the dynamics of maritime

terrorist violence.

Defining ‘Maritime Terrorism’

Maritime terrorism is often defined as “the undertaking of terrorist acts
and activities within the maritime environment, using or against vessels
or fixed platforms at sea, or in port; or against any one of their
passengers or personnel, against coastal facilities or settlements,
including tourist resorts, port areas and port towns or cities”.” Another
definition, however, sees the phenomenon as “any premeditated,
politically motivated violence perpetrated against non-combatant
targets at sea by sub-national groups or clandestine agents”."” As many
see it, terrorism has a political dimension, with objectives that are
primarily ideological. In this telling, a violent incident at sea can only be
deemed to be an act of ‘terrorism’ if its ideological and political motives
are clear.” Others insist that all political violence (including maritime
piracy and armed robbery) is a form of terrorism, their root causes and
enabling factors being similar; this is not a view widely shared by most
legal experts.

From an operational perspective, a simpler way to understand
maritime terrorism is to set a typology based on the utilisation of the

maritime space and the selection of targets.
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Where the sea is only a medium for terrorist attacks on land-based
targets: An example is the Mumbai bombings on 26 November 2008,
when ten terrorists landed on the city shores using speedboats and

carried out a series of coordinated attacks onland targets.

The hijacking of naval vessels and hostage taking by terrorists: One
of the most widely utilised maritime terror tactics in conflict-prone
regions. Examples are the series of hijackings by the Abu Sayyaf in
the Sulu Sea, the subsequent taking of hostages and their brutal

treatment.”

An attack in ports, facilities and coastal installations: In June 2018,
terrorists attacked the Libyan oil ports of Ras Lanuf and Es Sider,
setting at least one storage tank on fire, following which the

Yo, 16
facilities were closed and evacuated.

Terrorist attacks against civilian ships and warships: Two Al Qaeda
suicide bombers rammed an explosives-laden dingy into the USS
Cole on October 12, 2000, killing 17 US service members.”” Two
years later in October 2002, a terrorist strike on French oil tanker,
M/V Limburgkilled 16 people and injured scores others, also causing
an environmental catastrophe with a massive crude oil spill into the

Gulfof Aden."”

RECENT MARITIME ATTACKS: A BRIEF TIMELINE

South Asia

The point of departure for most discussions on maritime terrorism in
South Asia is the 2014 terrorist attack on the PNS Zulfigar, a Pakistani
frigate, in Karachi. Planned and executed by the Tehrik-i-Taliban
Pakistan (TTP) and the Al Qaeda, the attack is a case study of how
radicalised militant groups attempt to sabotage a nation’s military
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assets.” The strike came despite advance intelligence with the Pakistan
Navy (PN), and while prompt action by security agencies prevented the
situation from escalating into a full-blown crisis, the ease with which
TTP militants entered Karachi raised uncomfortable questions about
Pakistan’s ability to protect its military facilities against terror strikes.”
Lending another dimension to the saga was the involvement of former
and serving naval officers in the attack, pointing towards the

radicalisation of junior cadres in the Pakistan Navy.”

Following the strike on the Zulfigar, Indian analysts considered the
prospect of similar attacks by militant forces in India’s near-seas.”
Amidst concerns that Al Qaeda and related groups have developed the
capability to hijack naval vessels and stage attacks against Indian vessels
in international waters, the country’s naval leadership weighed the

possibility of a terror attack on India’s maritime assets.™

The Karachi attack seemed eerily similar to the 2011 assault on PNS
Mehran, when radicalised elements of the Pakistan navy had worked
with al-Qaeda to organise and infiltrate a premier naval air-station in
Karachi.” The strike had followed failed talks between the Pakistan
Navy and al-Qaeda over arrested Navy personnel with suspected links to
the militant organisation.

In the aftermath of the attack on the Zulfigar, Indian analysts
grappled with the contingency of a preemptive Indian strike on a
Pakistani naval vessel suspected of harbouring terrorists.” In the
absence of unambiguous intelligence indicating Pakistani security
agencies had trained and sponsored the militants aboard a Pakistani
warship, some felt an anticipatory strike by India would be
unreasonable, indeed even unlawful.” Yet, doing nothing amounted to
giving terrorists a ‘free pass’ to attack Indian shipping. Admiral RK
Dhowan, India’s then naval chief, summed up the dilemma aptly: “The
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threat of terrorists and non-state-actors in Indian watersis huge and the
Indian Navy must be prepared...we have 2.5 lakh fishing boats in the
country... any one can take up arms, ammunition in remote islands.
There are 1197 islands and 7016 km of coastline. [It speaks to] how easy
itis from the other side and how difficult it is for us to secure.””

In 2018, India’s National Investigation Agency (NIA) sought a red-
corner notice by Interpol against a counselor in Pakistan’s high
commission in Colombo between 2009 and 2016 who had reportedly
hired Sri Lankan Muslims to attack various high-profile targets,
including military establishments and ports in South India.”
Apparently, the Pakistani agent was planning to send explosives from
Mannar in Sri Lanka to between Rameswaram and Tuticorin in India by
a rowing boat. This was to be followed up by two Pakistanis being sent
from Colombo to Bengaluru via Maldives on Sri Lankan passports to
carry out an attack on the American consulate, a plan that did not come

o« e 29
to fruition.

Today, amidst growing violations by small boats in India’s territorial
seas, the state of coastal security remains fraught.” While terrorists
have not targeted any Indian shipping or maritime installations, the
possibility of an Al Qaeda-inspired attack is far from hypothetical. Not
only do terrorist organisations possess considerable sea-going skills, but
modern technology—including GPS and satellite communications—
are enabling them to train their cadres to execute terror plans with

. . 31
greater precision.

Notably, the terrorists’ tactics seems to have evolved over time. For
instance, unlike the attack on naval base PNS Mehran in 2011 when
maritime surveillance aircraft were destroyed, the Karachi incident in
2014 witnessed an attempt by the Al Qaeda to hijack (and commandeer)
the PNS Zulfigar. A year later, IS terrorists carried out a bomb blast in a
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naval base in Dhaka, targeting not operational naval assets but personnel
in a mosque.” The Bangladesh navy responded by undertaking measures
toharden itsbases, and even made terrorism cooperation a key vertical of

its joint coordination patrols (CORPAT) with the Indian Navy.”

As some see it, jihadi acts at sea are not random strikes or
spontaneous reprisal attacks fuelled by opportunism.™ There is rather a
discernible blueprint, suggestive of a strategic, more coherent approach.
Al Qaeda’s four-prong maritime strategy still seems to resonate strongly
in contemporary jihadi thinking. It comprises: 1) suicide attacks on
vessels; 2) hijacked ships used as “weapons” against port infrastructure;
3) attacks on supertankers from the air by using explosive-laden small
aircraft; and 4) attacks using underwater demolition teams or with

.« . 3
suicide bombers.”

Southeast Asia

Terrorist groups based in Southeast Asia have long had a predisposition
to use the seas as an attack vector. As Table 1 shows, between 2014 and
2018 there were nearly 200 actual and attempted attacks on ships in the
littorals. The perpetrator of the vast majority of the attacks was the Abu
Sayyaf Group (ASG), a radical Islamist organisation based in the
Philippines.™ This is the same terrorist organisation that attacked the
Superferryl4 off the coast of the Philippines in 2004, killing 110
passengers and crew.” The ASG metamorphosed in its initial years from
an ideologically based group into a criminal organisation, seemingly
intent on generating revenue, but soon returned to terrorism, carrying
out a series of kidnappings in the seas off Indonesia.™ Since 2015, the
ASG has existed at the intersection of crime and terror, carrying out
armed robberies at sea, but also violent hostage taking and executions,
revealing tactics inspired by the IS and Al Qaeda.” As Table 2 shows, the

number of actual attacks in the waters off Indonesia remains
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significantly high. Many, reportedly, have been carried out by the Abu
Sayyaf and Jemaah Islamiyah, another fundamentalist outfit with close
links to theIS."

Table 1: Actual and Attempted Attacks on Shipping in South Asia and
Southeast Asia (2014 - 2018)

Location 2014 2015 2016 2017 2018
Indonesia 47 54 24 19 25
Malacca Strait 1 3 - - -
Malaysia 9 11 4 3 3
Philippines 2 4 3 13 3
Thailand - 1 - - -
Singapore Strait 6 6 - 1 -
China - - 1 2
Bangladesh 10 11 2 5 7
India 4 4 13 1 2

Source: ICC-IMB Piracy and Armed Robbery against Ships Report (01 January to 30 June 2018)

Table 2: Actual and Attempted Attacks on Shipping in Southeast Asia
(January - June 2018)

Location Actual attacks Attempted attacks
Boarded  Hijacked Attempted Fired Upon

Indonesia 19 - 6 -
Malaysia 1 - 1 -
Philippines 1 - 1 1
China - - 2 -
Vietnam 2 - - -

Source: ICC-IMB Piracy and Armed Robbery against Ships Report (01 January to 30 June 2018)
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In 2016, mounting pressure from the Philippines combined with
renewed international interest in fighting global piracy, restricted ASG’s
freedom of movement on the Sulu archipelago, limiting its ability to
conduct onshore kidnappings.” In response, the group moved its
operations farther out to sea, conducting kidnappings of seafarers while
ships were underway. Its cadres initially targeted smaller vessels, but
soon began attacking larger vessels, presenting a threat to both
international and regional traffic.” After Philippine armed forces
clashed with ASG and IS militants in Marawi city in June 2017,
Indonesia, Malaysia and the Philippines launched joint operations to

fight terrorism and transnational crimes in the Sulu Sea.”

Even so, action against the Abu Sayyaf challenge in the Sulu-Celebes
Sea has been hard to coordinate.” First, the militant group’s primary
area of activity is the Philippine seas, where Manila is less than eager to
allow access to foreign maritime forces, resulting in a slowdown of
security operations. Second, the presence of extra-regional forces in
disputed spaces in the South China Sea (including China’s navy, PLAN)
hasmade Southeast Asian states wary of expanding cooperation. Manila
has been particularly cautious, fearing that bigger and more competent
maritime forces would eclipse the Philippines’ navy and coast guard in
its own backwaters.” The ASG has exploited the situation, expanding
regional networks, procuring weapons and ammunition from the black
market, even using ransom money to buy off local officials. Its cadres
have sought to replicate the IS’ brutal tactics in Southeast Asia, with
violent kidnappings and a series of suicide bombings, revealing a vicious

streakinitsideology.”

Littoral-West Asia

Ever since Al Qaeda’s attack on the USS Cole in Yemen's Aden harbour in

October 2000, the possibility of suicide bombings on warships has been
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a perennial source of anxiety for seafarersin West Asia. The strike on the
Cole resulted in a push for new safety procedures, and for a while, it
seemed the threat of maritime terrorism had abated.” With Al-Qaeda
operatives plotting raids on British and US tankers passing through the
Strait of Gibraltar in 2002,” and insurgent attacks two years later on an

. . . 49 .
offshore oil terminalin Iraqg,  sea-based terrorism was soon back.

Over the next few years, there was a brief lull in terrorist activity, but
the attacks resumed shortly after. In November 2014, [S-affiliated
militants commandeered an Egyptian Navy missile boatin a bid to attack
Israeli targets in the Mediterranean Sea.” Another terrorist attack on
Egyptian navy vessels left many servicemen injured and others missing
at sea.” In the Red Sea, Houthi rebels have attacked Saudi and Emeriti
forces in ways seemingly inspired by Al Qaeda. A mine-hit on a UAE
patrol ship in 2015,” and a drone boat attack on a Saudi Navy frigate in
2017 demonstrated the rebels’ growing prowess.” In September 2019,
days after an attack on two Saudi oil installations, the Saudi-led coalition
claimed to have intercepted and destroyed an explosives-laden boat

launched from Yemen by the Houthis.™

The jihadi threat also affects Southern and Western Europe, where
security agencies have detected terrorist infiltration using the sea-
route. An investigation into the terror attack on Paris in November
2015 showed that at least two plotters had entered Europe via the
refugee flow through the Greek island of Leros.” More recently, NATO
(the North Atlantic Treaty Organization) linked the Islamic State’s
threat to target tourist hot spots in Spain with rising refugee
movement into Europe, strengthening counter-terrorism patrols in
the Mediterranean.” Meanwhile, foreign fighters returning from the
IS’ self-proclaimed caliphate in Iraq and Syria have raised the risk of

complex and large-scale terror attacks in Europe.” Regional states
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realise the IS continues to attract followers and is widening its tactical
arsenal, employing new technologies, and strengthening its roots in
the region. Worryingly, Islamic State fighters continue to provide
critical skills to other operatives and expand operational Islamist

networks.”
THE TERRORISM-PIRACY NEXUSAND PORT SECURITY

In assessing the nature of maritime terrorist activity in Asia, it is
important to study the terrorism-piracy nexus - not least because

pirates havein the past financed terrorist activity.”

Evidence of a linkage between the terrorists and pirates first
emerged in May 2003, when the M/V Pen rider, a Malaysian-registered
oil tanker, was attacked off the coast of Malaysia, and three crew
members were taken hostage.” After ship owners paid $100,000 to free
the crew, it emerged that the attackers were associated with the Free
Aceh Movement, an insurgent group operating in Indonesia. The receipt
of aransom of $1.2 million by the Somali pirates to free a Spanish fishing
vessel and 26 hostages in 2008 provided more proof of a possible link
between terrorists and pirates; reportedly, the Al-Shabaab had received
a five-percent cut. A year later, when the terror group hired pirates to
smuggle in members of Al Qaeda to Somalia, the terror-piracy linkage

. . 61
seemed virtually certain.

In recent years, terrorists and pirates have appeared to draw closer,
even if the exact nature of their collaboration is not clear. Somali pirates
and terrorists are said to have worked together in arms trafficking, and
Al-Shabaab is said to have even have trained pirates for ‘duties’ at sea.”
An investigation by the United Nations (UN) in 2017 found evidence of
collusion between pirates and the Al Shabaab, including the possibility
that pirates helped the latter smuggle weapons and ammunition into
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Somalia.*” As discussed earlier, in Southeast Asia, the Abu Sayaff's turn
to piracy has resulted in millions earned via ransom payments.* Its
cadres have used the revenue earned for pirate activity to expand the

radical organisation’s presence in Southeast Asia.

The terror-piracy linkage is important because it highlights the
causal mechanism behind rising violence at sea. The task of maritime
security agencies becomes harder, however, when the lines between
terrorism and piracy begin blurring, particularly in Southeast Asia,
where the Abu Sayyaf has alternated between piracy and terrorism.
Today’s pirates are trained fighters onboard speedboats, armed not only
with automatic weapons, hand-held missiles and grenades but also and
global positioning systems; professional mercenaries that loop
effortlessly between rent-seeking and violent acts. Their objectives are

asmuchideological, as they are material.

ISPS Code and Littoral Security

While most discussions around maritime terrorism presume a threat to
sea-borne assets, port security constitutes the bigger challenge.
Terrorists have long had seaports on their crosshairs, because of the
latter’s role in trade and economic development. In recent years, there
has been a significant increase in freight traffic, with key ports in Asia
transformed into global trading hubs. In keeping with the growing
importance of port-enabled trade, regional governments have taken
better measures to protect ships and onshore facilities. In many ports,
authorities have increased guards, gates, and security cameras, even
introducing identification card programs to screen those with access to
critical port infrastructure. The installation of radiation detectors has
been particularly helpful in screening critical cargo and identifying

suspicious shipments.
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Yet, not even the best ports in Asia are able to track and monitor
large containers comprehensively. With a rising quantum of cargo to be
handled every day, port authorities find it impractical to scan each and
every container being offloaded from cargo ships.” Container scanning
in many ports is in fact a largely random exercise, with authorities
insisting that shippers provide manifests of what is contained in cargo

bins.*

The lack of effective checks on ports brings up the possibility of the
use of containers as weapons to smuggle in arms, explosive materials or
the terrorists themselves. While terrorists would not possibly target
cargo ships directly, the latter could be used to transport weapons or to
sabotage commercial operations. A dirty-bomb in an illicit cargo
container of a cargo ship could cause a port shutdown and huge
commercial disruption.” Even a failed attempt to smuggle a device intoa
major transshipment hub would significantly impact port operations.

After the 9/11 incident in the United States, the International
Maritime Organization (IMO) had established the International Ship
and Port Facility Security (ISPS) Code—a set of maritime regulations
designed to help detect and deter threats to international shipping. The
code subjects ships to a system of survey, verification, certification and
control to ensure that the security measures prescribed by the IMO are
implemented by member countries. It also provides a standardised,
consistent framework for evaluating risk and gauging vulnerabilities of
ships and ports facilities, laying down principles and guidelines for
governments, port authorities and shipping companies, making

. 68
compliance mandatory.

The code, however, has not been effective in a way originally
intended.” Firstly, the code is based on the experience of 9/11 and early
piracy activity off Somalia. No amendments or revisions have been
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made with regard to new types of security threats encountered in recent
years. The exclusion of vessels less than 500 tonnes, and all fishing
vessels regardless of their size, is a further impediment in the code’s
implementation, as terrorists have sought to use smaller boats to

smuggle weapons and ammunition rarely subject to regulation.”

Another shortcoming is that the code does not include official
monitoring procedures for security matters. Unlike the International
Safety Management Code (ISM) that prescribes office audits by internal
and external sources, the ISPS enumerates general guidelines and
precautions—a standardised template for evaluating risks on many
different types, sizes and categories of vessels and facilities.” The code
also does not specify ways to strengthen capability to protect against
new forms of terrorism, such as drone attacks.” With no legal obligation
to implement regulations, port authorities are unwilling to make

necessary investments in security measures.

The lack of national legislation/guidelines is another hurdle in the
code’s implementation. Regional governments have neither enacted
necessary domestic legislation to fight terrorists nor allotted resources
to implement security measures.” In India, for instance, there is no
comprehensive maritime security policy for protection of the
commercial maritime infrastructure and supply chains.” A new
Merchant Shipping Bill” in 2016 improved transparency and effective
delivery of services, but has failed to address security concerns.

Given the complicated mix of variables contributing to port security,
astudy of security measures adopted by the civil aviation industry might
offer some useful pointers. The latter’s efforts to prevent hijackings of
commercial aircraft over the past four decades has been widely hailed as
a success. Developed in the late 1960s, the international legal regime

governing civilian flight operations was significantly upgraded after the
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attacks of 11 September 2001. The United States’ efforts to bring in
legislation to regulate foreign airlines and flights from foreign airports
have been particularly helpful. In concert with other international
conventions drafted by the UN International Civil Aviation
Organization (ICAO), the regulatory regime has deterred terrorists and

. . . . 76
criminals from targeting aircraft.

This may hold important lessons for port security; in particular,
approaches used in the international legal regime governing civil
aviation to eliminate safe havens for pirates and terrorists by ensuring
legal accountability. A study of security in the aviation sector could offer
important tips on how port security systems could be mobilised to
encourage best management practices; the importance of freezing
assets of those who fund piracy enterprises; and the utility of enhancing
communication and coordination among the various stakeholders

relevant to the fight against piracy and terrorism.”

ANEXT TERRORIST ATTACK: GAUGING THE ODDS

To design policies that help combat maritime terrorism it is important
to assess the likely nature of future attacks and their probable targets.
Future terrorist attacks could be directed against four kinds of targets:
warships, supertankers, passenger ships and port facilities. The most
vulnerable and attractive targets remain tankers out at sea. The recent
attacks on tankersin the Persian Gulf revealed that the threatis evolving
and could now include unmanned vehicles.” More damaging would be
the seizure and sinking of an oil-carrying tanker in a congested space,
crippling the flow of maritime traffic. To get a sense of the extent of
damage such an attack would cause, the Limburg incident in 2002
caused a massive spillage of oil (almost 90,000 tonnes) that took many

79
weeks to clear.
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Another kind of attack could be on cruise ships out at sea. Big cruise
ships are a lucrative target since they are lightly defended and relatively
easily accessible.” An enquiry into the Achille Lauro incident in October
1984 highlighted fundamental deficiencies in safety procedures.
Apparently, checks on passengers in the run-up to that fateful incident
had not been foolproof. Despite acting nervously and even displaying
anti-social behaviour, the Palestinian hijackers did not arouse the
suspicions of passengers and crew.” While safety procedures have since
improved, security procedures at ports and aboard cruise ships (with
certain exceptions) are far from immaculate. During the Super Ferry
incident in the Philippines in 2004, Abu Sayyaf operatives disguised as
tourists smuggled 20 sticks of explosives that were stored inside an
emptied out TV set.”” There is some evidence that cruise shipping
companies in Asia and Africa continue with the same lax approach that
enabled that devastating attack.

The most likely venue of a future terrorist strike, however, might be
inside a port facility, and it could possibly involve a ‘lone wolf’ with aloose
affiliation to a bigger terrorist group. Ports are an attractive target
because many of the tactical problems that terrorists face in
orchestrating attacks on ships in the high seas do not apply to harbors,
ports, or shore-based maritime facilities. Terrorists realise that the
containerised supply chain is complex, and creates many opportunities
for isolated acts of terrorism. An ineffective point of check, for instance,
could allow a jihadi inside a container to detonate a vast quantity of
explosives or a low-grade nuclear device; inadequate surveillance in a
vessel could lead a jihadi diver to plant an explosives improvised explosive
device (IED). While many ports have installed radiation detectors to
combat the threat of IED, the pace of installation has been slow, and

smaller ports remain vulnerable.

The fact that many Asian and African ports do not have mine-

neutralisation systems or integrated coastal defence, seems to suggest
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an increased possibility of an underwater attack.” According to a 2016
study, the likelihood of the East African community being a target of
maritime terrorism remains high.” The Al Shabaab’s proactive presence
in the region, the study surmises, coupled with the lack of a regional
maritime security strategy (including a maritime domain awareness
program), un-policed waters and poor cooperation between Kenyan and
Tanzanian maritime law enforcement agencies make East Africa

extremely vulnerable.”

The terrorists could also target a port like Mogadishu in Somalia,
hitting international shipping for maximum impact. The attack could
involve a high-speed suicide vessel strike, or a jihadi diver trained to
breach port security and attack vessels undetected. One reason Somalia
ports remain highly at risk is the political crisis in country.” Since
Somaliland (Somalia’s breakaway province) inked a deal with the United
Arab Emirates in early 2019 for a port upgrade in Berbera, UAE/Saudi
backed militias have been intent on punishing Somalia, even reportedly
organising an attack on Mogadishu port.” Somaliland has offered to host

anew UAE naval base, a new launch point for the Saudi-led war in Yemen.*

Even large international ports such as Djibouti are not safe from
terrorist attacks. Home to US Camp Lemonier(the busiest Predator
drone base outside of Afghan war zone), and Japanese, French and
Chinese military bases, Djibouti has been a launch pad for anti-
terrorism operations in West Asia and neighbouring Somalia, and is an
attractive target for terrorists.” Yet ports in Djibouti have failed to
implement effective anti-terrorism measures. In August 2018, the US
Coast Guard found problems in the way the African state’s ports were
being administered, with glaring deficiencies in access control, security
monitoring, security training programs, and security drills and
exercises. It went on to implement conditions of entry on vessels

arriving in the US from the Republic of Djibouti.”
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Calculating a Response Spectrum

To develop an effective counter-terrorism paradigm for the littorals,
Singapore and India offer some useful pointers. Singapore has enhanced
its maritime security by adopting a “coordinated and multi-layered
security regime” designed to tackle terrorist threats on both land and
maritime domains, best exemplified by the setting up of agencies like
the Singapore Maritime Crisis Centre (SMCC).” The SMCC has
tightened linkages between Singapore’s maritime security agencies
leading to enhanced surveillance, threat assessment, capability
development, training and exercises, doctrine / operations planning,
and in the conduct and monitoring of current and future operations. Its
key achievement has been to enhance interoperability between security
agencies during planning and operational response, minimising any
duplication of efforts and closing any operational gaps in the security

effort.”

India, too, has focused on the improvement of maritime domain
awareness and information sharing, emphasising rapid response in
dealing with criminal and terrorist threats. A new information fusion
centre in Gurugram - set up as an “adjunct” to the Indian Navy’s
Information Management and Analysis Centre (IMAC) - has been
collating, assembling, analysing and sharing data related to maritime
security matters with neighbouring states in the Indian Ocean.”
Meanwhile, transponder systems are being installed on fishing boats,
and biometric cards issued to fishermen, many of whom have become

the ‘eyesand ears’ of maritime security agencies.

The setting up of a committee focused on maritime security hasbeen
another significant step forward. Following 26/11, India established the
National Committee on Strengthening Maritime and Coastal Security
(NCSMCYS) to bring stakeholders together and find collective solutions

ORF OCCASIONAL PAPER # 215 « OCTOBER 2019 19



MARITIME TERRORISM IN INDIA: AN ASSESSMENT

to costal security challenges. It has also sought to address inter-agency
problems, improving coordination between the Indian navy, Coast
Guard, Marine Police and other marine agencies. The mainstay of the
Indian effort has been an improvement of communication and
intelligence gathering. New Delhi has prioritised a national Coastal
Radar Chain, and set up Joint Operation Centers to monitor the
exchange of information. Colour-coded fishing boats have helped
security agencies better monitor the maritime environment, and White
Shipping information sharing agreements have vastly improved domain
awareness. Meanwhile, the Indian navy has strengthened its
Coordinated Patrols (CORPATs) with Thailand, Indonesia, Myanmar
and Bangladesh. Working Groups established under the aegis of the
Indian Ocean Naval Symposium too have sought to plug gaps in the
regional security architecture, and an atmosphere of enhanced trust

between littoral nations hasled to robust intelligence sharing.

On the commercial side, however, progress has been slow. In 2017,
Indian intelligence agencies conducted security audits of 227 non-major
seaports. It found that while the Ministry of Home Affairs had extended
security cover (through a Central Industrial Security Force) to 16 of
India’s major ports, two of those major ports—the Port Blair Port Trust
and Cochin shipyard —still lacked radiation detection equipment. Out
of 227 minor ports in the country, only 54 were found to be
international ship and port security (ISPS) compliant; 187 minor ports
were found to have minimal security cover; and 75 of the 187 had no

. 94
security coveratall.

When it comes to security of shore-based facilities, the navy again
has taken a lead in implementing safety measures. To safeguard
shipping and shore installations against militant ‘frogmen’ attacks, the
Indian Navy has begun the installation of layered defensive grids in

naval harbours.” The Integrated Underwater Defence and Surveillance
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Systems (IUHDSS), comprising a network of sonar, electro-optical
sensors and radars, render the underwater domain transparent, making
it hard for enemy divers to operate undetected.” There is a move to
secure physical infrastructure at ports as well. In India’s premier
shipment hubs, authorities have installed radiation sensors to scan
cargo comprehensively.”” Regular coastal exercises and improved
coordination between security agencies has helped raise the quality of
littoral security.

Yet, more needs to be done on a pan-regional level in Asia.
Combating maritime terrorism revolves around four verities of
intelligence, threat levels/conditions, vulnerability assessments, and
force /facility protection measures. Unfortunately, many regional states
do not have the requisite capacities to combat terrorism. Not only is
intelligence and data lacking; there is also the absence of expertise and
knowhow. Many of the newly developed sensor technologies—
including identification and authentication technology, screening and
surveillance assets, and tracking and inspection systems are too costly
for smaller states. What Asia needs is a maritime security framework
that enables capacity building in a way that facilities and ships can be
hardened at affordable prices. The solution may lie in partnerships that
would help regional states leverage partner strengths to create baseline
capabilities to fight terrorism. This includes measures to protect

commercial shipping, marine installations and critical infrastructure.

In parallel, states must also act to deny funding and sponsorship to
terrorist organisations. This would also involve identifying linkages
with other terror groups, and safe havens that offer terrorists sanctuary.
Also imperative is an intelligence-sharing network for the maritime
community that would help preempt terrorist attacks. How successfully
a nation is able to combat maritime terrorism would depend on its

ability to institute appropriate preventive measures.
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CONCLUSION

Fighting terror requires a close assessment of threats and a
prioritisation of mitigation measures. The main challenge is to gear the
mercantile community up to the task. Despite an increased adherence to
best management practices,” the shipping community at large does not
treat maritime terrorism with the seriousness it deserves. Indeed, many
in the shipping industry view terrorism as an exaggerated threat; they
are convinced that terrorists have yet to develop capabilities to target
high-value platforms. Their business-as-usual approach—aimed mainly
atkeeping costs low and turnover high—creates more opportunities for
terrorists.

It bears mentioning that the psychological dimension of terrorism
remains vital in gauging the strategy behind seemingly random attacks
in the littorals. Terrorists are likely to stage violent attacks in ways that
would target the minds of maritime security planners. Radical terrorist
organisations know that an attack at sea is a logistical challenge. Yet if
successfully carried out, it has the potential to psychologically affect the
target state. Beyond its obvious economic consequences, a terror hit
could erode the state’s will to fight back.

Combating maritime terrorism is ultimately a question of national
resolve: a dogged, single-minded approach in guarding and securing
maritime borders; making necessary investments for the generation of
timely and actionable intelligence; robust interagency cooperation, and
an integrated strategy that can establish a system of effective law
enforcement in coastal waters. What regional states need is structured
and efficient ways of investigating threats, identifying vulnerabilities,
and getting stakeholders involved in anti-terrorism processes. Strong
legislation that empowers security agencies to act with alacrity and
defend commercial and coastal military assets is a prerequisite. Regional
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governments need to make stakeholders and security agencies
accountable, with liability fixed in ways so that the related costs of a
terrorist incident are borne by the parties responsible for having failed
topreventit. ®RF
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