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NETmundial: Given the important 
role that non-government stakeholders 
play, there should also be a clear 
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Clearly, it makes it even more 
important that we define the 
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COMMENTARY I 

Having critiqued multistakeholderism, India 
must propose its own solution 

Any outcome statement that describes itself as non-
binding and as one that “hopefully contributes to the 
evolution of the internet governance ecosystem” sets 
itself up to being judged harshly by those outside the 
process and to be seen as the failure of key 
stakeholders to achieve meaningful congruence. The 
NET mundial produced such a document. Despite the 
criticism, the biggest achievement of this forum was 
the creation of a bottom-up, open and participatory 
process that allowed governments, academia, end-
users, businesses and technical experts to deliberate 
on the future of internet governance. 

These deliberations also compel us to take a step back 
and re-examine our national and individual 
expectations from such a process. Some of our 
conclusions challenge the myth of a “digital globe” 
managed through a universally acceptable rulebook or 
a new “digital United Nations”. There are three central 
notions which, though weak, seem to shape individual 
and national objectives and positions on an acceptable 
format for governing the internet.   
 
First is the belief that, somehow, the internet is the 
means to “universalism”, that because we are all 
digitally connected, nations, communities and 
societies will agree on freedom of expression, 
intellectual property, privacy and security, among 
other such issues. The internet is perhaps a form of 
hyper-globalisation. It is able to reach spaces and 
people at a rate and in a manner that was impossible 
in the real world. Yet, globalisation does not imply 
universalisation. Every time human rights, intellectual 
property or cultural agendas are sought to be 
superimposed on what should be a realistic 
conversation on the efficient management of a useful 
medium, there will be discord. Real-world issues need 
to be addressed at the appropriate forums that are 
meant to deal with them. Therefore, the treatment of 

issues such as freedom of expression, privacy, 
surveillance and intellectual property and innovation 
in the NETmundial outcome document is what it 
would always be; an accommodation of multiple 
positions and a play of words that neither pleases nor 
hurts anyone. 
 
The second set of arguments seems to build around 
the mistaken notion that a different governance 
structure (not dominated by the US) would somehow 
prevent spying, intrusion and surveillance. 
Governance and surveillance and criminality tend to 
get conflated. For the current discussion, let us 
assume that the critical resources that allow the 
internet to operate are not managed by the US. Will it 
prevent state and non-state actors, say in our 
neighbourhood, from spying, acquiring data or 
illegally intruding and harming devices and networks? 
Illegal activities are exactly that, illegal, and cannot be 
legislated. Sovereign states will have to agree to 
certain conventions and thereafter regulate behaviour 
within their respective territories. It would be more 
productive to create legal frameworks that would 
define jurisdiction and quasi-sovereignty for data 
flows, digital transactions and data storage. The 
discussion on these issues has been deferred to 
“beyond NETmundial” as per the outcome statement 
and must be pursued. 
 
The third notion that seems to permeate some policy 
circles in various national capitals is that the internet 
is a “global common” and, therefore, nations can 
collectively legislate its equitable use or “fair use”. Net 
neutrality advocates within civil society also seem to 
align themselves to this notion. Both will be 
disappointed. The internet, as we know it, is a 
collection of private enterprises, small and large, 
organised and random. The individual user is an 
entrepreneur too, a consumer and producer. And the 
weight that any entity or geography enjoys in the 
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digital marketplace defines the power relationship vis-
à-vis others in the digital domain, as it does in energy 
markets or any other marketplace. If the US, India, 
China or Brazil enjoy a certain weight and can 
influence the operations of Facebook, Google or 
Microsoft, it is due to size and market potential. To 
assume that commercial considerations can be 
ignored and inter-governmental panels or civil society 
advocates can alter the commercial basis is to mistake 
the trees for the woods. What governments can do is 
create policy environments that allow proliferation of 
digital infrastructure and access to the net. What they 
can encourage is an environment where entrepreneurs 
thrive and innovators excel, and what they cannot and 
must not do is create a form of digital socialism that 
skews the marketplace. Even as the debate on net 
neutrality was unfolding at the NETmundial, the US 
Federal Communications Commission was changing 
rules that allowed providers differential tariffs for 
higher speed digital connections. It is time for some 
digital realism! 
 
For a country like India there are lessons and 
takeaways from this meet. India must bolster its 
weight in the digital marketplace, commensurate with 
the number of current and potential netizens. This 
would be possible only by creating capabilities and an 
environment where private businesses, SMEs and 
individuals can access and exploit this medium 
gainfully. India has the responsibility to enter into 
serious conversations on jurisdiction issues pertaining 
to its digital businesses, data flow and storage, and 
this may happen far more efficiently bilaterally than at 
such large gatherings. Since India has proposed the 
examination of the idea of multistakeholderism, it 
must come up with an alternative proposition for the 
others to consider soon and the first step must be a 
comprehensive domestic debate. 
 
The writer is vice president and Senior Research 
Fellow at the Observer Research Foundation. 
 
Source: The Indian Express, May 2, 2014 
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COMMENTARY II 

India was among the few governments that did not 
sign the NETmundial outcome statement. But why 
does it seem that the world’s largest democracy is not 
putting its weight behind a “bottom-up, open, and 
participatory” multistakeholder process? 

In his address to the NETmundial gathering, Vinay 
Kwatra, the official Indian representative said, “We 
recognize the important role that various stakeholders 
play in the cyber domain, and welcome involvement of 
all legitimate stakeholders in the deliberative and 
decision making process. Internet is used for 
transactions of core economic, civil and defence assets 
at national level and in the process, countries are 
placing their core national security interests in this 
medium. Now with such expansive coverage of States’ 
activities through the internet, the role of the 
governments in the Internet governance, of course in 
close collaboration and consultation with other 
stakeholders is an imperative.” 

The message was clear. The internet has a large role to 
play in India’s national policy goals, and to that end, a 
global internet governance ecosystem has to be 
managed, at the international level, by multilateral 
mechanisms. 

India has over 200 million Internet users — with 
about 52 million subscriptions — over 900 million 
mobile telephone subscribers. These numbers are only 
going to grow. Kwatra, continuing his address, added 
that, “On our part, however, we would have liked to 
some of important principles and ideas, highlighted by 
us and many other countries reflected in the draft 
outcome document… (we) look forward to 
constructively engaging with other delegations in 
collectively contribute to making the Internet open, 
dynamic and secure, and its governance balanced 
between rights and responsibilities of all its 
stakeholders.” 

Kwatra was speaking, of course, at NETmundial, 
dubbed the “world cup of internet governance.” Held 

in Sao Paolo, Brazil, on April 23-24, 2014, the 
conference was announced by Brazil President Dilma 
Rousseff. The entire chain of events can be traced back 
to the revelations by Edward Snowden that the US’s 
National Security Agency had been spying on its own 
citizens and other countries alike, including the 
personal communication of President Rousseff. In 
a heated statement at the UN General Assembly in 
September 2013, she called for the UN to oversee a 
new global legal system to govern the internet. She 
said such multilateral mechanisms should guarantee 
the “freedom of expression, privacy of the individual 
and respect for human rights” and the “neutrality of 
the network, guided only by technical and ethical 
criteria, rendering it inadmissible to restrict it for 
political, commercial, religious or any other purposes. 

Soon, after a brief consultation with Fadi Chehade in 
October 2013, the head of ICANN — Internet 
Corporation for Assigned Names and Numbers – an 
organization thatcoordinates the Internet’s global 
domain name system, the the dates of 
NETmundial was announced. And to add expectation 
to the event, in March 2014, the the U.S. Commerce 
Department’s National Telecommunications and 
Information Administration (NTIA) announced its 
intent to transition key internet domain name 
functions to the global multistakeholder community. 
It clarified that it would not hand over ICANN to any 
government-led body. Suddenly, NETmundial gained 
weight as it was to be the next international forum 
where the future of internet governance was to be 
debated – and now one of the organizations 
government a part of the internet was in play. A far cry 
from what President Rousseff had suggested in the 
UN General Assembly, instead of talking about an 
international legal regime to govern cyberspace, the 
focus of the meeting turned to multistakeholderism as 
the way forward in the sphere of internet governance. 

The draft outcome statement and the subsequent final 
outcome state released after the two-day conference is 
a result of 180 input documents and 1300 comments 

http://mea.gov.in/Speeches-Statements.htm?dtl/23246/Statement+by+Mr+Vinay+Kwatra+Indian+representative+at+the+Global+Multistakeholder+Meeting+on+the+Future+of+Internet+Governance+in+Sao+Paulo+April+2324+2014
http://mea.gov.in/Speeches-Statements.htm?dtl/23246/Statement+by+Mr+Vinay+Kwatra+Indian+representative+at+the+Global+Multistakeholder+Meeting+on+the+Future+of+Internet+Governance+in+Sao+Paulo+April+2324+2014
http://mea.gov.in/Speeches-Statements.htm?dtl/23246/Statement+by+Mr+Vinay+Kwatra+Indian+representative+at+the+Global+Multistakeholder+Meeting+on+the+Future+of+Internet+Governance+in+Sao+Paulo+April+2324+2014
http://www.theguardian.com/world/2013/sep/24/brazil-president-un-speech-nsa-surveillance
http://www.theguardian.com/world/2013/sep/24/brazil-president-un-speech-nsa-surveillance
http://www.ntia.doc.gov/press-release/2014/ntia-announces-intent-transition-key-internet-domain-name-functions
http://www.ntia.doc.gov/press-release/2014/ntia-announces-intent-transition-key-internet-domain-name-functions
http://www.ntia.doc.gov/press-release/2014/ntia-announces-intent-transition-key-internet-domain-name-functions
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from over 47 countries, and the work of the 1229 
delegates from 97 countries who attended 
NETmundial. India had an official delegation as well 
as civil society participants who attended the meet. In 
fact, an Indian academic was chosen to co-chair the 
organizing committee for civil society for the event. 
Remote participations hubs were set up in cities 
around the country, including Gurgaon, Chennai and 
Bangalore. Within the Indian contingent too, as with 
any large country, there are divergent views on the 
governance framework to be taken for the internet, 
with those who support the governments view for 
multilateralism at the international level and 
multistakeholderism at home, and those who oppose 
the official view and encourage an international 
multistakeholder regime. 

The final statement – though non-binding – has 
squarely put its weight behind multistakeholderism. It 
talks about protecting the ‘rights that people have 
offline, must be protected online… in accordance with 
international human rights legal obligations.’ It also 
champions cultural and linguist diversity, which was 
part of India’s official submission to NETmundial. 
However, when the document starts to tilt towards 
governance structure is where it diverges from the 
official Indian position, with language such as – 
“internet governance institutions and processes 
should be inclusive and open to all interested 
stakeholders. Processes, including decision making, 
should be bottom-up, enabling the full involvement of 
all stakeholders, in a way that does not disadvantage 
any category of stakeholder.” 

In the crucial area of cyber jurisdiction, it says, ‘It is 
necessary to strengthen international cooperation on 
topics such as jurisdiction and law enforcement 
assistance to promote cybersecurity and prevent 
cybercrime. Discussions about those frameworks 
should be held in a multistakeholder manner.’ On 
surveillance, the most controversial topic from 2013 
which prompted the Netmundial meeting in the first 
place, the document says, ‘Mass and arbitrary 
surveillance undermines trust in the Internet and 
trust in the Internet governance ecosystem. Collection 
and processing of personal data by state and non-state 
actors should be conducted in accordance with 
international human rights law. More dialogue is 
needed on this topic at the international level using 
forums like the Human Rights Council and IGF 
aiming to develop a common understanding on all the 
related aspects.’ 

The reaction to Netmundial has been varied, 
depending on whom you ask. There are those who 
have hailed it as a first positive step towards a 
multistakeholder process, and are encouraged to find 
that participants found more things to agree on than 
disagree. The US called it a “huge success”. The 
European Commission felt Netmundial put it on the 
“right track.” Many big businesses released statements 
indicating they were pleased at the outcome. The civil 
society group at Netmundial expressed ‘deep 
disappointment’ that the outcome statement did not 
address key concerns like surveillance and net 
neutrality. Others commentators hailed it a big 
success for big business as it was able to ‘grab the ball 
on three important points: intellectual property; net 
neutrality; and intermediary liability’. 

In a sense, India’s refusal to sign the outcome 
statement, and instead take back to its stakeholders 
seems to be completely aligned with its stated view of 
the internet. If, as documentation suggests, the 
internet is being viewed by India as not merely an 
open, free, global commons that should remain 
untouched by any major governmental control, but 
instead a resource that needs to reflect the values of an 
‘equinet’ – a platform for commerce, e-governance, 
national security mechanism to be achieved through 
fair playing rules established by a ‘globally acceptable 
legal regime’ and a ‘new cyber jurisprudence’, then 
there is a long battle ahead. The official Indian 
argument does not need to be viewed through the lens 
that presupposes it wishes to inflict censorship in the 
manner that an authoritarian government might. The 
argument must be weighed on the merits of this line of 
thought – that for Indian netizens, business, and even 
state surveillance to survive, it must be the 
government who reflects the national interest in 
international platforms, after having consulted 
stakeholders back home. 

It certainly seems that the weight and development of 
a billion people sits heavy on the shoulders of the 
Indian government. The question is: does it need to 
lead them to the World Wide Web, or can they find it 
themselves? 

Mahima Kaul is Fellow at the Observer Research 
Foundation 

Source: Index on Censorship, May 1, 2014  
 

 

http://www.wired.co.uk/news/archive/2014-04/28/internet-diplomacy-netmundial
http://www.wired.co.uk/news/archive/2014-04/28/internet-diplomacy-netmundial
http://www.wired.co.uk/news/archive/2014-04/28/internet-diplomacy-netmundial
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CYBER MEDIA WATCH 

U.S. Tries Candor to Assure China on Cyber 
attacks 
 
The idea was to allay Chinese concerns about plans to 
more than triple the number of American cyber 
warriors to 6,000 by the end of 2016, a force that will 
include new teams the Pentagon plans to deploy to 
each military combatant command around the world. 
But the hope was to prompt the Chinese to give 
Washington a similar briefing about the many 
People’s Liberation Army units that are believed to be 
behind the escalating attacks on American 
corporations and government networks. 
So far, the Chinese have not reciprocated. The effort, 
senior Pentagon officials say, is to head off what Mr. 
Hagel and his advisers fear is the growing possibility 
of a fast-escalating series of cyber attacks and 
counterattacks between the United States and China. 
This is a concern especially at a time of mounting 
tensions over China’s expanding claims of control over 
what it argues are exclusive territories in the East and 
South China Seas, and over a new air defense zone.   
 
Mr. Hagel’s concern is spurred by the fact that in the 
year since President Obama explicitly brought up the 
barrage of Chinese-origin attacks on the United States 
with his newly installed counterpart, President Xi 
Jinping, the pace of those attacks has increased. Most 
continue to be aimed at stealing technology and other 
intellectual property from Silicon Valley, military 
contractors and energy firms. Many are believed to be 
linked to cyber warfare units of the People’s 
Liberation Army acting on behalf of state-owned, or 
state-affiliated, Chinese companies. 
 
“To the Chinese, this isn’t first and foremost a military 
weapon, it’s an economic weapon,” said Laura 
Galante, a former Defense Intelligence Agency cyber 
specialist. She now works for the Mandiant division of 
FireEye, one of the largest of the many cyber security 
firms seeking to neutralize attacks on corporations 

from China and other countries, as well as criminal 
groups and hackers. 
 
Administration officials acknowledge that Mr. Hagel, 
on his first trip to China as defense secretary, has a 
very difficult case to make, far more complicated than 
last year. The Pentagon plans to spend $26 billion on 
cyber technology over the next five years — much of it 
for defense of the military’s networks, but billions for 
developing offensive weapons — and that sum does 
not include budgets for the intelligence community’s 
efforts in more covert operations. It is one of the few 
areas, along with drones and Special Operations 
forces, that are getting more investment at a time of 
overall Pentagon cutbacks. 
 
Moreover, disclosures about America’s own focus on 
cyber weaponry — including American-led attacks on 
Iran’s nuclear infrastructure and National Security 
Agency documents revealed in the trove taken by 
Edward J. Snowden, the former agency contractor — 
detail the degree to which the United States has 
engaged in what the intelligence world calls “cyber 
exploitation” of targets in China. 
The revelation by The New York Times and the 
German magazine Der Spiegel that the United States 
has pierced the networks of Huawei, China’s giant 
networking and tele-communications company, 
prompted Mr. Xi to raise the issue with Mr. Obama at 
a meeting in The Hague two weeks ago. The attack on 
Huawei, called Operation Shotgiant, was intended to 
determine whether the company was a front for the 
army, but also focused on learning how to get inside 
Huawei’s networks to conduct surveillance or cyber 
attacks against countries — Iran, Cuba, Pakistan and 
beyond — that buy the Chinese-made equipment. 
Other cyber attacks revealed in the documents focused 
on piercing China’s major telecommunications 
companies and wireless networks, particularly those 
used by the Chinese leadership and its most sensitive 
military units. 
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Mr. Obama told the Chinese president that the United 
States, unlike China, did not use its technological 
powers to steal corporate data and give it to its own 
companies; its spying, one of Mr. Obama’s aides later 
told reporters, is solely for “national security 
priorities.” But to the Chinese, for whom national and 
economic security are one, that argument carries little 
weight. “We clearly don’t occupy the moral high 
ground that we once thought we did,” said one senior 
administration official. For that reason, the 
disclosures changed the discussion between the top 
officials at the Pentagon and the State Department 
and their Chinese counterparts in quiet meetings 
intended to work out what one official called “an 
understanding of rules of the road, norms of 
behaviour,” for China and the United States. 
 
The decision to conduct a briefing for the Chinese on 
American military doctrine for the use of cyber 
weapons was a controversial one, not least because the 
Obama administration has almost never done that for 
the American public, though elements of the doctrine 
can be pieced together from statements by senior 
officials and a dense “Presidential Decision Directive” 
on such activities signed by Mr. Obama in 2012. (The 
White House released declassified excerpts at the 
time; Mr. Snowden released the whole document.) 
 
Mr. Hagel alluded to the doctrine a week ago when he 
went to the retirement ceremony for Gen. Keith B. 
Alexander, the first military officer to jointly 
command the N.S.A. and the military’s Cyber 
Command. General Alexander was succeeded last 
week by Adm. Michael S. Rogers, who as the head of 
the Navy’s Fleet Cyber Command was a central player 
in developing a corps of experts who could conduct 
cyber warfare alongside more traditional Navy forces. 
 
“The United States does not seek to militarize 
cyberspace,” Mr. Hagel said at the ceremony, held at 
the N.S.A.’s headquarters at Fort Meade, Md. He went 
on to describe a doctrine of “minimal use” of cyber 
weaponry against other states. The statement was 
meant to assure other nations — not just China — that 
the United States would not routinely use its growing 
arsenal against them. 
 

In Beijing, the defense secretary “is going to stress to 
the Chinese that we in the military are going to be as 
transparent as possible,” said Rear Adm. John Kirby, 
the Pentagon press secretary, “and we want the same 
openness and transparency and restraint from them.” 
Experts here and in China point out that a lot was left 
out of Mr. Hagel’s statement last week. The United 
States separates offensive operations of the kind that 
disabled roughly 1,000 centrifuges in Iran’s nuclear 
program, America’s best-known (and still 
unacknowledged) cyber attack against another state, 
from the far more common computer-enabled 
espionage of the kind carried out against the Chinese 
to gather information about a potential adversary. “It’s 
clear that cyberspace is already militarized, because 
we’ve seen countries using cyber for military purposes 
for 15 years,” said James Lewis, an expert at the 
Center for Strategic and International Studies. “The 
Chinese have had offensive capabilities for years as 
well,” he said, along with “more than a dozen 
countries that admit they are developing them.” 
 
Source: New York Times, April 06, 2014 
 
 
Heartbleed: Hundreds of thousands of servers 
at risk from catastrophic bug 
 
Hundreds of thousands of web and email servers 
worldwide have a software flaw that lets attackers 
steal the cryptographic keys used to secure online 
commerce and web connections, experts say. They 
could also leak personal information to hackers when 
people carry out searches or log into email. The bug, 
called "Heartbleed", affects web servers running a 
package called OpenSSL. 
 
Among the systems confirmed to be affected are 
Imgur, OKCupid, Eventbrite, and the FBI's website, all 
of which run affected versions of OpenSSL. Attacks 
using the vulnerability are already in the wild: one lets 
a hacker look at the cookies of the last person to visit 
an affected server, revealing personal information. 
Connections to Google are not vulnerable, researchers 
say. 
SSL is the most common technology used to secure 
websites. Web servers that use it securely send an 
encryption key to the visitor; that is then used to 
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protect all other information coming to and from the 
server. It is crucial in protecting services like online 
shopping or banking from eavesdropping, as it 
renders users immune to so-called man in the middle 
attacks, where a third party intercepts both streams of 
traffic and uses them to discover confidential 
information. 
 
Bleeding data 
 
The Heartbleed bug – so called because it exploits a 
failure in an extension called heartbeat – not only lets 
attackers read the confidential encrypted data; it also 
allows them to take the encryption keys used to secure 
the data. That means that even servers which fix the 
bug, using a patch supplied by OpenSSL, must also 
update all their keys or risk remaining vulnerable. 
More worryingly still, the bug can cause servers to leak 
other information stored on the server which wouldn't 
normally be available at all. For instance, one 
developer reports the ability to see searches made by 
other users on privacy-focused search engine 
DuckDuckGo, while another reports similar data 
leakage from Yahoo. Worse still, Yahoo has been 
found to be leaking user credentials due to the bug. 
Yahoo did not return requests for comment. 
That data leakage means that servers vulnerable to 
Heartbleed are less secure than they would be if they 
simply had no encryption at all. "This allows attackers 
to eavesdrop communications, steal data directly from 
the services and users, and to impersonate services 
and users," explained security group Codenomicon, 
which discovered the flaw. 
 
Hidden in plain sight 
 
The vulnerability was introduced in 2011, apparently 
by accident when the opensource code was updated, 
but the error was only spotted recently. That has 
raised fears that some attackers may already have 
been exploiting it to steal information. "Unfortunately 
it is not clear at the moment that there is any way to 
know whether this has already happened, since the 
vulnerability has been around for two years," explains 
Matthew Bloch, the managing director of hosting 
company Bytemark. 
It is the third serious bug in cryptographic 
connectivity discovered this year. In February, Apple 

revealed that a simple programming mistake meant 
that since September 2013 its iPhone, iPad and newer 
Mac OS X software all failed to check the security of 
websites they connected to. It issued a patch for the 
software in February. Weeks later a similar flaw was 
discovered in the open source TLS system, leaving 
thousands of apps open to eavesdropping. That was 
reckoned to have been there since 2005. 
 
Stay offline? 
 
For users, the simplest thing to do may be to refrain 
from engaging in sensitive activities on the internet 
for a few days. Typical responses to security breaches, 
such as changing passwords may even serve to 
exacerbate the problem. While there are tests which 
will show whether a particular website is vulnerable, 
checking every site is cumbersome, and the most 
popular web-based test is suffering under heavy load. 
 
The issue is widespread. "We count at least a few 
hundred thousand servers using affected library 
versions so that it poses a significant threat," says 
Mark Schloesser, a security researcher at penetration 
testing firm Rapid7. "As the same problem affects 
other protocols/services such as mail servers and 
databases, we assume that overall we're looking at 
millions of vulnerable systems connected to the public 
internet." 
 
Source: The Guardian, April 09, 2014  
 
U.S.-Japan Cyber Dialogue held to increase 
bilateral cooperation 
 
WASHINGTON -- Delegates from Japan met 
Thursday with U.S. officials in Washington, D.C. for 
the second Japan-U.S. Cyber Dialogue. U.S. 
Department of State Coordinator for Cyber Issues 
Christopher Painter led an inter-agency delegation 
that included representatives from the Department of 
Homeland Security, the Justice Department, the 
National Institute of Standards and Technology, and 
the Defense Department. 
 
Japanese Ambassador Jun Shimmi, who leads Cyber 
Policy and is the Director General of Foreign Policy 
Bureau, led the Japanese delegation that comprised 



 

 
 

   VOLUME II | ISSUE 5 | MAY 2014 9 

representatives from the Ministry of Foreign Affairs, 
National Security Secretariat, Cabinet Secretariat 
(Situations Response and Crisis Management), 
National Information Security Center, Cabinet 
Intelligence and Research Office, the National Police 
Agency, the Ministry of Internal Affairs and 
Communications, the Ministry of Economy, Trade and 
Industry, and the Defense Ministry. 
 
The delegations met to "discuss wide-ranging bilateral 
cooperation on cyber issues, including critical 
infrastructure protection, capacity building, 
cybercrime, national security issues in cyberspace, and 
our common approach in relevant international 
venues." The State Department expressed its hope 
prior to the meeting the dialogue would "deepen our 
shared understanding of our respective organizations, 
policies, and operational architectures, as well as 
identify opportunities to strengthen bilateral 
cooperation mechanisms going forward." 
 
Source: UPI, April 10, 2014 
 
 
China Expands Cyber Spying 
 
Mandiant’s latest report concludes Chinese cyber 
espionage has expanded despite embarrassing public 
exposures. 
 
A new industry report says that the Chinese 
government has expanded the scope of its cyber 
espionage despite the greater public scrutiny these 
operations received in 2013. The new report was 
published by Mandiant, now part of FireEye, the same 
company that in February 2013 published the much 
discussed APT1 report directly linking a unit of the 
People’s Liberation Army to a massive cyber 
espionage campaign against foreign businesses. APT1 
was the hacking unit the report profiled. The APT1 
report was one of a number of very public exposures 
of China’s cyber operations in 2013. Others included 
the New York Times revealing its website had been 
repeatedly targeted by China-based hackers (a unit 
called APT-12) after the newspaper published an 
article tracing the massive wealth senior Chinese 
leaders accumulated while in power. The Mandiant 
and New York Times’ reports led the Obama 

administration to raise the profile of cyber issues in 
U.S.-China relations, an effort that was partially 
undercut by the subsequent Edward Snowden leaks. 
The U.S. Defense Department also began more openly 
discussing Chinese cyber operations against the U.S. 
military and defense industrial base.  
 
In its new annual report, M-trends, Mandiant explains 
that the “release of the APT1 report in February 2013 
provided a unique opportunity to observe whether rev 
elations of China’s state-sponsored cyber activity 
could spur a diplomatic solution to the problem of 
nation-state cyber espionage on behalf of private 
sector entities.” It concludes that the exposure has 
failed to do so thus far. In the report, Mandiant states 
that APT1 and APT12 responded to being exposed in 
two ways: first, the units delayed restarting 
operations; second, “both groups quickly shifted their 
operational infrastructure to continue their activities.” 
Notably, Mandiant found that in the case of APT1, the 
group had only changed the parts of its infrastructure 
that Mandiant had exposed in the report, while 
keeping the rest of its infrastructure in place. More 
importantly, despite waiting between one and two 
months to resume any operations following each of 
their exposures, and waiting roughly six-months to 
resume operations at the same tempo as before, 
Mandiant’s observations suggest that the APT1 and 
APT 12 have neither ceased nor scaled back their 
activities. In fact, by mid-summer of last y ear, 
APT12’s activities were well above the baseline 
averages Mandiant had observed in 2011 and 2012. 
 
Moreover, Mandiant has observed from its clients that 
the Chinese government is actually expanding its 
industrial cyber espionage activities. As the report ex 
plains, “The Chinese government is expanding the 
scope of its cyber operations, and China-based 
advanced threat actors are keen to acquire data about 
how businesses operate — not just about how they 
make their products.” In other words, instead of 
simply targeting intellectual property, the suspected 
state-run Chinese hackers are now trying to steal 
“information about how these businesses work and 
how executives and key figures make decisions.” 
Examples of the kind of data the Chinese hackers are 
now targeting include: executive emails, business 
processes, negotiations plans, budgetary information, 
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organizational charts, meeting minutes, human 
resources records, and programs and initiatives. The 
expansion beyond stealing just intellectual property 
comes at a time when the Chinese government is 
hoping to make their large state-owned enterprises 
run more efficiently, which this type of data would 
facilitate. In earlier reports, Mandiant observed that 
China’s cyber espionage had expanded from 
operations primarily targeting the U.S. defense 
industrial base to ones targeting a large variety of 
industries. In the report, Mandiant includes examples 
of some of the industries Chinese cyber spies targeted 
in 2013. They include everything from energy 
companies to media organizations to non-
governmental organizations (NGO). It is widely 
believed that the Chinese government passes the data 
it steals via cyber espionage to Chinese SOEs to make 
them more competitive with foreign companies. 
 
Mandiant’s overall conclusion from its observations in 
2013 is that China is unlikely to yield to foreign 
pressure on cyber spying. As the report puts it, 
“Despite the recent accusations and subsequent 
international attention, APT1 and APT12’s reactions 
indicate a PRC interest in both obscuring and 
continuing its data theft. This suggests the PRC 
believes the benefits of its cyber espionage campaigns 
outweigh the potential costs of an international 
backlash.” 
 
Source: The Diplomat, April 12, 2014 
 
Cyber space, a new domain of war: India’s AK 
Antony 
  
Against the backdrop of rising incidents of hacking of 
military networks, Defence Minister AK Antony on 
April 21 said cyber space was the new domain of war 
and asked top Army brass to ensure security of critical 
information infrastructure of the force. He said rapid 
growth and dependence on information and 
communication networks had positioned the cyber 
world and space as the new domains of fighting a war.  
 
Hence, ensuring foolproof cyber security for 
information infrastructure would be a critical 
requirement, he said at the bi-annual Army 
Commanders' Conference in Delhi, according to an 

Army release. In the recent times, several military 
systems have been attacked and it is feared that 
several important files may have been compromised.  
 
Source: Zee News, April 21, 2014 
 
L.K. Advani’s official website hacked 
 
The official website of veteran BJP leader L.K. Advani 
was hacked today allegedly by Pakistani hackers who 
posted messages of “free-Kashmir” on the portal. The 
hacker, who called himself Muhammad Bilal, wrote 
“Pakistan Zindabad” messages on the site and called 
for an end to militarised governance in Kashmir. 
 
 The hacking comes close on the heels of a claim by 
Kashmiri separatist leader Syed Ali Shah Geelani that 
BJP Prime Ministerial candidate Narendra Modi had 
sent two emissaries to him. Muhammad Bilal, the 
hacker, began his message by saying, “Good Morning 
Narendra Modi” and went on to raise the Kashmir 
issue. The message posted on the site terms freedom 
of Kashmir as the goal of those who hacked Advani’s 
website lkadvani.in. 
 
Meanwhile, Advani, who was in Tamil Nadu today 
campaigning for the party in Vellore, was not aware of 
the hacking. None of his associates accompanying him 
or people at his residence knew of the development. 
 
Source: The Hindu Business Line, April 21, 2014 
 
 
Flaw found in Internet Explorer browser 
 
A serious flaw has been found in Microsoft’s Internet 
Explorer browser which has allowed cyber criminals 
to impersonate known websites to steal user data. 
Microsoft warned that the vulnerability had already 
been used in “limited, targeted attacks” against people 
and networks using Internet Explorer versions 6 to 11, 
which make up over a quarter of all web browsers. The 
company has not yet issued an update to protect users 
from hackers who are taking advantage of this 
vulnerability but said it would take “appropriate 
action” when it had completed its investigation. 
 

http://www.lkadvani.in/
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“An attacker who successfully exploited this 
vulnerability could gain the same user rights as the 
current user. If the current user is logged on with 
administrative user rights, an attacker who 
successfully exploited this vulnerability could take 
complete control of an affected system,” the company 
said in a statement. “An attacker could then install 
programs; view, change, or delete data; or create new 
accounts with full user rights.” 
 
A cyber criminal has to tempt the user on to a fake 
site, by “phishing”, using, for example, an email or an 
instant message with a link in it to be able to use the 
vulnerability, the company said. The revelation of this 
flaw follows the discovery of one of the most 
significant vulnerabilities ever found in security 
software earlier this month. Hackers have used 
the “Heartbleed bug” to steal user passwords and 
confidential data, such as Canadian social insurance 
numbers, in the crucial period between the attack 
being announced and companies updating their 
software. 
 
Microsoft issued advice on its website on how IT 
departments could work around the vulnerability 
while it worked on a way to fix it. FireEye, a cyber 
security company that specialises in tracking state-
backed hackers, said attackers were actively using the 
vulnerability in a campaign it dubbed “Operation 
Clandestine Fox”. Without giving away many details, 
it said the “advanced persistent threat group”, 
committed and advanced hackers often with motives 
beyond money, had also been the first to use many 
other previously undiscovered vulnerabilities. These 
flaws in software, known as “zero days” because they 
have never been used before, are becoming a favourite 
way for advanced cyber criminals to access corporate 
networks to steal intellectual property and customer 
data. An underground market for “zero days” has 
developed so criminals without advanced computer 
skills – and some experts say even companies – can 
buy and deploy them. 
 
Vulnerabilities in widely used software such as 
Internet Explorer are among the most valuable as they 
can be used to target the most people. The flaw 
appears in versions of the browser which made up 

26.5 per cent of the market in 2013, according to 
NetMarketShare. 
 
Source: Financial Times, April 27, 2014  
 
India third-biggest threat frontier in  
cyberworld, says Symantec report. 
 
Terming India a key threat frontier, security software 
maker Symantec’s annual internet security threat 
report said the country ranked third in the overall 
malicious cyber activities in 2013. According to the 
report published on April 24, 2014, 5.1 per cent of all 
malicious cyber activities in the world originated from 
India in 2013. The country was next only to the US 
and China. India ranked first in spam generation, 
while it stood second in terms of malicious code 
generations. The report, published every year by 
Symantec, shares global trends in cyber attacks on the 
basis of data collected by the company’s global 
intelligence network, which has 41.5 million attack 
sensors. 
 
“There has been a significant shift in cyber criminal 
behaviour, revealing the bad guys are plotting for 
months before pulling off huge heists, instead of 
executing quick hits with smaller rewards,” said 
Symantec India Director (Technology Sales) Tarun 
Kaura. 
The report showed India was not ahead only in 
launching cyber attacks but was at the receiving end, 
too. More than 69 per cent of the targeted attacks in 
the country during the year were on large enterprises, 
while 66 per cent of email traffic at these companies 
were spams. The report also said there was a notable 
increase in small businesses becoming an easy target 
for cyber attacks during 2013. Globally, 30 per cent of 
the total targeted attacks were on small businesses. 
 
“Small- and medium-sized businesses often have less 
adequate security practices and resources,” the report 
said. “Attackers are increasingly targeting small 
businesses that have relationships with larger ones.” 
Unlike earlier years, when the banking, financial 
services and insurance (BFSI) sector was the most-
affected by cyber attacks in India, there was an 
increase in attacks on non-traditional sectors like 
hospitality and manufacturing in 2013. “It’s not that 
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BFSI saw a decline in attacks. But the number of 
attacks in the new sectors increased,” Kaura said. 
 
Non-traditional industries accounted for nearly 40 per 
cent of the total number of attacks in 2013, while 
33.33 per cent of the attacks were targeted against 
companies in the manufacturing sector. BFSI 
accounted for 11.11 per cent of the total attacks during 
the year. Additionally, the nature of details stolen in 
the attacks also changed globally, with attackers 
targeting personal information like names, birth 
dates, social security numbers, home addresses and 
medical records, compared with financial information 
in earlier years. 
 
Source: Business Standard, April 25, 2014. 
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CYBER MEDIA WATCH 

India to stall Internet reform proposal at 
Brazil meet 
 
ICANN is a not-for-profit organisation, but is 
contractually affiliated to the US Department of 
Commerce. 
 
With a view to assert the “sovereign right” of 
governments to “regulate and manage” the internet, 
India will oppose the proposal to “reform” the Internet 
Corporation for Assigned Names and Numbers 
(ICANN) — the principal body that manages the web’s 
domain name system — at the ongoing Global 
Multistakeholder Meeting on the Future of Internet 
Governance (NETmundial) in Brazil. 
 
In fact, the Indian position is so divergent from the 
NETmundial’s stated goals that Delhi has sought to 
relegate its “outcome document” to the status of a 
“discussion paper”. India’s response to the draft 
outcome document categorically rejects the ICANN’s 
proposal to “transition” from a US-controlled model to 
a “multi-stakeholder” approach to internet 
governance. 
 
ICANN is a not-for-profit organisation, but is 
contractually affiliated to the US Department of 
Commerce. Initially, NETmundial was intended to 
chart a “roadmap” for internet governance. In March, 
however, the US government announced its decision 
to “transition” key internet domain name functions to 
the “global multi-stakeholder community”, raising the 
stakes at NETmundial. The US, however, also made it 
clear that it would “not accept a proposal” for an 
“inter-governmental organisation”. 
 
It is precisely such an inter-governmental or 
“multilateral” approach that the Indian government is 
now pushing for at NETmundial, making the prospect 
of a stalemate in Brazil highly likely. The draft 
outcome document suggests that the “security, 

stability and robustness” of the internet should be a 
key objective of “all stakeholders”, a phrase that India 
wants removed. India also wants the document to 
recognise the “central and sovereign right of 
governments to frame national cyber policies”. 
 
India also objected to the draft document’s goal to 
preserve an “unfragmented internet”, signalling that it 
has not ruled out the “balkanisation” of the internet 
along geographical lines. In the aftermath of the 
Snowden revelations, the Brazilian government had 
threatened to route all regional internet traffic 
through servers that would be located in the country. 
The government’s “multilateral” approach to internet 
governance is not the product of a common 
negotiating position endorsed by key ministries. The 
run-up to NETmundial has seen a protracted turf 
battle between the Ministry of External Affairs (MEA) 
and the Ministry of Communications and Information 
Technology. The latter has long advocated the “multi-
stakeholder” model of internet governance. 
 
Source: The Indian Express, April 24, 2014  
 
Republicans Don’t Want America to Give Up 
Control of Web Addresses 
 
Democrats and Republicans both say they want keep 
the Internet free and open for all. They disagree about 
who should guard the guards 
 
House Republicans advanced legislation Thursday 
that they say will keep the Internet open and free from 
government censorship. Every Democrat on the panel 
considering the measure opposed it in service, they 
say, of the same goal. 
 
At issue is a question with profound implications for 
the future of global communications that delves into 
the deepest bowels of the Internet, and a version of 
the age-old question: Who guards the guards? 
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“We can’t let the Internet turn into another Russian 
land grab,” Rep. Marsha Blackburn (R-Tenn.), one of 
the bill’s co-sponsor’s [sic], said in a statement 
announcing the so-called DOTCOM Act. “America 
shouldn’t surrender its leadership on the world stage 
to a ‘multistakeholder model’ that’s controlled by 
foreign governments.” 
 
The “domain name system” is sort of like the phone 
book for the Internet—it’s the tool your computer used 
to convert the URL “Time.com” into the unique code 
of numbers and letters that are the actual address for 
this website—and it has historically been owned by the 
United States but administered through the 
international nonprofit ICANN. The Domain 
Openness Through Continued Oversight Matters Act 
(a name excruciatingly eked out of the DOTCOM Act 
acronym) would, if passed into law, prevent the 
Obama Administration from going through with its 
plan to permanently turn control of the Internet’s 
domain name system over to an international 
authority comprised of various Internet stakeholders. 
Under the DOTCOM Act, that handover would be 
delayed at least until the completion of a government 
study into the implications of such a move. 
 
In the past, governments with a history of Internet 
censorship—think China and Russia—have tried to use 
the International Telecommunications Union, a 
United Nations body, to elbow their way in to 
governance of the Internet. But the domain name 
system has historically been administered through 
ICANN, which ultimately derived its authority from 
the government of the United States, and the buck 
stopped there. Under the Commerce Department’s 
plan, that would change. 
 
Democrats contend that the Commerce Department 
won’t relinquish control over the domain name system 
until the international body that will assume control 
can prove it will use that power wisely. Raising the 
possibility that the Internet could come under the 
control of Vladimir Putin, they say, amounts to 
scaremongering. 
 
“There is no plan to turn the Internet over to rogue 
governments,” the subcommittee’s ranking Democrat 

Rep. Anna Eshoo (Calif.) said. “It is not a conspiracy 
or a digital black helicopter.” 
 
A number of prominent human rights organizations, 
including Freedom House, Human Rights Watch and 
the New America Foundation come 
out publicly against the DOTCOM Act, arguing that 
the bill undermines America’s moral authority by 
lending credibility to authoritarian regimes that point 
to American oversight of the domain name system as 
proof that the U.S. isn’t as free as it claims to be. 
 
Source: Time, April 10, 2014  
 
Brazilian Congress passes Internet bill of 
rights 
 
Brazil's Senate unanimously approved 
groundbreaking legislation on Tuesday [April 22] that 
guarantees equal access to the Internet and protects 
the privacy of Brazilian users in the wake of U.S. 
spying revelations.  
 
President Dilma Rousseff, who was the target of U.S. 
espionage according to documents leaked by former 
NSA analyst Edward Snowden, plans to sign the bill 
into law. She will present it on Wednesday [April 23] 
at a global conference on the future of the Internet, 
her office said in a blog.  
 
The legislation, dubbed Brazil's "Internet 
Constitution," has been hailed by experts, such as the 
British physicist and World Wide Web inventor Tim 
Berners-Lee, for balancing the rights and duties of 
users, governments and corporations while ensuring 
the Internet continues to be an open and decentralized 
network. 
 
To guarantee passage of the bill, Rousseff´s 
government had to drop a contentious provision that 
would have forced global Internet companies to store 
data on their Brazilian users on data center servers 
inside the country. 
 
The rule was added to the bill after revelations last 
year that the U.S. National Security Agency had spied 
on the personal Internet communications of 

http://shimkus.house.gov/media-center/press-releases/shimkus-rokita-blackburn-seeks-review-of-obama-administration-plan-to
http://www.nationaljournal.com/tech/house-panel-votes-to-halt-obama-s-internet-power-transfer-20140410
https://www.accessnow.org/blog/2014/04/10/public-interest-groups-send-letter-expressing-concerns-on-dotcom-act-to-hou
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Brazilians, including those of Rousseff among other 
world leaders. 
 
Instead, the bill says companies such as Google Inc 
and Facebook Inc will be subject to Brazil's laws and 
courts in cases involving information on Brazilians, 
even if the data is stored on servers abroad.  
 
The government refused to drop a net neutrality 
provision that was fiercely opposed by telecom 
companies because it bars them from charging higher 
rates for access to content that uses more bandwidth, 
such as video streaming and voice services like Skype.  
 
The legislation protects freedom of expression and 
information, establishing that service providers will 
not be liable for content published by users, but they 
must comply with court orders to remove offensive or 
libelous material.  
 
The revelations of NSA espionage using powerful 
surveillance programs upset relations between the 
United States and Brazil and led Rousseff to cancel a 
state visit to Washington in October and denounce 
massive electronic surveillance of the Internet in a 
speech to the U.N. General Assembly.  
 
Rousseff and German Chancellor Angela Merkel, 
another leader that the NSA was alleged to have spied 
upon, have led international efforts to limit digital 
espionage over the Internet. 
 
Source: Reuters, April 23, 2014 
 
Future of the internet debated at NetMundial 
in Brazil 
 
The country's president, Dilma Rousseff, organised 
the two-day NetMundial event following allegations 
the US National Security Agency (NSA) had 
monitored her phone and emails. 
Last month the US announced plans to give up its 
oversight of the way net addresses are distributed. 
 
But campaigners have warned the move could 
backfire. The US currently determines who runs the 
Internet Assigned Numbers Authority (IANA), the 

body responsible for regulating the internet's codes 
and numbering systems. 
 
But Washington now aims to pass the duty over to the 
"global multi-stakeholder community" by September 
2015. 
 
Human rights group Article 19 supports that idea, but 
said there were potential pitfalls. 
"Part of the strength of the internet over the last 
couple of decades has been that the technical aspects 
have not had direct political or government 
interference," explained the group's executive director, 
Thomas Hughes, who is attending the event. 
 
"The real nightmare situation would be the 
Balkanisation of the internet with governments 
changing technical standards to suit commercial 
interests, to remove interoperability between different 
countries or regions of the world, and to give them the 
ability to perform things like mass surveillance and 
the control of content." 
 
Shared principles 
 
About 850 government officials, academics, 
campaigners and technical experts, including web 
creator Sir Tim Berners-Lee, are attending 
NetMundial. 
The goal is to agree shared principles and highlight 
specific issues that could form the basis of later 
internet governance discussions. 
 
Virgilio Almeida, Brazil's Secretary for Information 
Technology Policy and a computer science professor, 
is overseeing the event and has stressed the idea of 
shared responsibility. 
"The internet is a collective construction and its 
governance process must also be built that way," he 
said. 
 
A draft outcome document, based on various parties' 
suggestions, has been drawn up to focus debate. 
 
The final text will not be binding, but it may still prove 
difficult to reach consensus. 
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China, Russia, Tajikistan and Uzbekistan want the 
document to say follow-up deliberations should take 
place "within the United Nations framework". 
 
But the US, Australia and several European nations 
have previously resisted the UN taking on 
management of the internet, saying responsibility 
should instead pass to a group that is not dominated 
by governments. 
 
Meanwhile, several attendees have indicated they 
would be unhappy with the text being left deliberately 
vague. 
 
"We found a degree of lack of coherence and 
incompleteness in the documents which render them 
less than authoritative," stated Saudi Arabian officials. 
 
European Commission vice-president Neelie 
Kroes agreed for more "concrete and actionable" 
goals. 
 
Human rights 
 
Privacy campaigners have also raised concerns that 
the very topic that sparked the meeting - 
whistleblower Edward Snowden's release of 
documents detailing the activities of the NSA and the 
UK's Government Communications Headquarters 
(GCHQ) - might end up being sidelined. 
"The text does not spell out clearly that mass 
surveillance is inherently a disproportionate measure 
that violates human rights," the Electronic Frontier 
Foundation' Katitza Rodriguez told the BBC. 
 
Source: BBC News, April 22, 2014  
 
Consensus On Principles Difficult To Bake 
Into Two-Day NetMundial 
 
Consensus on the outcome document seemed elusive 
on day one of the NetMundial meeting that started in 
Sao Paulo, Brazil yesterday. But ambitions were high 
for many. 
 
The Netmundial meeting is taking place on 23-24 
April. 
 

Representatives from Russia and Saudi Arabia 
pointed to shortcomings in the prepared draft 
document containing a set of internet rights and 
principles and a roadmap for possible institutional 
reforms. Russia re-tabled its old proposal to establish 
a UN structure for Internet governance. US Cyber 
Security Coordinator and Special Assistant to the 
President Michael Daniel warned against such 
attempts. 
 
Brazil’s President Dilma Rousseff left no one in doubt 
that the surveillance revelations were the trigger to 
NetMundial in the first place. Rousseff speaking in the 
Welcoming Session of the two day NetMundial, that 
was cordially compared to the upcoming World 
Football Championship, said refering [sic]  to the 
revelations of mass surveillance: “These events are not 
acceptable, they were not acceptable in the past and 
remain unacceptable today.” 
 
Surveillance: Insidious and Imminent 
 
Without mentioning the NSA or the US, Rousseff 
called pervasive surveillance “an affront against the 
very nature of the internet as a democratic, free and 
pluralistic platform.” Rousseff referred to her 
proposal, made at the UN last year, to establish a 
“global civil framework” for internet governance and 
the “protection of data that travels through the 
Internet”. 
 
Together with German Chancellor Merkel, Rousseff 
said, she had initiated the passing of a resolution 
about privacy in the digital age at the UN. NetMundial 
will “provide further momentum” to the effort of 
protecting online rights of users in the same way as 
they were protected offline. The meeting, Rousseff 
said, is living up to a “global yearning” to protect basic 
human rights, including personal privacy, on the net. 
 
Rousseff’s appeal answered some concerns presented 
by civil society that surveillance would not be 
addressed as a topic. Speaking for the civil society in 
the welcoming session, Nnenna Nwakanma, Africa 
Regional Coordinator for the World Wide Web 
Foundation, reminded the Brazilian President of her 
strong statement with regard to privacy protection 
before the UN and requested to say “no to 
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surveillance” beside reforms with regard to Internet 
governance inclusiveness and transparency. 
 
Nnenna also called for a change from the “rhetoric of 
cyberwar”, and for more efforts to provide global 
access to the internet and resources for participation 
in governance processes. “The internet should be able 
to provide resources for its own governance,” she said, 
adding, “Maybe part of the domain name fees could be 
reinvested here.” 
 
The reform of the Internet Corporation for Assigned 
Names and Numbers (ICANN) and the transition of 
the core functions of the Internet Assigned Numbers 
Authority (IANA) to a multistakeholder-driven 
oversight is also on the agenda at NetMundial. 
 
World Wide Web Founder Tim Berners-Lee in his 
welcoming speech described surveillance as “the most 
immediate” and “one of the more insidious” threats, 
“because you don’t see it happening unlike 
censorship.” He was one of the first to applaud Brazil’s 
passing this week of the Marco Civil legislation aimed 
at ensuring civil rights online. After final passage by 
the legislators on the eve of the NetMundial, Rousseff 
signed the long-debated law, just in time to present it 
as what Berners-Lee said was a precedent, to be 
followed by others. 
 
Marco Civil and Net Neutrality 
 
Marco Civil includes rights and responsibilities of 
internet users and also a clause to protect internet 
neutrality. How strongly net neutrality should be 
protected in the NetMundial also is one of the more 
controversial debates at Sao Paulo. Behind the scenes, 
a debate is raging about softening the language to 
please telecommunications companies, one observer 
told Intellectual Property Watch. Net neutrality was 
one of the very issues that delayed the passage of 
Marco Civil. 
 
Chair’s Report instead of Sao Paulo 
Principles? 
There is quite a list of controversial points with regard 
to the NetMundial draft outcome document for 
NetMundial which has been prepared by the 
NetMundial’s Executive Multi-Stakeholder Committee 

(EMC) and is now under consideration by the 
conference and online participants. Besides those 
fighting for or against net neutrality, the more 
entrenched positions are more or less inherited from 
many earlier internet governance discussions. 
 
European Commission Vice President Neelie Kroes 
argued for stronger language in human rights 
principles part – contrary to the UK government who 
cautioned against some rights aspects – and called on 
the conference to become more concrete with regard 
to the IANA transition and the strengthening of 
internet governance, in order to not lose time. 
 
 
The Russian Minister of Communication and Mass 
Media, Nikolai Nikiforov, asked for a “specific 
international structure aimed at development and 
introduction of international norms and other 
standards on internet governance,” plus additional 
international relevant structures and organizations 
“for the realisation of these objectives within the 
framework of the UN or ITU.” 
 
 
Abdullah Abdulaziz Aldarrab, Minister of 
Communications and Information Technology, Saudi 
Arabia, offered criticism that the “Netmundial’s draft 
documents lean towards maintaining the status quo 
which was not satisfactory.” 
 
 
Vinay Kwatra, deputy secretary at the Indian Ministry 
of Foreign Affairs, called for inclusion of “the core 
internet infrastructure, to be anchored in appropriate 
international legal framework.” 
 
All three countries were – to a varying degree – 
hesitant to sign off on the draft outcome document. 
Russia and Saudi Arabia recommended to make it just 
a chair’s report. India said it would like to see some of 
its contributions be made part of the document. 
 
Source: Intellectual Property Watch, April 24, 2014 
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Happy Anniversary to China's [Censored] 
Internet 
 
Twenty years ago this week, China became the 77th 
country to connect to the Internet. It was a late and 
modest start -- a single network in Beijing’s then-
outskirts made the connection -- but growth since 
then has been spectacular. China is now home to the 
world’s largest population of Internet users. Its social 
media platforms are some of the world’s most 
innovative. And its premier online marketplace -- 
Alibaba -- is about to launch what will probably be this 
year's most valuable initial public offering. 
 
If these were the only tales to tell about the Chinese 
Internet, this anniversary would be worth celebrating. 
But, of course, each of these triumphs took place 
against a backdrop of stifliing [sic] censorship that has 
limited free expression in China and inspired 
autocratic regimes around the world. Indeed, 
according to a timeline posted by the state-owned 
Shanghai Daily, the first major effort to regulate the 
Chinese Internet occurred less than four years after it 
was founded. 
 
Little has changed since then. Online censorship 
has increased more in President Xi Jinping's short 
time in office than it did during his predecessor's 10-
year reign. The clampdown has been driven by several 
factors, including a not-unwarranted view (thanks to 
Edward Snowden’s revelations about National 
Security Agency's targeting of China) that the Internet 
has become a new front in modern warfare. On 
Monday, People’s Daily, the official mouthpiece of the 
Chinese Communist Party ran an editorial that 
invoked cyberwarfare, Snowden and the Prism 
electronic surveillance program as just a few of the 
reasons to continue China’s censorship program. “Just 
as no country can hope to modernize without strong 
governance,” the paper wrote, “we can’t develop into 
an Internet power without improving cyber 
governance, as President Xi has advocated.” 
 
Happily for Chinese editorialists and propagandists, 
this bleak view of the Chinese Internet is 
counterbalanced by the successes of companies like 
Alibaba, and the hundreds of millions of Chinese who 
enjoy the Web for reasons other than politics. 

(Celebrity gossip, sports and entertainment remain 
the most consistently popular topics on Chinese social 
media.) As Xinhua, China’s state newswire, noted in 
an English-language editorial (that is, an editorial 
meant for foreigners), this is hardly what many 
Western Internet evangelists predicted: 
 

Twenty years after the world's most populous 
country gained access to the Internet, China 
has been fundamentally and irreversibly 
changed, but not in the way some Western 
prophets had expected.  
 
Instead of bringing collapse, the Internet in 
China is becoming more commercially robust 
and innovative despite the unique Chinese 
way of management. 

 
The use of "despite" in the last sentence is critical, but 
not in the way that it might at first seem. True, it’s an 
acknowledgment that censorship has costs. But the 
more important point being made is that the benefits 
outweigh the costs. According to this logic, the billions 
about to be earned by Alibaba on Wall Street are all 
the proof that a Chinese official should need to 
support continued online censorship. “This way of 
Internet management, itself a Chinese innovation,” 
Xinhua writes, without a hint of irony, “has not stifled 
the creativity of the Internet as some had predicted.” 
 
This is a debatable point. In January, for example, 
Bloomberg News ranked Taiwan, a renegade province 
in the eyes of China and the home of an uncensored 
Internet, No. 1 in the world for patent activity; China 
was No. 4. To be sure, the factors that go into 
generating patents extend well beyond beyond [sic] 
Internet freedom. But overall intellectual freedom -- 
which a free Internet encourages -- obviously plays a 
substantial role. 
 
Alas, from the perspective of the Chinese government, 
the relative success of Taiwan (or the U.S.) is beside 
the point. What matters is that on this celebrated 
anniversary, some rhetorical groundwork is laid for 
the extension of an online censorship policy that the 
government has absolutely no intention of changing. 
 
Source: Bloomberg, April 23, 2014 

http://www.shanghaidaily.com/article/article_xinhua.aspx?id=213620
http://www.shanghaidaily.com/article/article_xinhua.aspx?id=213620
http://www.bloombergview.com/articles/2013-08-27/china-s-top-tweeters-under-fire
http://news.xinhuanet.com/english/indepth/2014-04/20/c_133276467.htm
http://www.bloomberg.com/news/2014-01-22/in-global-innovation-race-taiwan-is-tops-in-patents-israel-leads-in-r-d.html
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National Cyber Security Council Bill (NCSC) 
2014 introduced in Senate (Pakistan) 
 
Senator Mushahid Hussain Sayed presented 
Pakistan’s first ever bill on cyber security, named 
Cyber Security Council Bill 2014, in the Senate on 
Monday. 
 
The bill seeks establishment of a National Cyber 
Security Council and defines its functions and powers 
as to develop and draft policy, guidelines and 
governance models related to ever emerging cyber 
security threats, which the senator termed “one of the 
major non-traditional, non-military threats the 
country is facing” and addressed the strong need to 
monitor legislation and provide advice and 
recommendations as per international best practices. 
 
“Given the clear and present danger of threat to 
Pakistan’s national security related to cyber warfare, 
as demonstrated by revelations of intrusion into 
privacy and spying by overseas intelligence networks, 
and given the context that cyber warfare is currently 
being weighed actively in the region where Pakistan is 
located, it is imperative that Pakistan take 
institutional steps to combat this threat,” Senator 
Mushahid expressed its objectives. 
 
The council, according to the bill, shall have the 
function of and powers to devise strategic plans as 
well. The bill emphasised to facilitate communications 
between the government and private sector entities, 
academia, civil society, cyber security experts and also 
develop a 10-year and 20-year vision. 
 
Source: Pakistan Today, April 14, 2014 
 
India to suggest renaming of Internet as 
‘Equinet’ 
 
In a major diplomatic initiative, India is all set to 
challenge the U.S.’ hegemony of the World Wide Web 
at a global meet on Internet governance in Sao Paulo 
(Brazil) next week. India has decided to propose 
renaming of Internet as ‘Equinet’ so that all nations 
can have equal say in its operations, besides calling for 
“internationalisation” of core Internet resources. 

 
Starting April 23, the two-day, ‘Global 
Multistakeholder Meeting on the Future of 
Governance’, also referred to as ‘NETmundial’, will see 
representatives from nearly 180 nations debating the 
future of Internet governance and cyber security. 
India has decided to take this opportunity to highlight 
U.S. dominance of the Internet and press for equal 
rights and say for all nations on matters related to 
Internet governance and cyber security. 
 
India is likely to side with Brazil, Russia, China, South 
Africa and Iran to make its point. In fact, it was Brazil 
which took the lead in organising this conference 
parallel to the U.S.-dominated Internet Governance 
Forum (IGF) following reports of U.S. agencies spying 
on top Brazil government officials, including President 
Dilma Rousseff’s office, based on documents leaked by 
Edward Snowden, U.S. National Security Agency 
(NSA) whistleblower. 
 
In a carefully drafted initial note submitted to 
‘NETmundial’ and circulated to all participating 
members representing their governments, private 
sector and civil society, the Ministry of External 
Affairs has said, “Internet governance should be 
multilateral, transparent, democratic, and 
representative ... ” 
 
Similarly, it has said the structures that manage and 
regulate the core Internet resources need to be 
internationalised, and made representative and 
democratic. “The Internet must be owned by the 
global community for mutual benefit and be rendered 
impervious to possible manipulation or misuse by any 
particular stakeholder, whether State or non-State.” 
Similarly, India has been persistently seeking the U.S.’ 
cooperation in cases related to cyber security, 
particularly when it comes to taking action against 
Internet giants whose servers are installed in that 
country. In this context, India will be seeking “a 
mechanism for accountability to be put in place in 
respect of crimes committed in cyberspace, such that 
the Internet is a free and secure space for universal 
benefaction.” 
 
“New cyber jurisprudence needs to be evolved to deal 
with cybercrime, without being limited by political 
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boundaries and cyber justice can be delivered in near 
real time ... All stakeholders need to facilitate the 
transfer of information technology and capacity 
building to developing countries, in order to help 
them take measures to improve cybersecurity, develop 
technical skills and enact legislation, strategies and 
regulatory frameworks to fulfil their responsibilities,” 
the note adds. 
 
Significantly, an internal note prepared by the 
National Security Council Secretariat on cyber security 
preparedness last year had stated that “the control of 
Internet was in the hands of the U.S. government … ” 
 
Source: The Hindu, April 16, 2014 
 
AIG offers insurance against cyber injury 
 
AIG is offering a new type of insurance policy to 
compensate companies for cyber attacks that damage 
property and even harm people in response to rapidly 
evolving cyber security threats. 
 
The new policy is the first of its kind from a major 
insurer and marks an expansion of the nascent cyber 
insurance market beyond corporate losses arising 
from data breaches. 
 
 The new policy, which will act as an add-on to 
existing cyber insurance and primary policies, 
coincides with warnings about the vulnerability to 
cyber attacks of new types of products. The rise of the 
“internet of things” means that a host of devices 
connected to the internet are now exposed to new 
types of risk. 
 
 Tracie Grella, who oversees AIG’s cyber insurance 
offerings as its head of professional liability, said the 
company had developed the policy in response to a 
new US cyber security framework and demands from 
its corporate customers. 
 
 “They’re seeing that all the products they’re 
developing are connecting to the internet and it does 
allow for attacks that could cause bodily injury or 
damage the products,” said Ms Grella.  
 

The issue has drawn the attention of the US 
government, which has been attempting to encourage 
the development of the cyber insurance market with 
the creation of a new cyber security framework from 
the National Institute of Standards and Technology, or 
Nist. 
 
 While cyber attacks are on the rise globally, the 
market for the cyber insurance policies remains a 
patchwork of highly customised policies focused 
largely on data breaches and privacy concerns.  
 
The market has been slow to develop since insurers 
lack historical data to model the potential losses 
arising from cyber attacks. Ms Grella said that AIG, 
the largest US insurer, had been able to draw on its 
actuarial experience from elsewhere in the business to 
develop the new policy.  
 
“The fact that an insurance company has said there is 
enough actuarial foundation to offer products in what 
is today not a widescale problem but which certainly 
creates anxiety, is a very good sign,” said Aneesh 
Chopra, who helped develop the Nist cyber security 
framework as the former first chief technology officer 
of the US.  
 
The US government is particularly concerned about 
the prospect of cyber attacks on critical infrastructure 
such as energy or transportation companies. Other 
scenarios include an internet-enabled medical device, 
such as a pacemaker, that could be hijacked by cyber 
criminals with murderous intent.  
 
“There are viruses out there that can attack industrial 
control systems and cause damage. We’ve seen that 
trains can be redirected,” said Ms Grella. “There’s an 
endless amount of ways that these types of incidents 
could occur.” 
 
 Ms Grella said that AIG has seen its first claim arising 
from the so-called “Heartbleed bug” that came to light 
earlier this month. The bug affects encryption 
software used by roughly two-thirds of the internet 
and could be exploited by cyber criminals. 
 
 
Source: Financial Times, April 24, 2014 
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SC upholds legality of cyber law (Philippines) 
 
The Supreme Court on Tuesday [April 22] junked all 
motions seeking reconsideration of its February 18 
decision on Cybercrime Law that declared 
constitutional internet libel with respect to the 
original author of the post. 
 
But the SC decision penned by Associate Justice 
Roberto Abad declared as unconstitutional the 
authority of law enforcement agencies to engage in 
real-time collection of traffic data and the power of the 
Department of Justice to restrict or block access to 
computer data. 
 
SC Spokesman Theodore Te said Chief Justice Maria 
Lourdes P. Sereno, Senior Justice Antonio Carpio and 
Justices Arturo D. Brion, Jose Catral Mendoza, and 
Marvic Mario Victor F. Leonen maintained their 
dissents. 
 
The decision granted the relief sought by the 
petitioners in 15 cases that challenged the 
constitutionality of certain provisions of the new law 
under Republic Act No. 10175. 
With the decision, the temporary restraining order 
issued against the implementation of the Cybercrime 
Law was effectively lifted. 
 
In its February 18 ruling, the SC affirmed the 
constitutionality of a key provision in the controversial 
Republic Act No. 10175 or Cybercrime Prevention Act 
that criminalizes online libel. 
 
Declared as constitutional was Section 4 (c) (4) of the 
law, which penalizes acts of libel as defined in Article 
355 of the Revised Penal Code committed through a 
computer system. 
 
The 15-member bench held that the imposition of the 
cyber libel offense on “original author of the post” is 
constitutional, but clarified that the same is 
unconstitutional insofar as it penalizes those who 
simply receive the post and react to it. 
 

This means only the source of a malicious e-mail, a 
Facebook post or any websites, tweet on Twitter can 
be held liable under R.A. 10175. 
 
The SC also affirmed the constitutionality of the 
imposition of penalty on those aiding or abetting the 
commission of cybercrimes provided under Section 5. 
 
But the SC declared unconstitutional its application on 
the crimes of child pornography, unsolicited 
commercial communications and online libel. 
 
In other words, those who “willfully abets or aids” the 
author in posting of a malicious online item cannot be 
held criminally liable. 
 
The SC also nullified Section 7, which allows 
prosecution of online libel and child pornography both 
under RA 10175 and RPC. The court said such 
provision violates the constitutional right against 
double jeopardy. 
 
This means a netizen prosecuted for online libel under 
the Cybercrime law could no longer be charged with a 
separate case for libel under the RPC. 
 
Among the key provisions declared constitutional by 
the SC were the sections penalizing illegal access, data 
interference, cybersquatting, computer-related 
identity theft, cybersex, child pornography and 
allowing search and seizure of computer data. But the 
high court declared as unconstitutional three other 
assailed provisions of the law: Section 4 (c) (3), which 
penalizes unsolicited commercial communication; 
Section 12, which authorizes the collection or 
recording of traffic data in real-time; and Section 19, 
which authorizes the Department of Justice to restrict 
or block access to suspected computer data. 
 
The petitioners argued that the  law signed by 
President Aquino last Sept. 2012 violated the people’s 
rights to freedom of expression, due process, equal 
protection and privacy of communication. 
 They said the new law also violated constitutional 
sanctions against double jeopardy, undue delegation 
of legislative authority and right against unreasonable 
searches and seizure. 
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Source:  Manila Standard Today, April 23, 2014 
 
Cambodian cyber law could shutter freedom of 
expression 
 
Cambodia's secretive draft law on cyber crime is 
unreasonably restrictive, say its critics, far too widely 
drawn and, if passed in its current form, could close 
down one of the country's last spaces for free 
expression. 
 
In May 2012, the Cambodian government announced 
it was drafting a Cybercrime Law. Ignoring calls to 
allow public input, the government has kept the draft 
secret, confirming only that it plans to put the law 
before parliament later this year. 
 
Despite the government's opaque approach, an 
English translation of the draft was leaked to Article 
19, a British-based freedom of expression advocacy 
group, which earlier this month posted it online along 
with a highly critical assessment. 
 
Article 19 warned that the draft "falls well below 
international standards on the rights to freedom of 
expression, information and privacy." And, it added, 
should it pass in its current form, it would jeopardize 
the space for free speech online - and that in a country 
whose media is largely controlled by the ruling party. 
 
"The government must hold full and meaningful 
consultations with civil society and must ensure that it 
complies with international standards on the right to 
freedom of expression, information and privacy," 
Article 19's executive director Thomas Hughes said. 
"In its current form the draft law leaves great room for 
the curtailment of free speech online." 
 
The draft's nadir is reached in Clause 28, whose vague 
wording criminalises a host of offences. Alleged 
transgressors would find themselves investigated by a 
committee whose members, not encouragingly, would 
be appointed by the ruling party. Among Clause 28's 
list of nebulous crimes are: damaging morals and 
family values; undermining the country's "sovereignty 
and integrity"; affecting "the integrity of any 
government agencies or ministries or officials"; 
inciting "anarchism" or causing insecurity. 

 
The consequence, said Article 19, is that anyone who 
displeases the government could be jailed for up to 
three years merely for expressing a view online that 
the ruling party doesn't like, or for offending corrupt 
officials in the cosy nexus of politicians, 
businesspeople and military that controls - and has 
long plundered - Cambodia's resources. 
 
Political angle 
 
There is little doubt, though, of the law's potential 
reach: four million Cambodians (from a population of 
15 million) use the internet, many on mobile phones. 
That number is climbing fast as 3G-coverage expands 
across the country in an online environment that can 
be combative, freewheeling and even vitriolic towards 
the ruling party - in sharp contrast to the saccharine 
offerings on government-controlled television and 
radio. 
 
The internet was a key battleground in last year's 
general election, and although the opposition 
Cambodia National Rescue Party (CNRP) narrowly 
lost at the ballot box (it claims it was cheated of 
victory), there is no doubt that it won the online 
battle, especially on Facebook, which is hugely 
popular among young Cambodians. 
 
Political commentator Ou Virak said there was a clear 
connection between what happened online during last 
year's election and the ruling party's current efforts to 
restrict the online space. 
"Definitely there is a link - the government officials 
are really frustrated with what's happening on 
Facebook and they understand that they are losing the 
battle online," he told DW. "They have spent a lot of 
money online on top-down propaganda, but that 
approach doesn't work." 
The draft has also unsettled some people closer to the 
corridors of power. Leewood Phu, a government 
adviser on information technology, told DW that the 
draft law failed on two key counts: first, the process 
was entirely lacking in input from the public. 
 
"[And in the] drafting of the law there were no 
consultations with existing judges or lawyers," he said 
in reference to the harsh punishments outlined in 
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Clause 28, some of which are tougher than the 
sanctions for the same offences committed offline. 
 
"We have this Criminal Code in place already - so why 
are we trying to invent a new wheel?" he asked. "All 
you have to do is weigh the mistake or the guilt on this 
Cybercrime Law and then use this existing Criminal 
Code to punish them. You don't need to put all these 
new [punishments] in place." 
Doing that, he added, would also increase the chance 
that the law could be abused.  
 
The first of many 
 
The Cybercrime Law is not the only controversial draft 
on parliament's schedule this year. Among the others 
are: the Law on Trade Unions - whose provisions have 
been kept secret; the Law on Associations and Non-
Governmental Organizations; the Law on the Supreme 
Council of the Magistracy; the Law on the Status of 
Judges and Prosecutors; and the Law on the 
Organization and Functioning of the Courts. 
 
The argument over the draft Cybercrime Law comes as 
Cambodia enters its tenth month of political stalemate 
since July's general election, which official results 
show the ruling party narrowly won. 
But the 55 lawmakers-elect from the opposition CNRP 
are boycotting the 123-seat parliament, leading CCHR 
to call on the legislature on April 20 to delay adopting 
the three laws until MPs from both parties "have taken 
their seats and until broad and public consultations 
are organized on the draft laws." 
 
Source: Deutsche Welle, April 21, 2014 
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STATEMENTS 

Statement by Mr Vinay Kwatra, Indian 
representative at the Global Multistakeholder 
Meeting on the Future of Internet Governance 
in Sao Paulo (April 23-24, 2014) 
 
 
1. Honorable Ministers, Excellencies, 
distinguished delegates, Ladies and Gentlemen. 
 
2. We would like to join others in thanking the 
Government of Brazil for organizing this unique 
conference and for inviting India to participate in the 
deliberations on key aspects of Internet Governance. 
As Government of India position and views on the 
agenda of the conference, including on Internet 
Governance and Road Map ahead, are already 
contained in our official submission to the 
conference, we would limit ourselves to making a few 
main points here. But let me first congratulate Brazil 
on approval of Marco Civil. 

 
 
3. For India, Internet has been a catalyst of 
change, propelling economic growth, enabling 
extended governance outreach, positively influencing 
the lives of its people and building new narratives of 
India and its society. Indeed, Internet has been 
transformative for India. Equally, as our Honourable 
Minister for Communications and Technology said at 
IGF in Baku 2012, "India is important for the 
Internet”. With over 200 million Internet users, soon 
going to cross half in billion in coming years, over 900 
million mobile telephone subscribers, and a thriving 
and robust Internet ecosystem, India is well poised 
and willing to play an important and constructive role 
in evolving the global Internet Governance ecosystem 
and in the process make it more credible. 
 
4. While the world has indeed benefitted 
immeasurably from the growth of the Internet, 
making it effectively a Global Commons, we also 
cannot ignore several serious strategic and public 
policy challenges that this domain has presented. This 
conference is recognition of these challenges. Some of 

these would include:  
 
(i) Lack of truly representative and democratic nature 
of the existing systems of internet governance 
including the management of critical internet 
resources, leading to "trust deficit” in the system. 
 
(ii) Need for the Internet Governance ecosystem to be 
sensitive to the cultures and national interests of all 
nations, not just of a select set of stakeholders. 
 
(iii) Apparent inability of the current structures of 
Internet Governance to respond to some of the core 
and strategic concerns of the Member States. 
 
(iv) Need to broad base and internationalize the 
institutions that are invested with authority to manage 
or regulate the Internet. 
 
(v) Need to ensure security of the cyberspace and 
institutionalize safeguards against misuse for the 
protection of Internet users, and at the same time also 
ensure the free flow and access to information 
essential to a democratic society. In this regard, there 
is a need for cyber jurisprudence. 
 
5. The elements of India’s approach on Internet 
Governance respond to its growing complexity and 
rests in supporting the dynamism, security and 
openness of a single and un-fragmented cyberspace. 
We also support innovation, and robust private sector 
investments to augment Internet’s continuing growth 
and evolution. 

 
 
6. For it to be globally acceptable and credible, 
we also seek, as Tunis agenda states clearly, the 
Internet Governance system to be representative and 
democratic, rather than being managed by a few, with 
the full involvement of governments, the private 
sector, civil society and international organizations. 
Given its profound important, there is also a need for 
the various facets of the internet governance, 
including the core internet infrastructure, to be 
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anchored in appropriate international legal 
framework. Going forward, we remain open to holding 
regular dialogues on these issues with relevant 
International partners. 
 
7. We recognize the important role that various 
stakeholders play in the cyber domain, and welcome 
involvement of all legitimate stakeholders in the 
deliberative and decision making process. Internet is 
used for transactions of core economic, civil and 
defence assets at national level and in the process, 
countries are placing their core national security 
interests in this medium. Now with such expansive 
coverage of States’ activities through the internet, the 
role of the governments in the Internet governance, of 
course in close collaboration and consultation with 
other stakeholders is an imperative. 
 
8. Additionally, given the important role that 
non-government stakeholders play, there should also 
be a clear delineation of principles governing their 
participation – including their accountability, 
representativeness, transparency, and inclusiveness. 
Clearly, it makes it even more important that we 
define the multistakeholderism. 

 
 
9. Lastly, we appreciate the work done by the 
Secretariat for bringing out the draft of the outcome 
document of the conference. We can appreciate the 
enormity of their task given the huge divergence of 
views on this important issue. On our part, however, 
we would have liked to some of important principles 
and ideas, highlighted by us and many other countries 
reflected in the draft outcome document. As is the 
practice, we feel that the Chairman’s summary could 
be used to reflect and capture a wide variety of views. 
Such an approach would be credible and also provide 
scope for further improvements in future discussions. 
 
10. In our deliberations over the next two days, 
we once again thank Brazil for inviting us for this 
conference and look forward to constructively 
engaging with other delegations in collectively 
contribute to making the Internet open, dynamic and 
secure, and its governance balanced between rights 
and responsibilities of all its stakeholders. 

Thank you very much Mr. Chairman for giving me the 
floor 
 
Source: Ministry of External Affairs, April 24, 2014  

 
 
Speech by ITU Secretary-General, Dr 
Hamadoun I. Touré given at NETmundial on 
23 April 2014, São Paulo, Brazil 
 
Excellencies,  
Distinguished colleagues, 
Ladies and gentlemen, 
 
Let me reinforce our common message from the 
United Nations family – as the ITU Secretary-General, 
and also on behalf of Ban Ki-moon, alongside Under 
Secretary-General Wu from DESA. We know, from the 
World Summit on the Information Society, that when 
we consider Internet Governance, we must also 
consider its significant public policy issues, including 
the wider legal, economic, developmental and socio-
cultural aspects. 
 
We must do this because the internet will be 
invaluable in achieving the ambitious goals of the 
post-2015 development agenda – by empowering 
people and accelerating sustainable social and 
economic development for all. We must ensure that all 
people, wherever they live, and whatever their means, 
have secure, equitable and affordable access to this 
vital resource – and that they can use it with 
confidence. As part of the UN family, we are proud of 
our role in this effort, especially in facilitating the 
development of the infrastructure that enables the 
deployment of the internet – through global 
coordination and allocation of wireless spectrum and 
orbital resources for satellites; technical standards; 
developmental assistance; providing a platform for the 
sharing of knowledge and experience; and 
contributions to the public policy debate. 
 
Ladies and gentlemen, NETmundial focuses on a 
specific aspect of Internet Governance: the 
management of critical internet resources, which 
includes domain names and addresses. We welcome 
the recent momentum in discussions on transitioning 

http://mea.gov.in/Speeches-Statements.htm?dtl/23246/Statement+by+Mr+Vinay+Kwatra+Indian+representative+at+the+Global+Multistakeholder+Meeting+on+the+Future+of+Internet+Governance+in+Sao+Paulo+April+2324+2014
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some of the key functions in this area to the global 
community. No single entity or small set of entities 
should control the internet – because, as a global 
asset, all people of the world have a stake in its 
development; and we should all contribute towards a 
fair, equitable and inclusive governance model. We 
therefore commend NETmundial for providing this 
important opportunity to take the next steps towards 
meaningful participation in Internet Governance 
discussions. We join USG Wu in highlighting the 
importance of human rights in this context, and in 
calling for further progress, building on the 
achievements so far. 
 
Distinguished colleagues, as you know, the UN family 
convened WSIS in 2003 and 2005. 
It was the most wide-ranging, comprehensive and 
inclusive debate ever held on the future of the 
information society. The WSIS outcomes articulated 
fundamental Internet Governance principles, 
including multi-stakeholderism. These principles, 
unanimously endorsed, must also guide our 
discussions on Internet Governance – especially as we 
look beyond today’s technologies and business models 
towards tomorrow’s innovations for the benefit of all. 
 
Ladies and gentlemen, NETmundial is an important 
milestone in the global dialogue on Internet 
Governance, and its outcomes will help to inform 
upcoming forums, such as the IGF. Let me also invite 
all stakeholders to the WSIS+10 High Level event, 
from 10 to 13 June in Geneva, where we will examine 
together how far we have come and what remains to 
be done to achieve the goals of the Information 
Society. Thank you. 
 
Source: ITU, April 23, 2014  
 

http://www.itu.int/en/osg/speeches/Pages/2014-04-23.aspx
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