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THIS MONTH IN CYBER 

Governance 

  

Internet governance had one of its most anticipated 

events this month; the ICANN 50 in London. 

Accountability mechanisms and the process of the 

transition of stewardship of the IANA functions were 

discussed in detail. ICANN CEO Fadi Chehade termed 

it a success, declaring that the event proved that the 

ICANN process does work. He also hailed Chinese 

minister Lu Wei’s speech as an endorsement of 

ICANN’s multistakeholder model. Not all agreed. The 

Guardian carried an article that called ICANN ‘a 

centralised, monopolistic, hardly accountable private 

organisation that exercises public authority and 

power.’ Criticism also came from countries like France, 

who were disappointed with the manner in which some 

generic top level domains were given out, and called 

ICANN’s decision making process ‘totally opaque’ and 

called for a ‘one country, one vote’ system. In fact, the 

French senate has a report that suggests an overhaul of 

the internet governance system, and a reform of 

ICANN into WICANN – the World Council of Internet 

Cooperation for Assigned Names and Numbers. The 

Senate wants to improve internet governance through 

“an international treaty open to all states and an online 

ratification process for internet users.”  

  

The month also saw continuing backlash from the 

Snowden revelations. A United States government-

mandated Privacy and Civil Liberties Oversight Board 

ruled that the NSA’s foreign surveillance program is 

legal as it has been helping counter-terrorism efforts. 

The same month Russia’s lower house passed a 

law requiring internet companies to store Russian 

citizens' personal data inside the country. The 

justification given for the law is that it is meant to help 

avoid US hacking of Russian citizens, though many in 

the country fear it has been passed to strengthen 

censorship over social media. Meanwhile, in the UK, 

the government has introduced a data retention and 

surveillance law in response to a European Court of 

Justice (CJEU) ruling that the current practice of such 

storing of citizens’ metadata for 12 months (for police 

and investigative purposes) was not necessary and 

infringed on people’s privacy. 

  

There has also been considerable criticism of the 

European court’s ruling that citizens have the ‘right to 

be forgotten’ as reports of Google having to remove 

stories that involve ‘the disgraceful actions of powerful 

people’ in European searches appear in the media. 

  

Meanwhile, a number of regional Internet Government 

Forums took place ahead of the main IGF in Istanbul in 

September. The countries included the UK, Kenya, 

Haiti, Malawi, Malta, Nigeria, and the United States. 

 

Security 

  

A lot of movement in the cyber security world has been 

the result of growing cyber crime. Attorneys General 

from Australia, Canada, New Zealand, the USA and 

England and Wales met in London to discuss 

cybercrime, and agreed to increasing coordination, 

mutual legal assistance process, and exchanging best 

practices, among other things. A new cyber-crime 

taskforce, based out of the European Cybercrime 

Centre (EC3) in The Hague, is set to be launched at the 

beginning of August, focusing on ‘cross-border 

cybercrime investigations against botnets, banking 

Trojans and the darknet, among other operations into 

cyber-crime.’ 

  

Google is also moving ahead with ‘Project Zero’, 

essentially a team of hackers who will look at 

everything from accidental flaws in code, known as 

‘zero day bugs’, to major government operations. The 

idea is to make Google’s own service more secure, and 

make encryption easier for people to use. This initiative 

has been met with scepticism, with some hoping it is 

more than a ‘marketing ploy’ and online users urging 

others to only use open source software and not to trust 

Google, which has traditionally been closely associated 

with the US NSA. 

http://london50.icann.org/en/
http://www.theguardian.com/technology/2014/jul/01/icann-future-of-the-internet?CMP=twt_gu
http://www.aspistrategist.org.au/governing-the-net-wine-makes-france-aggressive/
http://www.euractiv.com/sections/innovation-enterprise/eu-internet-governance-franco-german-alliance-303421
http://www.cbsnews.com/news/govt-privacy-board-nsa-foreign-surveillance-program-is-legal/
http://www.bbc.com/news/world-europe-28173513
http://www.bbc.com/news/world-europe-28173513
http://www.theguardian.com/politics/2014/jul/10/snoopers-charter-security-bill-explained
http://www.wired.com/2014/07/google-right-to-be-forgotten-censorship-is-an-unforgettable-fiasco/?mbid=social_twitter
https://www.gov.uk/government/news/counter-terrorism-and-cybercrime-plan-agreed-by-attorneys-general--2
http://www.scmagazineuk.com/eus-new-cybercrime-taskforce-set-to-launch/article/361822/
http://www.dailymail.co.uk/sciencetech/article-2694749/Google-sets-crack-team-fight-NSA-Project-Zero-recruit-hackers-make-internet-secure.html
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Meanwhile, the Dutch courts have ruled that although 

NSA data is gathered by mechanisms illegal in the 

Netherlands, the Dutch authorities can, however, 

receive that data from the NSA for investigation 

purposes. The reason given is that as raw data is shared 

in bulk, less stringent safeguards are necessary than 

would apply when the data is examined and used. Civil 

society organizations are planning to appeal the 

decision. 

  

The group Anonymous is making headlines again, this 

time as it urges people to help support Gaza by 

targeting Israel-based websites. It acknowledges that 

exports of cyber-related products and services from 

Israel last year reached $3 billion and therefore the 

country, and its banking system, has been chosen as a 

target. The hashtag on Twitter is #OpSaveGaza. 

  

In India, efforts are underway to ensure that the 

country is able to withstand cyber attacks emanating 

from nations such as Pakistan, China and the UAE. In 

the first five months of 2014, a total of 9,174 hacking 

incidents have been reported so far. All central 

government ministries/departments and state/Union 

Territory governments have been advised to conduct 

security audits of their entire IT infrastructure. The 

state of Kerala has initiated a ‘CyberDome’ to tackle 

growing cyber crime. 

  

India’s Central Bureau of Investigation has Google 

India under the scanner for a citizen mapping 

competition from 2013 which mapped sensitive areas. 

The company had failed to take permission from the 

Survey of India, the country's official mapping agency. 

  

  

http://www.csoonline.com/article/2457501/data-protection/dutch-spy-agencies-can-receive-nsa-data-court-rules.html
http://www.ibtimes.co.uk/hacktivists-hits-back-israel-after-death-anonymous-member-west-bank-1458623
http://articles.economictimes.indiatimes.com/2014-07-14/news/51485078_1_cyber-crime-cyber-attacks-cyber-space
http://timesofindia.indiatimes.com/tech/it-services/Government-orders-security-audit-of-IT-infrastructure/articleshow/38414931.cms
http://gulfnews.com/news/world/india/kerala-s-cyberdome-to-fight-cyber-crime-1.1354468
http://www.thehindu.com/sci-tech/technology/internet/google-mapping-comes-under-cbi-scrutiny/article6254654.ece


 
 
 
 
 
 

2014 Union Budget addresses IT needs 

Osama Manzar 
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COMMENTARY I 

The presentation of the first budget of the new 

Bharatiya Janata Party (BJP) led National Democratic 

Alliance (NDA) government on July 10 reflects a mix 

of hopes and challenges for Digital India. Despite a 

political transition from the Congress party that 

governed India for the past decade, the new 

government seems to have retained policy and 

programme continuity in the IT and digital space. In 

continuity, the new government has allocated USD 211 

million (Rs. 1275 crore) for this sector, including USD 

78.5 million (Rs. 475 crore) for electronic governance 

(e-governance) promotion. It has earmarked USD 

49.7 million (Rs. 300 crore) for National Knowledge 

Network (NKN) expansion. The change component is 

discernible through new focus on countrywide Digital 

India with a USD 83 million (Rs. 500 crore) allocation 

that includes a National Rural Internet and 

Technology Mission. Certainly, this continuity will 

strengthen existing IT and e-governance initiatives 

and ensure there is neither duplication of effort nor 

cost. Crafting a budget in this sector is especially 

challenging, as new announcements must meet 

current needs and expectations. The wider challenge is 

to learn from the past mistakes and fill in gaps that are 

fundamental to digitally empower India. 

 

The allocations overview reflects a multi-pronged 

approach. The budget has earmarked an outlay of 

USD 651 million (Rs 3929 crore) for the electronics 

and IT sector. This is aimed at building and 

strengthening the software and hardware components 

of the IT industry to meet domestic infrastructure and 

service delivery needs, as well as strengthening India’s 

competitiveness in the export sector. With an outlay of 

USD 124.5 million (Rs 755 crore) for the National e-

Governance Plan (NeGP), it is clear the government is 

looking to accomplish the mission of last mile 

connectivity for the mission mode projects at the 

central and state levels.  Interestingly, there is a new 

public thrust with a USD 16.5 million (Rs 100 crore) 

allocation towards virtual classroom programmes in 

government schools.  The budget has allocated USD 21 

million (Rs 128 crore) towards e-security/digital 

protection, and USD 20 million (Rs 120 crore) 

towards cyber security. In order to spur digital 

innovations or e-innovation in R& D domain, a sum of 

USD 65.5 million (Rs. 396 crore) has been allocated. 

 

In tune with national requirement, the Digital India 

programme, manpower development for IT and IT for 

the masses have also seen a tremendous rise in budget 

allocation, from USD 15 million (Rs 90 crore) in 2013 

to the current USD 96.5 million (Rs 584 crore). 

 

The government has also proposed integrating all the 

services of central government departments and 

ministries on its e-Biz platform, aimed at creating a 

business-friendly ecosystem by making all business 

and investment related clearances and compliances 

available on a single website with an integrated 

payment gateway, by 31 December, 2014. Under the 

‘Rajiv Gandhi Panchayat Sashaktikaran Abhiyan’ as an 

umbrella scheme, a total amount of USD 166.5 million 

(Rs 1006 crore) has been benchmarked strengthen the 

institutional structure for knowledge creation, 

capacity building of local government bodies like 

panchayats and gram sabhas, and incentives to the 

states to devolve functions, funds and functionaries to 

these bodies. Towards a 100 smart city project, the 

budget has allocated USD 1.17 billion (Rs 7060 crore) 

to build satellite towns adjacent to big cities. 

 

Further, and very notably, to push IT in North East, 

USD 50.5 million (Rs 306 crore) in the current 

financial year has been allocated under ‘IT for Mass’, 

up from USD 49.7 million (Rs 300 crore) last year. 

Also under the Rajiv Gandhi Panchayat Sashaktikaran 

Abhiyan, the North East component is USD 18 million 

(Rs 110 crore). 

 

The Union Budget has reduced the computerisation 

budget from USD 13 million (Rs 78 crore) to USD 9.6 
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million (Rs 58 crore). There is a proposed digitization 

of the Targeted Public Distribution System (TPDS), 

concerning food storage for ensuring transparency. 

Financial assistance is being provided to states for 

digitizing their maps under the National Land Records 

Modernization Programme (NLRMP). Further, USD 

8.3 million (Rs 50 crore) have been set aside for Phase 

II of the E-Courts plan, along with the USD 11.3 

million (Rs 68 crore) for computerization of district 

and subordinate courts. There are also provisions to 

computerize the State Wakf Boards. 

 

In order to provide a fillip to e-commerce, the new 

government has proposed allowing foreign retailers, 

who manufacture products in the country, to sell via e-

commerce platforms, a step towards liberalising 

foreign investment in the country’s USD $13 billion 

(78625 crore) e-commerce sector. The extension of 

railway logistics support to e-commerce companies is 

a positive initiative. It is expected that the USD 1.7 

billion (Rs 10000 crore) fund for start-ups proposed 

in the budget could pave the way for more 

entrepreneurs to try their hand at e-commerce. The 

increase of FDI in the insurance sector from 26% to 

49% is likely to benefit the online insurance and 

mutual fund segment. 

 

There is also a push to integrate IT into public utility 

services. The railway budget seeks to introduce, 

among other things, destination arrival SMSs, ticket 

booking via phones, wake-up calls. The railways also 

propose to provide workstations in selected trains, 

Wi-Fi across A-category stations and in select trains 

on payment basis to add value to business travellers. 

Indian Railways shall roll out plan to improve e-

ticketing capabilities to support 7,200 tickets per 

minute as against 2,000 tickets per minute as of now. 

It has proposed real-time tracking of trains using 

digital means. It is also planning paperless offices in 

the next five years. The railway ministry has further 

proposed to provide quality education to the children 

of railway staff at remote locations through Railtel 

optical fibre cable (OFC) network. Finally, e-Visas will 

be available at nine airports, with the infrastructure to 

be put in place within the next 6 months to facilitate 

visas-on-arrival. 

 

An overview brings out key observations. The focus on 

broadband expansion is timely to take the IT 

revolution to the next level: social inclusion, e-

commerce, media, and distance education for India’s 

small towns and rural pockets. It is also expected that 

the implementation of Goods and Service Tax (GST) 

by end of 2014 will reduce interstate commerce 

friction, the prices for consumers, and thereby enable 

higher consumption and fuel growth for e-companies 

and small businesses to supply locally and sell 

nationally.  The thrust on NeGP is to tackle the 

problem of last mile delivery, by pushing MMPs at the 

state level and e-infrastructure decentralisation. The 

focus on NKN is expected to push the high speed 

network backbone for all knowledge related 

institutions in the country, resulting in benefits from 

advanced applications in areas such as health, 

education, science & technology, agriculture and 

governance. The ‘Digital India’ focus will bolster the 

ongoing broadband connectivity initiatives at the 

village level through the National Optical Fibre 

Network (NoFN), improved access to and delivery of 

citizen services, greater transparency in government 

processes and providing support to the domestic 

production of IT hardware and software for the local 

market and export. It can be hoped that the proposed 

National Rural Internet and Technology Mission for 

services in villages and schools, training in IT skills 

and e-Kranti for government service delivery and 

governance scheme will mitigate the present 

limitations and hindrances to ensure last mile 

connectivity, access, services and skills. 

 

The challenges to achieve budget objectives are 

equally palpable. The budget for digital classrooms is 

seen to be insufficient to make any impact due to its 

limited reach to a few thousand schools, as against 

millions; its implementation through proper training 

and content also remains a concern. The issue of 

privacy of citizens materializes in context of the 

proposed Smart City project touching 100 cities as 

satellite towns. With the budgetary reduction in 

computerisation, it is troubling how the various 

organs of the government will work seamlessly and 

smoothly, considering the current state of affairs of 

computerisation, including the poor state of public 

websites regarding the citizen-government interface. 

At the macro level, the challenge for the new 

government shall lie in reviewing the existing 
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programme components and performance of NeGP 

and other areas like NKN to ensure the rightful use of 

budget resources towards national asset creation and 

growth. The gargantuan task here is to take stock of 

national initiatives, like the NoFN that seeks to 

connect every panchayat with broadband, and align 

them with the current government’s digital priorities. 

 

The writer is Founder & Director of the Digital 

Empowerment Foundation. He can be reached at 

osamam@gmail.com 

 

mailto:osamam@gmail.com


 
 
 
 
 
 

Exploring net neutrality  

Anahita Mathai 

 
 

VOLUME II | ISSUE 8 | AUGUST 2014 7 

COMMENTARY II 

The concept of net neutrality stipulates that all data on 

the Internet is to be treated equally by carriers. The 

idea of net neutrality springs from the concept of 

‘exchange neutrality’ between telephonic networks after 

the invention of the automatic telephone exchange. 

This allowed customers using any telephone line to call 

any other, regardless of which network operator was 

managing the line. While the Internet owes much – 

including early infrastructure – to its elder cousin, the 

telephonic network, it is difficult to transpose 

principles from one to the other. Unlike the telephones 

of old, the Internet is no longer a single-service 

platform with a consumer/provider model. There are 

different types of data on the Internet, ranging from 

simple web-pages to interactive services, video 

streaming and more. This has led to the argument that 

there could be a ‘hierarchy of data’ online, with certain 

types of data treated differently or prioritised.  

 

In the United States, since Verizon v FCC overturned 

the net neutrality rules that the Federal 

Communications Commission (FCC) had put in place, 

both consumer advocates and content-creating 

companies have argued that losing net neutrality rules 

will mean the emergence of ‘fast lanes’ which will 

favour the rich. These fast lanes would give preferential 

treatment – like faster streaming speeds – to the 

content of companies who can afford to use them.  

 

Proponents of net neutrality are divided, however, on 

the question of whether or not the Internet is a public 

good and whether or not access to the Internet should 

be a fundamental right. One of the central arguments in 

favour of making Internet access a fundamental right is 

that it provides a crucial platform to other rights such 

as freedom of speech, freedom of the press and 

freedom of assembly. This is particularly relevant given 

the ubiquity of the Internet in all aspects of modern life 

and across platforms.  

 

The Internet has been compared to the electric grid to 

emphasise its importance to innovation and progress in 

the 21st century, with the suggestion that if the electric 

grid had not been neutral, many would have been 

priced out of science and invention.  

 

Any attempt to bring the Internet under tighter 

government regulation can be presented as 

governmental overreach, particularly if the legislation 

was written for older technology. The question of how 

to classify broadband – as an information service, a 

telecommunications service, a cable service, or a public 

utility – has plagued the net neutrality debate.  

 

The idea of government control of the Internet is 

particularly sensitive given recent controversies 

surrounding intelligence-gathering. The matter is 

further complicated because the Internet itself has no 

owner, but the various hardware and software 

components of the Internet do are owned by different 

parties with certain intellectual property rights. 

 

Free enterprise is another principle to contend with. 

Internet service providers (ISPs) have paid to develop 

and maintain the infrastructure that provides the 

Internet, and bandwidth is costly. ISPs argue that they 

should be able to recoup those costs by charging those 

who use more. Some data types – a prominent example 

being video streaming services – consume much more 

bandwidth than others, and as such ISPs have to cover 

those costs; their options are to charge consumers 

more or to charge content providers for transmitting 

the data.  

 

One problem with this argument, particularly in 

developing countries, is that many ISPs also have other 

business interests, and the potential for conflict and 

censorship arises. If an ISP also provides international 

calling services, then it makes sense for the ISP to 

discourage the use of Skype; if they provide video 

broadcast services, why promote online streaming? 

http://orfonline.org/cms/sites/orfonline/modules/analysis/AnalysisDetail.html?cmaid=68653&mmacmaid=68654
http://www.cadc.uscourts.gov/internet/opinions.nsf/3AF8B4D938CDEEA685257C6000532062/$file/11-1355-1474943.pdf
http://gigaom.com/2014/07/14/tech-giants-and-start-ups-split-on-tactics-in-battle-for-net-neutrality/
http://www.nytimes.com/2014/07/10/opinion/a-threat-to-internet-freedom.html?_r=0
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Especially in developing countries, where content is 

increasingly provided online rather than through 

‘traditional’ media, there is a risk of content being 

controlled by the gatekeepers of the Internet.  

 

A lot of Internet usage in developing and emerging 

markets takes place on phones. This has led carriers to 

team up with content providers to create limited-access 

internet plans, so-called ‘walled gardens’. Google Free 

Zone and Facebook Zero are two such examples, 

whereby customers of participating networks can use 

limited Google or Facebook services for free. These 

plans may be offered as a way to entice customers to 

use more data, and by doing so move to a more 

expensive plan. It is a costly gamble for the network 

provider, as Facebook at least is not covering the cost of 

the free data, meaning the network provider must do 

so. However, network providers need these content 

services, because they are increasingly what attract 

customers rather than traditional voice and text plans. 

 

India currently has no law on net neutrality, and the 

Telecom Regulatory Authority of India, while 

supporting non-discrimination in principle, does not 

currently enforce it. While in general Indian ISPs 

adhere to the net neutrality principle, there have been 

instances of certain types of traffic being slowed down 

by Indian ISPs, without the knowledge of customers. 

The TRAI had noted the importance of net neutrality 

and the risks of ISPs controlling content in a 2006 

consultation paper.  

 

Vodafone India, Airtel, Aircel and other providers have 

indicated a desire for revenue-sharing agreements with 

content providers like YouTube and Facebook, a view 

also shared by the Cellular Operators Association of 

India (COAI).  

 

The Supreme Court of India held in LIC v Manubhai D 

Shah that Article 19(1)(a) – the right to freedom of 

speech and expression – requires an inclusive public 

environment, following the argument that 

constitutionally guaranteed free speech is of little use if 

it is limited by private parties. If influential parties can 

squeeze smaller competitors into slower Internet lanes, 

they gain the ability to silence debate and control views 

undemocratically. Analysts have suggested that 

protecting freedom of speech is one of the best 

arguments for net neutrality in India.  

 

With India seeking to connect the next billion, and 

becoming a key player in the global Internet debate, it 

is important to have clearly formed domestic policies. 

The combination of regulatory interest, corporate 

opposition and constitutional rights suggest that the 

time is right for a nuanced debate on net neutrality in 

India, with eventual regulation balancing the needs of 

providers and consumers who are both increasingly 

reliant on the Internet.  

 

The author is a Research Assistant at the Observer 

Research Foundation 

 

 

 

 

 

http://www.technologyreview.com/news/523736/around-the-world-net-neutrality-is-not-a-reality/
http://www.medianama.com/2012/07/223-trai-needs-to-take-note-of-airtels-anti-net-neutrality-statements/
http://www.medianama.com/2012/07/223-trai-needs-to-take-note-of-airtels-anti-net-neutrality-statements/
http://indianexpress.com/article/technology/technology-others/net-neutrality/
http://indianexpress.com/article/technology/technology-others/net-neutrality/
http://www.thehindu.com/sci-tech/technology/internet/isps-slam-brakes-on-bittorrent-speeds/article3751310.ece
http://www.thehindu.com/sci-tech/technology/internet/isps-slam-brakes-on-bittorrent-speeds/article3751310.ece
http://www.trai.gov.in/WriteReaddata/ConsultationPaper/Document/consultation27dec06.pdf
http://www.trai.gov.in/WriteReaddata/ConsultationPaper/Document/consultation27dec06.pdf
http://www.thehindubusinessline.com/features/smartbuy/tech-news/telecom-industrys-fivepoint-agenda-for-new-govt/article6016763.ece
http://www.thehindubusinessline.com/features/smartbuy/tech-news/telecom-industrys-fivepoint-agenda-for-new-govt/article6016763.ece
http://www.indiankanoon.org/doc/304068/
http://www.indiankanoon.org/doc/304068/
http://cis-india.org/internet-governance/blog/net-neutrality-free-speech-and-the-indian-constitution-2013-iii-conceptions-of-free-speech-and-democracy


 
 
 
 
 
 

Reframing the global Internet ecosystem 

Mahima Kaul 
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COMMENTARY III 

As the conversations around internet governance 

become trapped in confrontational language – ‘war’ 

between sovereigntist and multistakeholder models – 

it is time to move the emphasis back to the evolution of 

governance structures and decision making that 

works for all. 

 

Mainstream media might not quite betray it yet, but 

there is a slow nuance to global internet governance 

debates that seek to understand the apparent face-off 

between two camps – the (market-led) 

multistakeholder camp and the (government-led) 

sovereigntist camp. There is an effort by scholars to 

move away from the dominant discourse – that a vote 

for multistakeholderism (MSM) is a vote for 

democracy, and anyone who dares to question the 

effectiveness of a multistakeholder decision making 

governance process is actually voting against 

democracy. This simplification, often offered by 

Western media and then echoed around the world, 

might be able to capture some of the arguments being 

made for either system, but it often fails to understand 

the nuances of what is really being debated, and why 

some governments offer an alternative viewpoint. The 

geo-political dimensions of this debate needs to be 

examined deeply and unpacked a little. 

 

The first step is to understand the current distributed 

nature of internet governance structures. Broadly 

speaking, there is an‘infrastructural layer’, which has 

organizations like the ITU (International 

Telecommunications Union) and the IEEE (The 

Institute of Electrical and Electronics Engineers). 

According to some scholars, this is the layer concerned 

with connectivity, universal access and concepts such 

as net neutrality. There is then the ‘logical layer’ of the 

internet, defined by ICANN (Internet Corporation for 

Assigned Names and Numbers). ICANN has been in the 

news of late, where a battle over who gets to decide the 

internet’s Domain Name System – online real estate, if 

you will – and the operation of root name servers, is 

underway. This would be one of the fundamental 

critical resources that the internet is built on. A third, 

‘content layer’, hosts organizations such as WTO 

(World Trade Organization), WIPO (World Intellectual 

Property Organization, IGF (Internet Governance 

Forum) and the OECD (Organization for Economic 

Cooperation and Development) that deal with 

intellectual property rights, cyber crime and other 

issues. Vint Cerf, in his paper ‘Internet Governance Is 

Our Shared Responsibility’ 1  has also added another 

layer to the mix – the ‘social layer’ where organizations 

like the Human Rights Council and UNESCO (United 

Nations Educational, Scientific and Cultural 

Organization)work on trust, identity, human rights, 

and internet governance principles (which would 

include net neutrality).  

 

A good place to start is identifying the debate: (i) are 

governments fighting between a distributed governance 

structure as we have now, or a single body (either 

under the aegis of the UN or simply government-led) to 

decide on all governance issues, (ii) are governments 

agreeing to stay with the distributed structure but 

arguing that about their role in some of these 

organizations, that is, some governments want their 

vote to carry more weight within a multistakeholder 

system, and (iii) are some governments calling for 

some common rules – a treaty perhaps --  for cyber 

security (including cyber warfare, surveillance, crime) 

while insisting the rest of major internet governance 

decisions should be taken within national borders.  

 

In the first paper released by the Global Commission on 

Internet Governance, launched by two independent 

                                                        
1Cerf, Vinton G. and Ryan, Patrick S. and Senges, Max, 
Internet Governance Is Our Shared Responsibility 
(August 13, 2013). I/S: A Journal of Law and Policy for 
the Information Society, 10 ISJLP 1 (2014).. Available at 
SSRN: http://ssrn.com/abstract=2309772 

 

http://ssrn.com/abstract=2309772
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global think tanks, the Centre for International 

Governance Innovation (CIGI), the former dean of the 

Kennedy School at Harvard, Joseph Nye, writes, “it is 

unlikely that there will be a single overarching regime 

for cyberspace any time soon. A good deal of 

fragmentation exists now and is likely to persist. The 

evolution of the present regime complex, which lies 

halfway between a single coherent legal structure and 

complete fragmentation of normative structures, is 

more likely.”2 

 

Some of this fragmentation persists because of the very 

different reactions the concept of multistakeholderism 

elicits. The current system seeks to give all actors a seat 

on the table; government, business, civil society, 

academia and the technical community alike. This 

democratic setup is ideally meant to ensure that the 

internet should not be bogged down by unnecessary 

regulation, and decisions are taken at ‘appropriate’ 

forums by relevant stakeholders. For example, some 

internet scholars believe the government-led body, 

ITU, is not the forum to discuss limiting spam, 

ostensibly to ‘control unsolicited bulk electronic 

communications and minimize its impact on 

international telecommunication services,’ as the 

conversation quickly devolves into regimes limiting free 

speech by terming it (as a Russian proposal sought to 

do in 2012) as ‘having no meaningful message.’ Using 

examples like this, they argue, a multistakeholder 

environment will ensure the internet does not fall 

victim to the proposals of authoritarian regimes.  

 

Despite this logic, it isn’t easy to sell 

multistakeholderism across the board. There are a few 

explanations for this. The first pushback comes from 

authoritarian countries for whom democracy isn’t an 

inherent political philosophy they subscribe to, and so 

they favour a sovereign approach to IG. On the flipside, 

it cannot be assumed that support for MSM comes 

from countries who do not wish to control the internet. 

As Vint Cerf suggests in his paper, ‘in a more cynical 

                                                        
2Nye, Joseph, The Regime Complex for Managing Global 
Cyber Activities (May 2014). Global Commission on 
Internet Governance, Paper Series No. 1, (2014). 
Available at: 
http://www.cigionline.org/publications/regime-
complex-managing-global-cyber-activities 

view, with the recent discussions on Internet 

surveillance, it is also possible that one group of 

governments have the preference and tradition of 

exercising control and influence through restrictions, 

regulations and laws, while other governments see the 

openness of the Internet as an opportunity to control 

through surveillance of it.’3 

 

The second question raised about multistakeholderism 

is that the entire process has been hijacked by vested 

interests. For example, if business were to influence 

civil society or even governments to vote for decisions 

that secure their profits, then in truth, business would, 

by proxy, have the most votes at the table. It might be 

kept in mind that private companies own most of the 

infrastructure the internet is built on. 

 

The third reason is that multistakeholder arrangements 

are not appropriate for all discussions, for example, 

when discussing national cyber security issues. Most 

stakeholders do tend to agree that certain spaces of 

internet governance are the domain of the state due to 

the nature of the problem.  

 

Finally, and this is a view, offered by India when it 

sought to reframe the view of the ‘internet’ as ‘equinet,’ 

which essentially makes the argument that the 

developed world has one set of problems that it deems 

are immediate – for example, intellectual property and 

the internet as a free trade zone – which are not the 

pressing problems of the developing world, where 

countries are still grappling with access, inclusion and 

last mile connectivity. Therefore, multistakeholder 

arrangements at the global stage might work better for 

countries that have attained a certain maturity in 

reaching internet penetration and creating markets, 

and government can confidently share equal space with 

commercial and civil society interests. For other 

governments, such as the Indian view expressed at 

Netmundial, their role as the driver of internet 

adoption is still key and therefore they are unwilling to 

share their role with commercial interests and 

                                                        
3Cerf, Vinton G. and Ryan, Patrick S. and Senges, Max, 
Internet Governance Is Our Shared Responsibility 
(August 13, 2013). I/S: A Journal of Law and Policy for 
the Information Society, 10 ISJLP 1 (2014).. Available at 
SSRN: http://ssrn.com/abstract=2309772 

http://ssrn.com/abstract=2309772
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burgeoning civil society groupings just yet. To them, 

while MSM has its place in the internet governance 

ecosystem, it cannot be applied unconditionally to any 

and all discussions. 

 

However, no discussion about internet governance will 

be complete without mentioning another point of 

contention; jurisdiction. What laws is the internet 

subject to? Is it US law, international law, or will each 

country adhere to its own laws and function through 

bilateral and multilateral treaties? As of now, the laws 

of the country where data servers are located come into 

play. The previous Indian government suggested that 

the jurisdiction of the country affected should apply; 

that is, if Indians are victims of a certain cyber crime 

then Indian jurisdiction should apply, not the country 

where the server is located. A similar complaint is 

echoed when law enforcement officials from one 

country ask those in another country, where the server 

is located, to furnish information. As a reaction to 

jurisdictional issues (and also surveillance), recently 

there has been a move by many countries to locate their 

servers in the host country. This move is often called 

‘breaking the internet’ as with costs of doing business 

going up (commercial enterprises will have to use 

multiple servers across the world) and the plethora of 

laws that will come into play, the internet’s default 

setting – a free trade zone – will be destroyed.  

 

But crime is only one aspect of the jurisdictional issue. 

What laws apply to the many decentralized internet 

governance institutions that exist, which are decision 

making bodies? For example, ICANN, the organization 

with the power to award domain names internationally, 

is subject to US laws. A district court in Columbia, USA 

as ruled that ICANN should seize Iran’s internet 

domain name (.ir) and IP addresses to recover damages 

over $1 billion owed to terror victims. Does this mean 

that a US court can direct ICANN, and in a way, 

override the entire multistakeholder decision making 

process it has carefully constructed? Presently ICANN 

has responded to the ruling, denying that the domain 

names are the ‘property’ of any country, but the matter 

is far from over.  

 

In fact, the French, miffed at ICANN for other reasons 

have actually put out an interesting proposal in the 

French senate on internet governance. The idea is that 

internet governance should evolve by an international 

treaty open to all states; that the Internet Governance 

Forum should be transformed into a ‘World Council for 

the Internet’ to ensure some form of conformity in the 

decisions taken at the various internet governance 

forums. Lastly, this proposal in the French Senate calls 

for ICANN to be reformed into the ‘World ICANN’ or 

WICANN, where it would adhere not to US law but the 

international or Swiss law. WICANN could then be 

under the authority of the new World Council for the 

Internet. Whether this idea will gain any momentum is 

yet to be seen, but it does make an attempt at reaching 

beyond the existing suggestions. 

 

Any overhaul of the internet governance structure, or 

even a tweaking of the current arrangement needs to 

keep two important aspects in mind, other than 

decision-making processes: real accountability and 

operational feasibility. The fact is that extensive 

surveillance by the US government has also put a dent 

in international cooperation over these issues, due to a 

loss of trust. The answers might not be with us yet. To 

keep the internet free, a little freedom of thought might 

be in order. 

 

 

The writer is a Fellow at the Observer Research 

Foundation



 
 
 
 
 
 

Right to be forgotten – an Indian perspective 

Rahul Jain 

 
 

VOLUME II | ISSUE 8 | AUGUST 2014 12 

COMMENTARY IV 

The Court of Justice of the European Union (EU) has in 

many ways issued a landmark ruling on 'right to be 

forgotten'. The ruling applies the EU Data Protection 

Directive (DPD) to conclude that the EU citizens have 

the right to ask search engines to remove results for 

queries that include their name where those results are 

'inadequate, irrelevant or no longer relevant, or 

excessive in relation to the purposes for which they 

were processed'. The ruling is also being seen as 

establishing of sovereignty of EU over Internet giants, 

given the frequent tussle of data protection authorities 

in EU and these companies on privacy related matters 

and their compliance to the EU DPD. 

 

The reactions to this ruling have been mixed world 

over. While the privacy advocates are happy, others 

have expressed disappointment, as they believe the 

ruling will be misused to block information which 

would be in the interest of public. This ruling has also 

reignited the debate on role and obligations of 

intermediaries (which, in simple terms, provide a 

platform for interactions on Internet to take place) in 

maintaining a safe, secure and trustworthy cyberspace. 

From the perspective of search engines (which are one 

type of intermediaries), implementing this ruling would 

mean more compliance efforts. Particularly, it would be 

difficult for them to check and investigate each and 

every request for relevance and also apply the public 

interest test to determine whether a particular link 

should go off in search or the status quo should be 

maintained. 

 

The search engines would also have to defend their 

decisions in the courts in cases where the complainants 

challenge their judgements. These additional 

obligations may be seen as cost of doing business for 

large organizations but the problem would be more 

acute for small and medium enterprises. 

 

The intermediaries like search engines would prefer 

that the requests are handled by the regulator or by a 

court. They would be rather much happy in complying 

with the orders of the competent authority to remove 

links or data instead of scrutinizing the requests 

themselves. But from an individual’s stand point, 

approaching a regulator or court would be difficult as 

compared to filling a form online no wonders then that 

Google has already received 41,000 requests after it 

made the search removal request form available! All 

such efforts, ironically, do not guarantee removal of 

data once it has been posted on the Internet - it would 

be nearly impossible for a requester or a regulator to 

get such data removed from multiple platforms 

especially given the transnational nature of the 

Internet, even if they succeed in getting the links to the 

data removed from searches. 

 

It is interesting to analyse the right to be forgotten 

ruling from the Indian context and explore how the 

Indian legal framework can address 'right to be 

forgotten'. While section 43A of the IT Act mandates 

'body corporates' to protect sensitive personal 

information by implementing reasonable security 

practices, there are limited provisions under the Act or 

the privacy rules issued u/s 43A which can be applied 

to provide 'providers of information' the right to object 

to processing of personal data, the way EU DPD does. 

 

However, analysis of some other provisions in the IT 

Act - section 79 in particular can be of relevance. The 

section 79 provides safe harbour provisions for 

'intermediaries' in the form of due diligence rules. The 

term 'intermediary' as defined in the IT Act specifically 

includes search engines. 

 

The rules issued u/s 79 mandate the intermediaries to 

'publish the rules and regulations, privacy policy and 

user agreement for access-or usage of the 

intermediary's computer resource by any person'. One 

of the conditions which should be part of such terms 

and conditions that need to adhered to by the 'users of 

the computer resource' is not to host, display, upload, 
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modify, publish, transmit, update or share any 

information that is invasive of another's privacy. 

 

Further, the rules require the intermediary to not 

knowingly host or publish any information which 

violates the conditions including hosting or publishing 

of information which is invasive of another's privacy. 

Very importantly, the intermediary 'upon obtaining 

knowledge by itself or been brought to actual 

knowledge by an affected person in writing or through 

signed email needs to act within thirty six hours and 

where applicable, needs to work with user or owner of 

information to disable information' that is in 

contravention of conditions laid out and includes 

information which invades privacy. 

 

To put such provisions in effect, the intermediary needs 

to publish on its website the name of the Grievance 

Officer and his contact details as well as mechanism by 

which complainants can notify their complaints. The 

Grievance Officer needs to redress the complaints 

within one month of receiving them. Simply put, it may 

be interpreted that search engines are intermediaries 

under the IT Act and if they publish information 

(through a link) which invades privacy of an individual, 

then they need to provide a redressal mechanism 

through grievance officer and work with the 

complainant to remove such information. 

 

There can be interpretational challenges and 

limitations in applying section 79 in the context of right 

to be forgotten ruling (such as what would entail 

invasion of privacy?) but at a broad level there seems to 

be some correlation which can only be substantiated 

once a similar case happens in India. 

 

Till then, its wait and watch! 

 

The author is Principal Consultant at the Data 

Security Council of India. 

  

Source: The Economic Times, June 24, 2014 
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COMMENTARY V 

What to do about cyber attacks from state actors and 

their surrogates?  For the State Department and DHS it 

would seem that the answer is now the courts and 

international negotiation. Hints of this came recently 

with the indictment of 5 Chinese military personnel for 

hacking. An utterly futile gesture as the Chinese are not 

about to extradite the 5 to stand trial, it bespeaks 

reliance on legal remedies that are, at best, only a 

matter of public shaming.  Now, however, there is new 

evidence regarding the U.S. intent to negotiate on cyber 

with state actors like China, Russia, and Iran. 

 

Along with recent Chinese hacking into the Office of 

Personnel Management comes a reports that Chinese 

hackers, almost certainly at the behest of their 

government, have begun targeting Middle East experts 

at major U.S. think tanks. This, in response to events in 

Iraq and, seemingly, an urgent Chinese need to know 

where U.S. policy regarding them might be 

going.  Operation “Deep Panda,” as it is named by 

researchers, was announced by Dmitri Alperovitch, 

chief technology officer of cyber security company 

CrowdStrike.  Alperovitch suggested that perhaps the 

Chinese were concerned about their oil infrastructure 

in Iraq. Whether the U.S. will intervene and protect 

Chinese interests may be the question of the hour for 

Beijing. 

 

The above came on the eve of last week’s annual 

Strategic and Economic Dialog between Washington 

and Beijing.  One of Secretary of State John Kerry’s 

goals is to secure the revival of the Sino-U.S. working 

group on cyber issues.  The group was shut down by the 

Chinese after the military hackers’ indictments.  The 

intent to negotiate on the matter is another indicator of 

administration intents.  An unnamed official has said: 

 

“We share an interest in a secure and predictable and 

orderly cyber environment. We see the bilateral U.S.-

China working group as an important forum and 

vehicle for fulfilling our responsibilities and for making 

progress, so we certainly would like to see the earliest 

practical resumption of that forum.” 

 

DHS released its 2014 Quadrennial Homeland Security 

Review on June 18.  Despite administration carryings-

on about the growth of the cyber threat in complexity 

and numbers of intrusions, the DHS strategic plan is 

written in general terms and effectively says nothing we 

haven’t heard before about “protecting critical 

infrastructure” from cyber depredations.  However, at 

the very end of its cyber section, the plan strongly hints 

at the courts and negotiation approach in saying: 

 

“Internationally, DHS will work with the Department of 

State and other partners to build global networks to 

share vital cybersecurity information and help enable 

international response to cyber incidents. DHS, with 

our partners, will also work to harmonize international 

laws to effectively combat transnational cybercrime.” 

 

The most revealing—and troubling—indicator of 

administration cybersecurity intent comes from a 40-

page draft State Department report dated July 2 and 

obtained by Inside Cybersecurity. The year-long 

study was done by State’s International Security 

Advisory Board, chaired by former Senator Gary Hart 

with the writing done under the supervision of retired 

Army General Montgomery Meigs. 

 

As Inside Cybersecurity says, the study is an "effort to 

craft a "framework for international cyber stability" and 

endorses "ongoing work on international norms of 

behavior for cyberspace and urging industry 

involvement, though the document fails to break much 

new ground.”  However, the opening paragraphs of 

the report reveal the administration’s intent to focus on 

negotiations, one might say in the spirit of 21st-century 

“international norming:” 

 

“Since current international law is not yet well 

developed in the cyber realm, we propose that the 

http://www.washingtonpost.com/blogs/the-switch/wp/2014/07/07/chinese-cyberspies-have-hacked-middle-east-experts-at-major-u-s-think-tanks/
http://www.reuters.com/article/2014/07/08/china-usa-idUSL4N0PJ0MT20140708
http://www.dhs.gov/sites/default/files/publications/2014-qhsr-final-508.pdf
http://insidecybersecurity.com/Cyber-General/Cyber-Public-Content/review-aimed-at-framework-for-cyber-stability-plows-familiar-ground/menu-id-1089.html?utm_source=Sailthru&utm_medium=email&utm_term=*Situation%20Report&utm_campaign=JULY%208%202014%20SITREP
http://insidecybersecurity.com/Cyber-General/Cyber-Public-Content/review-aimed-at-framework-for-cyber-stability-plows-familiar-ground/menu-id-1089.html?utm_source=Sailthru&utm_medium=email&utm_term=*Situation%20Report&utm_campaign=JULY%208%202014%20SITREP
http://insidecybersecurity.com/iwpfile.html?file=jul2014%2Fcs2014_0138.pdf
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United States articulate norms consistent with existing 

international law and U.S. values, while recognizing the 

uncertainties surrounding cyber activities. As the 

United States anticipates a response to all 

consequences of a cyber attack on itself, allies or vital 

interests, in order to limit unintended escalation the 

United States should set rigorous rules of engagement 

for military and civilian organizations for responding to 

significant attacks using cyber means. Cyber stability 

would enhance continuity of relations between nations 

in the face of attack or exploitation through cyber 

means.” 

 

The implication here is that international norming on 

cybersecurity must necessarily precede U.S. policy and 

action. Notice the phrase “in order to limit unintended 

escalation” that precedes the admonition that the U.S. 

must set “rigorous rules of engagement.”  The clear 

intent is to put international law on a par U.S. national 

security. 

 

What is perhaps more important is by whom the study 

was commissioned—Under Secretary of State for Arms 

Control and International Security Rose 

Gottemoeller.  Inside Security had access to 

Ms.Gottemoeller’s July 2013 memo launching the 

review.  Her instructions are substantial and too 

lengthy to cite here.  It’s clear from them that the goal 

is a “global, like-minded coalition, and regional 

approaches.”  They stipulate that the study should 

“identify the principles, norms and commitments that 

should guide states collaborating to promote cyber 

stability.”  Gottemoeller indicates the study should 

“identify cyber-stability approaches, including 

confidence-building measures, that would most likely 

persuade other states to cooperate; figure out how to 

deal with different cybersecurity priorities among 

states; find ways to encourage restraint and deter war 

in cyberspace; and identify ‘options for responding to 

malicious cyber acts.’" 

 

While Under Secretary Gottemoeller’s instructions and 

the study produced comport with the Obama 

administration’s characteristic emphasis on the 

“internationalization” of U.S. foreign policy, the fact 

that Gottemoeller was tasked by Secretary Kerry with 

the undertaking is revealing and an ominous sign. 

Gottemoeller is in charge of the Arms Control bureau. 

Does this mean that the administration now considers 

managing cyber threats to be a matter of arms control? 

Washingtonians in particular are well aware of the 

arms control mentality, which includes the belief that 

as long as we’re talking to our adversaries, we won’t be 

fighting with them.  Arms control has been undertaken 

in the spirit that genuine arms reductions can be 

negotiated, even with resolute adversaries.  The fact of 

the lack of transparency, noncompliance, and plain old 

cheating with regard to nukes has hardly discouraged 

those with the arms control mentality. So, does turning 

cybersecurity policy at State over to the arms control 

bureau in some sense mean the endless negotiation of 

meaningless and ineffectual bi- and multilateral 

cybersecurity pacts? One hopes not. 

 

President Obama is, of course, committed to a WMD-

free world.  Inasmuch as cyberwarfare is clearly in the 

cards for the future (just ask the Chinese, who believe 

this earnestly enough to make it an element of military 

planning), does the president now regard cyber as a 

form of WMD?  If so, is the cyberthreat for him like 

that of nuclear weapons (that is to say, a genie that 

can’t be put back in the bottle), but is surely 

controllable by agreements based on international 

values? 

 

Or is the latest action by the State Department simply 

another example of the administration’s “all wind, no 

rain” approach to security and international 

involvements? 

 

The author is associate director of the American 

Center for Democracy for its Economic Warfare 

Institute. 

 

Source: The Weekly Standard, July 17, 2014 
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http://www.amo.cz/editor/image/produkty1_soubory/prague-transatlantic-talks-2014-facing-the-atlantic-cyber-challenge-cr.pdf
http://www.amo.cz/editor/image/produkty1_soubory/prague-transatlantic-talks-2014-facing-the-atlantic-cyber-challenge-cr.pdf
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STATEMENTS 

Remarks of United States Secretary of the 

Treasury, Jacob J. Lew, at the 2014 Alpha 

Conference hosted by CNBC and Institutional 

Investor 

New York – July 16, 2014 

Thank you, Tyler, for that introduction, and thank you 

all for having me here today.  

 Without a doubt, the Internet has revolutionized the 

way we conduct our lives and the way we do 

business—from making a bank deposit, buying a book, 

and providing a medical diagnosis to restocking the 

shelf of a grocery store, filing taxes, and trading 

stock.  But this transformation—which has spawned 

incredible waves of innovation and 

entrepreneurship—has also given rise to new 

dangers.  And the challenge for businesses and 

governments to fortify their defenses against these 

dangers will be a central test for all of us going 

forward. 

 Everyone in this room knows cyber intrusions are not 

some hypothetical event on the horizon.  They are 

real, and they are happening every single day.  These 

incidents represent a direct threat to our economic 

and national security, perpetrated by state and non-

state actors around the world, with growing intensity 

and increasing sophistication.  

 And while many are just gearing up their defenses, 

some banks are already spending as much as $250 

million a year to strengthen their cyber security. 

 The consequences of cyber incidents are 

serious.  When credit card data is stolen, it disturbs 

lives and damages consumer confidence.  When trade 

secrets are robbed, it undercuts America’s businesses 

and undermines U.S. competitiveness.  And successful 

attacks on our financial system would compromise 

market confidence, jeopardize the integrity of data, 

and pose a threat to financial stability.  

 Cyber intrusion has far reaching economic 

consequences.  Recently, cyber criminals stole credit 

card and personal information from retailers like 

Target, Neiman Marcus, and Michaels, affecting more 

than 100 million customer accounts.  Hackers 

accessed AP’s Twitter account and issued a false news 

alert that there had been an attack on the White 

House, which drove the Dow Jones Industrial Average 

down by more than 100 points within three minutes, 

temporarily erasing roughly $130 billion of value from 

U.S. stock markets.  

 And since 2011, we have seen more than 250 

distributed denial of service attacks against U.S. banks 

and credit unions, overwhelming systems and forcing 

some web sites to go offline.  The United States 

government assesses that these denial of service 

attacks represent a sophisticated threat almost 

certainly intended to disrupt the U.S. financial 

system.  It does not take much to imagine the impact 

of those attacks on U.S. banks if they had penetrated 

core operational functions rather than temporarily 

disrupting public web sites and customer log-in 

pages.  Cyber attacks on our financial system 

represent a real threat to our economic and national 

security.  

 But a malicious cyber actor can cause catastrophic 

damage to our financial system without directly 

attacking a bank.  Risks to the system can be found at 

the vendors, suppliers, and contractors that keep our 

financial system running.  They can be found within 

industries that underpin the markets—like 

telecommunications and energy.  And they can be 

found across the physical infrastructure that supports 

the U.S. economy, like our transportation system and 

water supply. 

 These related companies, industries, and utilities rely 

on a network of computer systems, and an incursion 

at a strategic point along the network could lead to 

market disruption and massive harm. 
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From our experience with accidental failures, we know 

the stakes are high.   For instance, the largest power 

disruption in American history occurred in 2003 after 

a computer system malfunctioned in the control room 

of an Ohio-based electric utility company.  Fifty 

million people were plunged into darkness as 

cascading power overloads caused the shutdown to 

spread from Toledo, Ohio to New York City.  The 

outage contributed to the death of 11 people, it shut 

down trading and exchanges, and it cost workers and 

investors more than $4 billion in wages and 

income.  While this blackout was not the result of a 

cyber attack, it demonstrates our exposure and the 

importance of strengthening computer defenses. 

 One back door is all a malicious actor needs to 

transmit large scale damage.  Look at the Target 

incident.  Criminals entered Target’s systems by first 

infiltrating the network of one vendor—a refrigeration 

services company in Pittsburgh.  Once inside, these 

intruders reached in-store computer networks, stole 

credit card information from millions of Americans, 

and sold that information on the black market. 

 As many of you in this room know all too well, 

Superstorm Sandy damaged New York’s 

telecommunications infrastructure, and that damage 

rippled across Wall Street, again highlighting how 

critical third party service providers are to our 

financial institutions.  And we know that when it 

comes to cyber-related risks, our financial institutions 

are only as strong as the protection put in place by 

third party service providers.  

 I visited a Verizon network operation center in 

Virginia yesterday, and saw firsthand how cyber 

intruders are trying to infiltrate these vital systems 

and what Verizon is doing to combat this 

threat.  Telecommunications companies are taking 

important steps to protect vital infrastructure and 

improve cyber safeguards.  It is essential that all 

critical third parties have protections for both physical 

infrastructure and cyber security. 

 From the outset, the President directed his 

Administration to improve our nation’s digital 

defenses as a matter of national and economic 

security.  We forged strong partnerships across 

government agencies with very different missions.  At 

Treasury, we are working hand in hand with the 

intelligence community, the Department of Homeland 

Security as well as law enforcement and financial 

regulators, to bolster our nation’s resilience to cyber 

attacks.  Soon after I became Treasury Secretary last 

year, I convened more than 50 CEOs from a range of 

financial services companies to underscore the 

urgency of making cyber security a priority.  

 The Obama Administration strategy is to collaborate 

with the private sector to establish cyber security best 

practices and improve information sharing.  While 

companies have the primary responsibility to protect 

themselves from cyber threats, government also has 

an important role in helping companies enhance their 

protections.  It is a public responsibility to prosecute 

cyber criminals, hold state-sponsored attackers 

accountable, provide critical intelligence about 

specific threats and share best practices.  

 Last year, President Obama issued an executive order, 

establishing a new cyber security framework that 

provides a blueprint that firms of all sizes can use to 

evaluate, maintain, and improve the resiliency of their 

computer systems.  

 And let me be clear: every financial services firm 

should use this framework to reduce cyber security 

threats.  But it is not enough for firms themselves to 

adhere to these basic practices. Outside vendors, 

including the businesses that provide the hardware 

and software for your technology systems and the 

service providers that handle your payment 

processing and other back-office functions, should 

also use this framework.  Just as you consider your 

counterparties when you take on financial risk, you 

should also consider your counterparties in the area of 

cyber risk. 

Our cyber defenses are not yet where they need to 

be.  Far too many hedge funds, asset managers, 

insurance providers, exchanges, financial market 

utilities, and banks should and could be doing 

more.  In particular, it is imperative that firms 

collaborate with government agencies and with other 

firms.  Disclosing security breaches is often perceived 

as something that could harm a firm’s 
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reputation.  This has made many businesses reluctant 

to reveal information about cyber incidents.  But this 

reluctance has to be put aside.  There cannot be a code 

of either silence or secrecy about the steps necessary 

to protect our basic security.  Sharing information is 

far too essential. 

 Even as we have been moving forward to create cyber 

security standards, we are making it easier for the 

government to share often classified threat 

information, and for companies to share similar 

information with government agencies.  The goal of 

information sharing is to raise awareness about 

specific attacks and attackers.  Sharing information 

about malicious cyber activity helps reduce 

vulnerabilities because with information, firms can 

better protect themselves against possible attacks. 

 To increase information sharing across the financial 

services industry, Treasury has created an information 

sharing and analysis unit, known as the Financial 

Sector Cyber Intelligence Group.  This team is 

delivering timely and actionable information that 

financial institutions can use to protect 

themselves.  This unit consists of cyber experts and 

security analysts who scour law enforcement and 

intelligence reports constantly to find relevant activity, 

analyze and connect the dots between events, and 

issue information bulletins for security professionals 

in the financial sector. 

 Given the global nature of the cyber threat, this 

Administration has made cyber security a global 

undertaking.  We coordinate with international 

partners to share threat information, improve our 

responses, and locate malicious cyber actors.  And in 

my bilateral meetings with foreign leaders, cyber 

security is often a major point of discussion.  

I just returned from the Strategic and Economic 

Dialogue in Beijing, where, once again, we explained 

to our Chinese counterparts in no uncertain terms that 

government-sponsored, cyber-enabled theft of 

intellectual property for commercial gain is illegal and 

unacceptable.  More broadly, our discussions also 

focused on the dangers of cyber crimes and the 

importance of strong cooperation on cyber issues so 

that we can combat this international 

epidemic.  Digital attacks are not just a threat to U.S. 

companies and competitiveness, they are a threat to 

China’s growth and prosperity as well. 

 To safeguard the financial system and the broader 

economy from the cyber threat, improving 

communication has to be a greater priority for 

firms.  That does not only mean sharing information 

with other companies and the government.  It also 

means firms have to do a better job of sharing 

information inside their organizations.  While CEOs, 

top company executives, and board members have 

been getting more involved in cyber risk management, 

cyber security cannot be the concern of only the 

information technology and security departments.  It 

should be the responsibility of management at all 

levels.  

 If you are the leader of a business, you should know 

how strong your company’s defenses are, you should 

know if there are response plans in place in case a 

significant security breach occurs, and you should be 

getting regular reports on cyber security threats and 

what your company is doing to respond to those 

threats. 

 No one depends on a secure electronic infrastructure 

more than America’s businesses. 

 Now, given how interconnected our economy is, we 

can do more to coordinate cyber security across 

sectors.  That is why the Administration is also going 

to bring together leaders of the Treasury, Energy, and 

Homeland Security departments so we can increase 

our effectiveness across sectors and make our 

economy more resilient to cyber threats.  In addition, 

my Deputy Secretary, Sarah Bloom Raskin, will be 

working with federal and state financial regulatory 

agencies to reduce cyber risks to the financial 

system.  She is also looking beyond traditional 

financial services to explore the regulatory, security, 

and consumer protection aspects of financial 

technology.  

 Finally, it is time for Congress to pass cyber 

legislation.  As it stands, our laws do not do enough to 

foster information sharing and defend the public from 

digital threats.  We need legislation with clear rules to 
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encourage collaboration and provide important 

liability protection.  It must be safe for companies to 

collaborate responsibly, without providing immunity 

for reckless, negligent or harmful behavior.  And we 

need legislation that protects individual privacy and 

civil liberties, which are so essential to making the 

United States a free and open society.  We appreciate 

the bipartisan interest in addressing this important 

issue, and the Administration will continue to work 

with key stakeholders on the various bills that are 

developing in Congress.  

 The perils of cyber space are not insurmountable.  We 

know we need to remain focused on these challenges 

because these threats will continue to evolve.  Cyber 

security must be ongoing, and by working together—

all of us—we will meet this test.  We will deploy the 

progress of today’s technology to fulfill tomorrow’s 

promise.  Commerce will flow and markets will 

flourish.  Communities will prosper, workers will 

thrive, and opportunities will abound.  And by moving 

forward without fear or illusion, we will realize the 

hope and expectation of the Information Age.  

 Thank you very much. 

Source: The United States Department of the 

Treasury, July 16, 2014 

 

“Embracing the Open Opportunity”, speech by 

NeelieKroes, Vice-President of the European 

Commission responsible for the Digital 

Agenda, at the Open Knowledge Foundation 

Berlin – July 17, 2014 

It is a pleasure to be here with you. 

You have long championed openness. 

That has long inspired, informed and motivated me. 

In previous years I have only been able to send my 

regards via video. Well – those digital tools can be 

very effective. But it's great to finally be here "in the 

room". 

Let me start with a question: why should we be open? 

For me there are three compelling reasons. 

First – transparency. Whether it's how your council 

spends your money – or the results of clinical trials. 

Being honest and open means better information, 

better decisions, better governance. 

Second – fairness. It's about giving taxpayers back 

what they've already paid for. From scientific results 

to traffic information. 

What could be more sensible than that? 

And most of all – it's about innovation. 

The more you share ideas – the more others can build 

on them. 

It's a new way of operating and thinking. This is a 

lesson I learned very early on in my mandate – it 

made a big impression. Two young entrepreneurs in 

Spain were swapping their ideas on a new app – I 

asked them why they didn't keep their good ideas to 

themselves. They looked at me like I was ill! "Madam, 

you are old-fashioned!" 

Information can long sit in dusty drawers – but it only 

gains value when opened up. Turning data into jobs; 

dust into gold. 

That is the promise of the Internet. It is an amazing 

accelerator for innovation. But you only get the 

benefits if you are open. 

I am proud to have delivered a more open Europe. 

First, we have delivered openness for public 

administrations. 

EU law now gives a genuine right to every European to 

reuse open public information. From any 

administration in any EU country at any level. 

Without complex licensing restrictions. 

http://www.treasury.gov/press-center/press-releases/Pages/jl2570.aspx
http://www.treasury.gov/press-center/press-releases/Pages/jl2570.aspx
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And without high costs – in almost all cases it can only 

ever be at marginal cost. And in the digital age – that 

basically means for free, otherwise something has 

gone very wrong. 

The EU's member states now have one more year to 

pass those rules into national law. 

And today the European Commission is helping them 

do that: giving guidance on how to pick the data for 

release, on licensing, on charging, and more. And I 

hope it will also make your lives easier. Your lives as 

liberators and users of more open data. That guidance 

is published online on our website as I speak. 

The EU is leading by example with its own data portal. 

And we are going further – a call for tender for a new 

pan-European data infrastructure is open until 8 

September – and we are looking for the best 

consortiums with the best proposals. So take a look! 

But this needs more than laws and portals. It needs a 

mindset change from every public administration. 

From the Rijksmuseum to the Norwegian weather 

service – bodies all over Europe are starting to get it. 

Starting to realise that being as open is, quite simply, 

part of their function as a public body. 

But there is further to go. 

As countries transpose new laws, and start to 

implement them – I hope you will be behind them: 

advising, encouraging, inspiring. And we want to work 

with you, and see you work together across borders 

and languages. We have set up Erasmus for Open Data 

to support this. Starting with an event in Nantes, 

France, in September. But if you have an idea for what 

more we could do – then let us know! 

Second, we have delivered for open science. 

Sharing and openness have always been an essential 

part of science. Helping the community examine, 

compare and learn. 

Now we have new ways to do that like never before. 

That's why open access to science can be good for 

citizens, good for scientists, good for society. 

This trend comes not from political instruction, but 

from the bottom up: from scientists themselves. That's 

as it should be. 

But it is a trend we can support. And I am. 

Horizon 2020 will offer 80 billion euros for research 

and innovation. Our biggest ever investment. 

And every resulting publication will be openly and 

freely available. Plus we are making big steps toward 

opening up more research data too. 

Of course – ours is not the only research funding 

programme in town. And we are calling on member 

states to open up their national programmes too. 

Slowly but surely they are. Across Europe and beyond, 

countries are realising the benefits and the payback. 

This is just the beginning. I'd like to see citizens not 

just informed about the results of science, but 

involved and engaged, right from the start. 

Better participation for improved impact, and science 

that delivers for society. That is the promise of open 

digital science – with implications for assessment, 

review, access and more. And now you have a chance 

to "participate" too. Our consultation on 'Science in 

Transition' is open until the end of September. Have 

your say on the future of science and go to our site 

at http://tinyurl.com/opendigitalscience. 

Third: we are delivering openness for the internet 

itself. For too long your telecom operator has had the 

right to decide what you can or can't access online, 

and breach net neutrality. I've proposed new rules to 

safeguard the open internet for all, and end blocking 

and throttling of services: for the first time ever across 

the EU. I hope national governments can agree it as a 

priority, for our connected continent. 

And finally – the best investment we can make in our 

future is education. That too must be open. 

http://tinyurl.com/opendigitalscience
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It's a crime when teachers are prevented from freely 

sharing open educational resources. There's so much 

we can achieve by making every classroom digital. 

Education that is not off the peg: but made to 

measure, for every child. That is what we want to 

achieve through open education. 

That shows how copyright rules need to change: but 

it's just one example. Those rules were designed for a 

different age, more about limitation and control than 

creativity and freedom. Holding back ideas from open 

education to data mining: copyright needs urgent 

reform. 

I could go on about the many ways to be open. Open 

standards. Open source – my own website now runs 

on it, I'm proud to say. Open building blocks for new 

apps – there'll soon be €80 million available for that 

under our FI-WARE initiative. And so on. 

But the point I want to make is: this is mainstream. 

The topics you are discussing are no longer abstract, 

just someone's hobby, just talked about in conferences 

and chatrooms. 

Big data is used out there, changing lives, and topping 

the political agenda. 

It isn't something scary. "Data" isn't a four-letter 

word. Nor is "open". It's something Europe needs to 

embrace. 

There is a whole generation that's grown up with this 

new open approach. They're starting to make their 

voices heard. 

And people are listening. 

Last week I met MatteoRenzi of Italy. He gets it. He is 

committed to this digital agenda — as he takes the 

lead as EU Council President. Others like Commission 

President-designate Juncker are talking about this 

too. Now let's make sure they stick to it. It cannot just 

be words. Every Commissioner needs to be able to 

take advantage of digital opportunity. 

Because Europe needs a change of mindset. Every 

lawmaker, every public body, every vested interest 

who wants to push back – we need to convince them 

there's a better way of doing things. An open way. 

But I can't do that alone. I need your help. 

I've long been inspired by the energy of this movement 

for open knowledge. 

I've been inspired by the commitment of this 

community. 

Most of all, I've been inspired by the positive 

difference it can make to people's lives across Europe. 

I am in office until 31 October. I am intending to fight 

for these principles every single day until then. 

But I know the fight won't stop there. I know you will 

continue to make that case. That your voice and your 

message will continue to be heard. Let's show every 

citizen the open opportunity on offer. And embrace it 

together. At the end of the day – you have more than 

500 million backing your movement. Thank you. 

Source: European Commission, July 17, 2014 
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