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Introduction

ver the past decade,

India has demonstrated
what inclusive digital transformation can
achieve. From driving digital financial inclusion
and powering the world’s largest vaccination
programme to enabling secure e-commerce
and strengthening direct benefit transfers, the
country’s digital public infrastructure (DPI) has
shown how technology can serve citizens
at scale and create public value. The India
Stack, built on open standards, interoperability,
and public—private collaboration, has become
a global reference point for how digital
ecosystems can unlock innovation while
expanding access.
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As India prepares to lead the Artificial Intelligence (Al) revolution, it
is committed to building on this legacy. It envisages Al as “a big tool
to solve many problems simultaneously”, one that can drive economic
growth, strengthen public services, and address social challenges
while containing the associated risks.! Boosting the accessibility of the
technology and ensuring that no single player has a monopoly over it
are two critical priorities of the strategy. Similar to the development of
DPI, India aims to create a model in which the government invests
in platforms, enabling everyone to use the technology to innovate,
develop, and deliver products and services in a competitive and
collaborative manner.?

This approach aims to uphold competition and ensure interoperability,
promote the wuse of open-source technologies, install sufficient
guardrails, and enhance transparency, inclusion, and collaboration.®
Offering Al-as-a-service to its citizens will help accelerate its adoption
and foster innovation in this sector. India seeks to create a platform
where computing power, high-quality datasets, and a common protocol
and framework will be available for all.#

The IndiaAl Mission is currently building a comprehensive Al ecosystem
that encourages innovation by democratising computing access,
enhancing data quality, developing indigenous capabilities, attracting
top talent, enabling industry collaboration, providing startup risk capital,
ensuring socially impactful projects, and promoting ethical Al® It is
guided by the fundamental principles of openness and accessibility
across cloud platforms to foundational models to unlock public value
and prevent the vendor lock-ins that are common in the Al space.

India firmly believes in this vision of an open and decentralised
Al ecosystem. Indeed, democratising Al is a powerful pathway to
improving millions of lives and transforming sectors. It is also a force
for accelerating global progress towards the Sustainable Development
Goals (SDGs).5

Through the India Al Impact Summit’'s ‘Democratizing AI’ Working
Group,” India is helping lead the conversation on equitable access to
foundational Al resources. The overall objective is to promote inclusivity,
strengthen cooperation across the Global South, and ensure that the

benefits of Al are shared widely and sustainably around the world.




Introduction

The notion of democratising Al has multiple dimensions. It speaks
not only to who can access and use the tools, but also to who has
the resources and skills to build and adapt them, as well as who
is included in the processes that will shape its growth trajectory. In
essence, democratisation involves widening access to Al use, broadening
people’s participation in its development, and embedding inclusivity,
accountability, and transparency in Al governance.® Democratisation
is not merely a technological aspiration but a societal imperative. It
is central to building trust in digital systems, advancing equity, and
ensuring that the transition to an Al-powered world is grounded in
fairness and public value.®

This volume draws on the insights from a workshop organised by the
Observer Research Foundation in Kolkata in February 2025, on the
theme ‘Democratising Al: Towards Open, Decentralised Al Ecosystems’.
The chapters are based on the papers presented by leading Indian Al
scholars during the workshop; they have been grouped according to
four interlinked themes:

. Decentralising the individual components of the Al stack
. Unlocking downstream sectoral applications

. Responsible governance of open Al models

. Envisioning a responsible and open Al ecosystem

This edited volume, like the workshop that inspired it, reflects a shared
belief that the promise of Al cannot be fully realised through isolated
proprietary systems. Instead, real public value lies in building open,
interoperable, and decentralised Al infrastructure. Wide-ranging efforts
must be made across all stakeholder pools to retain Al as a public
good that is governed transparently and aligned with public interest.

By anchoring these discussions around decentralisation, sectoral
impact, responsible governance, and ecosystem-level thinking, this
volume represents a comprehensive roadmap for how Al can evolve in
a future-ready manner.

Basu Chandola is Associate Fellow, Centre for Digital Societies, ORF.

Anirban Sarma is Director, Centre for Digital Societies, ORF.
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AD’s Potential

to Power
Digital Public
Infrastructure

ew-age artificial

intelligence (Al) avatars
such as chatbots are becoming more popular
in the Global South due to their utility,
versatility, and human-like responses across
domains and thematic areas. The January
2025 launch of China’'s DeepSeek' (an
open-source, economical, and customisable
model of chatbot) has caused even greater
excitement about developments in the field.
The most intractable challenges in Global
South economies—among them, poverty,
malnutrition, climate change, socio-economic
inequalities—and the urgent need for digital

inclusion with equitable development have
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prompted these countries to seek and utilise the power of Al in public
service delivery with the hopes of driving faster social impact.

Many countries have already adopted Digital Public Infrastructures
(DPI) for faster, transparent, and efficient public service delivery. During
India’s presidency of the G20 in 2023, there was consensus on the
fundamental role of DPI in improving people’s lives and transforming
governance. India’s G20 task force report on DPI said, in part, “A DPI
approach to craft the growth of Al would involve publication of open
datasets via open API to train AI/ML models, creation of reusable Al
toolkits and publication of open models.”? Successful DPI deployment
at population scale include: India (Aadhaar digital identity and Unified
Payments Interface or UPI); Estonia (X-Road solution for data sharing,
e-Estonia platform for government services); Brazil (Pix Fast Payment
System); Thailand (National Digital ID, PromptPay digital financial
transactions DPIs); and Togo (using DPI to enrol digital IDs with India,
and collaborating with Estonia on data exchanges).

The integration of Al holds promise to further advance adoption,
efficiency, and user-centric public service delivery—as the creation of
DPI solutions for furthering financial inclusion and digital identity does
not guarantee efficient usage. For example, the World Bank’s Global
Findex Database reported that more than one-third of bank account
holders in India had an inactive account—Al tools can be tapped to
plug these digital inadequacies.®

This rest of this article outlines the merits of Al and its potential
to integrate with the success of India’s DPI stack in addressing the
prevalent digital and developmental challenges in countries of the
Global South. It highlights how Al and DPIs together have the potential
to power the future of digital economy growth. The article outlines
specific recommendations towards facilitating a safe and responsible Al
unification with DPlIs.

DPIs and the New Age of Al

DPI, as defined by the G20 Digital Economy Ministers Meet (DEMM),*
“is a set of shared digital systems that should be secure and
interoperable, and can be built on open standards and specifications to
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deliver and provide equitable access to public and/or private services
at societal scale and are governed by applicable legal frameworks and
enabling rules to drive development, inclusion, innovation, trust and
competition and respect human rights and fundamental freedoms.”

Perhaps the most comprehensible avatar yet of new-age Al technologies
are the conversational Al agents—referred to as Al chatbots—such as
ChatGPT. Al chatbots have become widely popular due to their ability
to crunch large amounts of versatile datasets (voice, text, audio),
and generate new knowledge and informational material in response
to simple user prompts.® Global South economies can harness the
potential of Al to find solutions to their development challenges.

Al chatbots showcase the potential to learn, understand, and integrate
complex socio-cultural datapoints, and provide personalised advisory
and consumable knowledge content services, such as the Kumbh
Sah’Al'yak? and Ama Krushi® chatbots that are serving diverse
population groups. Chatbots have thus demonstrated strong use-cases
for the uptake of Al technologies in Indian languages and local dialects.
It is now natural to imagine the possibilities of embedding Al into
the DPI ecosystem to open a new-age phenomenon of personalised
public service delivery for citizens.

There are two questions that need to be addressed: Does Al
hold potential to solve population-scale challenges such as water
conservation, malnutrition, poverty, primary healthcare access, and
climate change? If so, how can DPls plug into Al technologies to
achieve last-mile connectivity? These issues become more pertinent
as there are at least 500 million people in India who do not have

a Kumbh Sah’Al'yak is an Al-powered chatbot launched for Prayagraj Mahakumbh 2025 to enhance the
pilgrimage experience. Mahakumbh is celebrated every 144 years and is the biggest Hindu festival
with more than 450 million participating in bathing rituals. See: https://pib.gov.in/PressReleasePage.
aspx?PRID=2101679

b Ama Krushi is a free agricultural service provided by Odisha’s Department for Agriculture and

Farmer’s Empowerment. See: https://amakrushi.in/en/




AT’s Potential to Power Digital Public Infrastructure

a digital identity nor access to financial services. The following two
sections outline the challenges in scaling Al technologies in the social
sector space in the Global South, and the advantages that the DPI
tech stack presents towards a converging promise of DPI powering Al,
and vice-versa.

Al Adoption and Societal Challenges in the Global South
Network Connectivity

The successes of Al weigh on credible, high-speed bandwidth network
connectivity; the Global South, however, suffers from uneven networks
in rural and semi-urban areas. Internet penetration in India stands
at 52.4 percent.® India’s BharatNet,” Digital Bharat Nidhi, and PM-
WANI® initiatives aim to provide high-speed internet connection to rural
regions, especially the remote villages. However, distributed models of
connectivity such as the state-led model, private sector model, and
Central Public Sector Undertakings (CPSU) model, provide a bouquet
of WIFi services and create a complex set of scattered internet service
platforms without streamlined, consistent, and dependable internet
services in rural and remote areas. Al-embedded broadband services
can enable faster and 24x7 access by integrating internet services
and reducing prompt response times. It is not about mobile coverage,
but reliable 24x7 mobile connectivity over 4G/5G networks. This is a
prerequisite for the real-time usage of Al applications such as farmer
advisory services and medical diagnostics.

The need for broadband connectivity demands coverage not only at
the gram panchayat centres, but also at farmlands where there is real
need for a service advisory. Speed is the Achilles’ heel in powering
Al services at scale, and reliable public sector delivery depends on
promptness and real-time information exchange—as delays in healthcare
information can cost lives, and delays in farming information impact
crop yields. Real-time information is a key to elevating socio-economic
impacts and minimising financial and physical losses. The sparse
integration of public datasets, coupled with distributed networks with
varying network speeds are poised to complicate Al integration into
public service DPIs. Unreliable internet services would risk reinforcing
existing digital inequalities and creating Al dependencies on tech
intermediaries.
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High-quality socio-cultural datasets

The lack of high-quality datasets incorporating socio-cultural, linguistic,
and traditional diversity of the Global South poses challenges for the
deployment of Al. The absence of community-level social practices,
norms and customs can only lead to low-quality or bad output-based
(“hallucinating”) Al solutions. India’s diverse demography and rich
linguistic heritage present a challenge for Al as the digital footprint
is missing for these diverse datasets. Languages,® food, cultures, and
dressing styles change every few kilometres across the country, and
Al models must be trained on these socio-cultural datasets to provide
customisable and individualised services. Furthermore, the fragmented,
detached, and non-interoperable public datasets in government
departments stymie the creation of harmonised and systematic datasets
required to make and train Indic Al models.

Additionally, the public datasets available are not of high quality and
demand updating. They also need to be machine-readable: a fundamental
requirement for use by Al models. The problem is particularly acute for
datasets pertaining to vulnerable communities and marginalised groups,
as they are limited in availability in the digital format, if at all they
are existent. Thus, large, community-scale efforts and voluntary citizen
contributions are needed to collect and create high-quality socio-cultural
datasets in local languages and dialects with a higher level of data
processing infrastructure. The need is also for the automation of inter-
departmental data integration across socio-impact supply chains such
as agriculture and education, as each individual generates data with
different formats, structures, and diversity of representation for similar
characteristics.

The ‘localisation’ challenge for Al

Al models are trained on internet datasets and lack a local context of
cultures and social norms. Lack of local context creates hallucinations,®
biases, and inaccurate results. Localisation is critical for public service
delivery in the Global South and must start from the design stage
in the Al pipeline to incorporate all aspects of societal inclusivity.™
Incorporating ‘localisation’, such as tailored human values specific to

cultural, religious, and daily routine norms is critical. For example: to
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answer a personalised query regarding agriculture in a particular locality,
an Al chatbot requires highly trained models in the local dialect, with
the ability to integrate the multilinguality of speech. The inclusion of
localised cultural and societal contexts and norms with an inclusive
user interface could be highly beneficial to individual users.

Further, if farmers represent a low-literacy population group, the
chatbot will have to gauge the true interpretation of the nature of the
query as it can often be morphed in the emotional and cultural tone
of the question. Localisation presents a serious challenge in terms
of identifying cultural contexts, codification, as well as training and
customisation for the local population group in question. Al-integration
into public service delivery without localised datasets and diversified
knowledge from the Global South regions remains incomplete in itself.

Integrating Al with DPl and Data Pipeline: A Mutually
Beneficial Proposition

The DPI architecture, data pipeline, and new-age Al technologies
present a mutually beneficial confluence. The success of DPIs is rooted
in interoperability and open standards, independent of geography and
demography, and good data governance frameworks. The scale and
societal impact of DPls has been defined by the mobile revolution
and the advancements in internet service infrastructure, such as low-
cost bandwidth, hardware, and efficient data pricing. Al could take
advantage of DPI frameworks and dataset pipelines, and integrate
language technologies and computer vision to aid the personalisation
of public service delivery, and invariably catalyse the next phase of
DPI expansion. There are four points of confluence:

1. Public investments in Al to power DPI capacities: Investments
made in natural language processing (NLP)° to help understand and
process languages and dialects, such as the BHASHINI¢ programme

[ NLP models are essential for processing diverse languages, especially in multilingual countries like
India. Multilingual Al solutions help reduce the linguistic barrier to public services. See: S. Arora et al.,
“Challenges in Natural Language Processing for Multilingual Societies,” ACM Transactions on Asian
and Low-Resource Language Information Processing, 2021.

d BHASHINI is an Indian government project developed by MeitY under its National Language
Translation Mission (NLTM) to enable all Indians easy access to the internet and digital services in
their own language and increase the content in Indian languages. See: https://bhashini.gov.in/
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in India, and similar efforts by the Indian Institute of Sciences
(IISc), Bangalore® and Google’s Vaanif can support the development
of Indic Al models and use-case-specific solutions. These projects
can power customised Al Indic models and language datasets into
social welfare digital programmes and public services. They also
boost inclusivity and accessibility by providing customisable and
individualised information in local dialects for the convenience of
the those with lower literacy levels. India’s investment in safe
and trusted Al development will further enhance DPI capacities
by building digital trust in the use of Al language technologies in
public service delivery.

2. DPI datapoints to power Al pipeline, and vice-versa: Al’'s strengths
lie in the real-time analyses and processing of enormously
complex and unstructured datasets; real-time predictive modelling
and analytics and conveying the responses by undertaking human-
like conversational tasks such as question and answer, reasoning,
and search through a single interface, such as voice or text
prompt. This can help scale DPIs and, in turn, DPI datapoints can
be fed into a single Al data architecture layer. This would allow Al
models to constantly learn and churn out meaningful, updated, and
improved knowledge inferences that enable real-time information
sharing and decision making.

For example, the use of Al in digital payments can refine the
process of vetting the creditworthiness of an individual, based on
alternative datapoints such as utility payments, e-commerce digital
transactions, health data statistics or agricultural produce, thus
making micro loans accessible for individuals in the unorganised

e Speech recognition in agriculture and finance for the poor in nine Indian languages by the Indian
Institute of Sciences (lISc). See: https://respin.iisc.ac.in/

f Project Vaani, by 11ISc, Bangalore and ARTPARK, is expected to capture 150,000 hours of speech,
part of which will be transcribed in local scripts, to ensure linguistic, educational, urban-rural, age,
and gender diversity to propel language Al technologies and content for an inclusive Digital India.

See: https://vaani.iisc.ac.in/
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sector. The Data Empowerment and Protection Architecture (DEPA)
allows third parties to use consented financial data for the stated
purpose. The Al data layer on top can facilitate the advanced use
of DEPA-consented datasets aligned to a user’s profile from multiple
social scenarios, such as healthcare data, education, and other
DPI-enabled services. Thus, the congregation of multiple human-
centred datasets can continuously feed into a single Al-interface
data architecture layer, creating a human-reinforced learning loop
with sharper outputs and reduced hallucinations.

3. Al to power efficiency and innovation in DPIs: The reasoning
and verification ability of Al models across domains could be utilised
in amalgamating DPIls such as digital identity, digital payments and
consent analysis into a single public service delivery architecture.
For example, bringing together DPIs like Ayushman Bharat Digital
Mission (ABDM),® Agri Stack,' and DIKSHA' into an integrated
public service suite broadens the scale and scope of DPI citizen
engagement, and provides a wide range of advisory and information
services across sectors through a single user interface. Al can
accelerate and maximise the impact of existing DPIs by enabling
alternate digital interfaces such as voice and real-time biometrics
to access DPI services. The incorporation of public datasets onto
a common layer of data architecture can also attract Al startups
and SMEs to develop innovative DPI services on top. In addition,
Al integration with other emerging technologies such as robotics,
drones, and the internet of things (loT) has the potential to propel
economic growth by curating inter-sectoral public services over an
integrated pipeline of datasets built upon optimised and efficient DPI
architecture. Al integration with DPIs can advance context-specific
public service availability, power innovation, and demonstrate social
impact growth.

Ayushman Bharat Digital Mission is aiming to develop the backbone necessary to support the
integrated digital health infrastructure of the country. See: https://abdm.gov.in/

Agri Stack is a digital agriculture platform developed by the Government of India to integrate all
farmer-related data in one place. See: https://agristack.net/

DIKSHA: Digital Infrastructure for knowledge sharing platform. The platform can be used to design
and run programs for teachers, learners, and administrators. See: https://diksha.gov.in/
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4. Al to take advantage of DPI governance framework: Devising
ethical and responsible Al standards that effectively address the
spectrum of civil society concerns regarding public technologies
demands robust governance models to ensure privacy, secure data-
sharing, transparency, and citizen trust. In the essay, ‘Machines of
Loving Grace: How Al Could Transform the World for the Better,’®
Dario Amodei (CEO of Anthropic) mentions that “both the Al
companies and the developed world need to do their part as the
moral imperative is too great and demands collective effort.”

To this effect, good governance demands monitoring, evaluation,
and ensuring accountability of Al tools. Al technology can be
integrated into the DPI governance ecosystem for solutions like
digital payments or the Unified Payments Interface (UPI), which is
under the supervisory control of the Reserve Bank of India (RBI),
and adheres to national banking and financial frameworks. Thus,
Al integration into the DPIl governance ecosystem can be useful
in cementing digital trust in the use and adoption of Al at scale.
India’s IndiaAl mission approachi has already outlined a commitment
to drive equitable and responsible governance through its safe and
trusted Al pillar.

Conclusion

The countries of the Global South are looking to adopt Al technology
to scale up equitable digital socio-economic development. The
successes of DPIs have demonstrated the power of technology in
enabling public sector delivery in many developing economies. Imbibing
Al can further power DPIs towards customised and contextualised
public services. DPI frameworks have shown the promise of scale but
have yet to completely overcome the challenges of equitable digital
access, inclusion of socio-cultural norms, and targeted service delivery.

j The IndiaAl Mission aims to build a comprehensive ecosystem that fosters Al innovation by
democratising computing access, enhancing data quality, developing indigenous Al capabilities,
attracting top Al talent, enabling industry collaboration, providing startup risk capital, ensuring socially

impactful Al projects, and promoting ethical Al. See: https://indiaai.gov.in/
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Al holds the potential to transform this landscape. In turn, Al's need
for a big data pipeline can be met by DPIs, and in addition, DPIs can
provide avenues for ease of Al public adoption, effectively gaining their
trust. Thus, the integration of Al with DPIs can provide avenues for
responsible Al governance.

Al thinking in public service delivery can add value to new DPls in
the social sector. Al technologies hold the potential to streamline and
customise DPI service by integrating public interest design principles,
end-user needs, and local requirements. The government must remain
the digital-trust bearer for all new-age Al technologies and encourage
Al and DPI innovation through a trusted regulatory framework. Al
integration with DPIs holds merit for an equitable digital transformation
in the Global South and opens up a new world of opportunity for public
service delivery. It remains to be seen how Al technologies integrate
with DPI architecture and vision, and gain from each other in providing
a credible, equitable, and responsible digital service delivery ecosystem
built on digital trust.

Gaurav Sharma is a Research Associate with the TECHtonics project funded by the European
Research Council (ERC) at Humboldt University, Berlin; a Visiting Researcher at the Centre
for Digital Governance at Hertie School, Berlin; and a Policy Advisory Fellow at the Centre for
Responsible Al (CeRALin).
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Reimagining
India’s Al
Stack

he rapid transformation

of India’s Al ecosystem
is attended by unprecedented opportunities,
including innovation, economic growth, and
enhanced public service delivery. While
Al holds immense potential for societal
advancement, it imposes challenges, such
as biased outcomes, data privacy, job
displacement, and, more importantly, ensuring
safe, ethical, and responsible use. Moreover,
disparities in access to infrastructure,
resources, and funding could exacerbate
prevailing inequalities and hinder inclusive
development.
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The current concentration of data, algorithmic models, and compute
facilities within big technology companies and research institutions risks
marginalising smaller entities like startups and individual innovators. This
also limits innovations at the grassroots. This article draws inspiration
from India’s Digital Public Infrastructure (DPI) model to argue for a
decentralised Al architecture as a compelling pathway to navigate the
challenges arising from technological monopolies and unequal resource
distribution. This approach leverages DPI principles like interoperability,
open-source collaboration, and decentralisation to foster an inclusive Al
ecosystem in India.

Five components are required to develop and deploy an Al system:

+ Data: This enables an Al model to learn, predict, or generate
outputs

+ Models/Al gorithms: Mathematical frameworks that interpret data
and perform targeted tasks like prediction, classification, clustering,
and generation

+  Compute Infrastructure: Hardware infrastructure like GPUs and
cloud servers that train, test, and deploy Al models

« Tools and frameworks: Libraries and platforms that enable
Al developers to develop and deploy Al models and systems
effortlessly

« Silicon chips: A hardware component that powers Al compute
infrastructure

Most of these essential components are centralised in India’s Al
architecture: data lies with Big Tech companies and governments,
state-of-the-art models are developed and owned by technology
giants, and compute facilities are concentrated at elite research and
development centres or well-funded organisations. This concentration of
Al development creates technological monopolies, stifles innovation, and
exacerbates inequalities in access to data, computing, and applications
required for Al development, deployment, and monitoring." Rather than
relying on a centralised entity, it is thus essential that India adopts a
decentralised approach that enables the development and deployment

of Al models in a distributed fashion.
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Integrating Al in India’s DPI

India has already witnessed success in establishing a decentralised
DPI23—including the Unified Payments Interface (UPI),* the Aadhaar
card, the National Health Authority’s Ayushman Bharat Digital Mission
(ABDM), National Language Translation Mission (NLTM)’s Bhashini,®
and RBI-regulated® account aggregators—that has allowed for the
democratisation of various public services.

This DPI Stack can serve as a blueprint for reimagining India’s Al
stack. Extending the DPI principles of interoperability, open-source,
collaboration, and decentralisation to Al can lead to its democratisation.
Further, integrating Al in DPl for government and public services,
particularly in India’s priority sectors such as healthcare and education,
where Al can be utilised to identify eligible citizens and Al-powered
DPI can facilitate the seamless delivery of services or incentives to
these individuals, presents numerous opportunities to address India’s
uniqgue needs and challenges.

Figure 1. Improving Public Service Delivery by Integrating Al
in India’s DPI
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Decentralisation in Al ecosystems, too, has already been put into
practice in some parts of the industry. The most essential aspects
of decentralised Al are ensuring equally distributed access to
computational resources, open-source, high-quality datasets,” Al models,
and applications for a wide range of stakeholders. The decentralised Al
stack by SwarmZero,® for instance, consists of three interdependent
layers:

1. Knowledge layer: This includes data and models stored in a
decentralised manner. Decentralised data storage solutions offer
enhanced privacy by implementing techniques such as encryption
and secure multi-party computations over encrypted data. This
ensures that data and models are kept private while collaboratively
shared and accessed across the network.

2. Computation layer: This includes compute and storage components.
It provides the necessary capacities by enabling unused resource
sharing through peer-to-peer (P2P) networks. This approach reduces
reliance on centralised data centres and GPUs.

3. Application layer: This includes application programming interfaces
(APIs), Command Line Interface (CLIs), agents, assistants, and co-
pilots that allow developers to build domain-specific Al solutions on
top of the shared data, model, and compute capacities.

Additionally, decentralised Al also includes energy generation and
distribution, silicon chips for hardware, and other external factors that
are hidden in the Al lifecycle but impact Al diffusion and competition
globally.

a SwarmZero is an early-stage decentralised Al platform designed to empower Al creators and Al
providers in developing, deploying, and monetising Al agents. By leveraging blockchain technology
and a user-friendly interface, SwarmZero aims to democratise Al development, fostering a transparent
and collaborative ecosystem where Al agents can function autonomously and collaborate in “swarms”

to tackle complex tasks.
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Figure 2. Decentralised Al Stack
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The Current Landscape of Decentralised Al

Decentralised Al systems are built with numerous components to make
them secure, efficient, reliable, and collaborative. These range from
foundational technologies like blockchains, smart contracts, oracles,
to advanced computational models facilitated by federated learning,
coprocessors, peer-to-peer networks, zero-knowledge ML (zkML),
trusted execution environment ML (teeML), optimistic ML (opML), model
predictive controls (MPC), and homomorphic encryption methods. To
broaden our understanding, the following section will delve into a few
key technologies such as zkML and teeML—crucial for addressing the
most pressing challenge of data privacy and verifiable computation
within the decentralised Al ecosystem.

Zero-knowledge ML combines ML and zero-knowledge proofs (ZKPs)
to arrive at a decision and prove its correctness, respectively. It allows
the execution of ML models on remote hardware while generating
cryptographic proofs that validate the correctness of computations
without revealing sensitive model weights. ZKPs' enable one party
to prove to another that a given statement is true without revealing
any information beyond the validity of the statement itself. Thus, the
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zkML framework ensures that the weights of an Al model remain
confidential, thereby protecting sensitive information from unauthorised
access/unintentional disclosures. Overall, incorporating zkML offers the
advantage of model weight privacy, cryptographic proofs, and validation
of trust in trustless environments, which are key to the decentralised
Al lifecycle.

Yet, limitations like computational overheads, memory constraints,
scalability issues (linearly growing proof sizes), energy costs, increased
latency, and lack of fault tolerance make zkML implementations
unsuitable for certain contexts, like developing large language models
(LLMs)."? Researchers have proposed alternative techniques, such
as sampling consensus' and optimistic ML (opML),™ to address the
limitations of zkML. These techniques provide a more efficient means
of developing and deploying Al solutions, especially in terms of cost
and reliability. Another option is the split learning approach,’ which
divides a model into segments based on the nodes on which it is
processed thus preventing full data access at any single point.

Confidential computing (CC)'® is also an approach that provides a
promising solution to bridge the privacy gap. CC leverages hardware-
based TEEs''® to protect data confidentiality and code integrity on
remote machines. It provides an isolated and secure environment for
sensitive computations to take place without exposing model parameters
or data to other participants in the distributed network.

LLMs can also employ other decentralised learning techniques like
federated learning, where the model is trained across many local data
sources without transferring them. The federated learning environment
enhances data privacy and allows the model to learn from broader
datasets, aggregate the knowledge to the global model, and distribute
it back to the decentralised devices. Decentralising the data and
models can also solve the problem of high compute and training data
requirements of LLMs.

In this context, the concept of decentralised business and decentralised
financial (DeFi) systems,” which can operate without intermediaries
by using blockchains for transparency and security, has been widely

explored and implemented. DeFi models are now expanding beyond
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finance into other sectors. In healthcare, too, given its sensitive
nature, researchers are working to develop decentralised Al models
using a federated learning approach, such as for melanoma-nevus
classification.2>2" This approach allows each participating hospital
to train the Al model locally with their data, ensuring that sensitive
patient information remains within the institution, and model weights
are periodically aggregated using a weighted average based on the
amount of data each hospital contributes. Further, federated learning is
being explored for biomedical applications, such as emotion recognition
from electroencephalography (EEG) data, to address privacy concerns.

Similar ideas on implementing decentralised identity solutions for
healthcare systems are gaining traction too—for instance, Hyperledger
Fabric?® to store a patient’s health records with privacy protocols, or
openPHR Protocols for Personal Health Records (PHR) that divide
information into data blocks among participating devices. Experiments
have shown that these strategies improve security and privacy in
electronically stored and distributed health records.

Decentralised Al Platforms

SAKSHI,2 a decentralised Al platform, separates data, control, and
transaction paths using a ‘proof of inference’ layer for cryptographic
resistance against misbehaviours. This architecture of SAKSHI can
be visualised as a layered architecture that includes a service layer
(Al inference), a control layer (networks, compute, and storage), a
transaction layer (billing and metering), a proof layer (monitor and
resolve billing and metering—proof inference, proof ownership, and proof
of service delivery), a transaction layer (tokenless and incentives), and
a marketplace (price discovery) to efficiently address the challenges in
centralised Al services.

SingularityNET?* is a notable example of a decentralised Al marketplace
in which buyers and sellers exchange Al services via blockchain and
Al agents transact with each other using smart contracts. Innovative
features, such as the native token and decentralised governance model,
offer a more equitable and collaborative Al ecosystem, and contribute
to the robustness and ethical development of Al.
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Decentralised Al marketplaces like Bittensor?® promote autonomous Al
systems and collaboration. Bittensor offers an ‘intelligence marketplace’
where Al models, (referred to as ‘miners’ or ‘neurons’) compete to
provide the best solution to various Al tasks. The bittensor network
is structured into specialised subnets focused on Al tasks or domains
such as text prompting, image generation, etc. It also has a validator
to evaluate the quality of miners and a proof of intelligence (Pol) as a
consensus mechanism. This creates a global, open-source ecosystem

for Al development.
Enablers of Decentralised Al

Recent breakthroughs in efficiency have made decentralised Al
computing more feasible on smaller hardware. This shift is further
supported by the development of custom Al chips and software
abstraction frameworks, such as MLX and Triton, that reduce
dependencies on centralised hardware providers and enable Al
workloads to run efficiently on diverse platforms. Additionally, tools like
Ocean Protocol®® are pioneering decentralised data exchange protocols,
enabling secure and transparent data sharing and monetisation. This
approach empowers data owners to control and benefit from their data
directly.

Challenges to Transitioning to Decentralised Al

The transition from a traditional Al architecture to a decentralised Al
architecture does not only entail replacing a centralised approach with
open-source and distributed architectures. It invites a paradigm shift
in how Al systems are designed, developed, deployed, managed, and
governed. Figure 3 illustrates the various Al components and their
corresponding subcomponents and tasks that form the fundamental

blocks of a decentralised approach.
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Figure 3. Decentralisable Components of the Al Stack
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The inherent complexity of decentralised approach holds promising
potential for Al development and mitigation of risks associated with
a centralised approach. However, implementing it also poses systemic
challenges, ranging from technical, regulatory, and economic aspects to
socio-political ones.

Table 1 summarises some of the challenges presented by the adoption
and operationalisation of decentralised approaches.
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- Technical Challenges

1.1 Algorithmic
fragility in
distributed
environments

1.2 Scalability
issues—increased
latency during
training and
inference tasks

1.3 Data privacy

1.4 Interoperability
and Integration
Challenges

Due to the phenomenon of catastrophic forgetting, algorithms
can lose previously learnt information during incremental
updates and may encounter unexpected failures when trained
in a distributed setup. This issue is often exacerbated in
decentralised setups due to factors like data heterogeneity
across distributed sources and communication constraints,
leading to model drifts in local training environments.

Training tasks of large models like GPT-3 across
decentralised GPUs require synchronisation of gradients
across thousands of nodes, increasing latency when
integrated with real-time applications.

Inference tasks might also require more computation while
processing task-specific queries.

Model training and inference use cases involve personal or
proprietary information, which, when served without privacy
guarantees, can increase model theft or data disclosures.

Data schemas and metadata format mismatches, different
model interfaces (proprietary Al vs. open-source Al), and
hardware heterogeneity in decentralised networks increase
development complexities.

- Regulatory and Governance Challenges

2.1 Jurisdictional Compliance with different legal regimes when operating
boundaries on a decentralised Al stack is critical. For instance, data
anonymisation requirements differ between the EU’s Al Act
and India’s DPDP Act.
2.2 Subjectivity in Al A lack of centralised oversight across decentralised units
Governance leads to increased susceptibility to subjectivity in Al outcomes
(bias and fairness issues).
b Catastrophic forgetting: Al model trained to perform Task A will forget Task A when it is later trained

on Task B.
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_ Economic Challenges

35l Tokenisation Compute infrastructures are controlled by Big Tech, which will
pitfalls and impact vendor lock-in situations.
resource
concentration

3.2 Data contribution  Inadequate or no compensation for data contributors can
incentives increase the gap in acquiring contextual data to train Al

models for a decentralised stack.

3.3 Algorithmic The complexity of LLMs makes model training and querying
complexities very expensive. As the complexity of the algorithms
increases, training or querying tasks incur more resources,
which eventually increases the cost of establishing
decentralised Al stacks.

- Environmental Constraints

41 Energy Emerging technologies like Al, 10T, and blockchain are
consumption and  energy-intensive. If devices used for decentralised data
carbon footprint storage and compute capacity are not optimised for efficiency,

it can lead to adverse environmental impacts.

4.2 E-Waste Rapid advancements in Al and blockchain technologies
generation can result in shorter device lifecycles, increasing e-waste
generation.

IndiaAl: A Framework for a Decentralised Al Stack for India

Given the numerous challenges facing Al use worldwide, India must
develop a safe, responsible, ethical, and trustworthy Al ecosystem that
benefits its diverse population. The Al Standardisation Committee of the
Department of Telecommunications, Government of India, has proposed
a framework for an Al stack® that addresses the issues and challenges
related to Al development and deployment in India’s Al ecosystem.
The stack, presented in Figure 4, aims to be implementable across
all sectors while ensuring critical features of equitable Al like well-
defined data structures, data privacy, data protection, data federation,
data minimisation, open algorithm frameworks, protocols and interfaces,
robust monitoring, auditing mechanisms, ethical values, digital rights,
and trustworthiness.
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Figure 4. DOT’s Indian Al Stack
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DoT’s Al stack is organised into five primary horizontal layers—
infrastructure, storage, compute, application, and data—with a dedicated
vertical layer for security and governance. This layered approach aims
to promote transparency, interoperability, and inclusivity while addressing
concerns related to bias, data protection, and model explainability.

The IndiaAl mission®' seeks to operationalise India’s Al stack through
public-private partnership-based investments and innovations in Al
One key aspect of the mission is the empanelment of 10 cloud
service providers,®? which will pave the way for Al researchers and
practitioners to access compute resources in a distributed environment
at subsidised rates, allowing them to process data and train Al models
of their interest. Similarly, the IndiaAl mission also encourages the
development of indigenous Al models® that will be made available for
the public to access, modify, or improve according to the unique needs
of India’s Al ecosystem.

Policy Recommendations

As the Indian government undertakes initiatives and efforts to shape
the national Al ecosystem, it must explore and experiment with various

socio-techno-legal frameworks for a safe and sustainable decentralised
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Al stack for India. The following section presents recommendations
for governments, policymakers, and Al practitioners as they reimagine
democratising Al through the lens of a decentralised Al stack.

1. The following aspects must be kept in mind when implementing a
decentralised Al stack for the country:

a. Decentralised Al systems will require standardised interfaces
and protocols to coordinate Al tasks across distributed nodes.
Communication standards must also be established for data
and model synchronisation during federated learning operations.

b. Organisations and researchers will need clear guidelines and
training for adopting these protocols, as technical challenges
and policy compliance issues could arise during the transition
from existing centralised AI/ML ecosystems to decentralised
models.

c. The government will need to develop and establish transparent
policies for dynamic resource allocation. Further, the operational
expectations for the distributed compute resources must be
formally defined and disclosed to all relevant stakeholders:

i. Availability of data, compute, and storage resources must
be presented to the requesting entities.

i. Accessibility standards for diverse user groups must be
defined.

iii. Costing and technical readiness must be assessed for
operating and maintaining an Al system in a decentralised
mode.

iv. Metering mechanisms must be built to track GPU
ulitisation, energy consumption, and service health across
the decentralised nodes. These kinds of resource monitoring
mechanisms can be built on the transaction layer in the Al
stack.

d. Along with numerous opportunities, decentralisation presents
numerous risks. Governments and practitioners will need to
develop guidelines and tools to prevent misuse of openly
available Al models and data, and conduct impact assessment
and risk compliance and assessment in line with the DPDP Act
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and DPDP Rules 2025. In this context, it will also be essential
to establish accountability for Al outcomes and failures in the
decentralised setup and promulgate cybersecurity guidelines.

e. Testing and auditing guidelines must be formulated to assess
the models developed and deployed in a decentralised setup.
An incident reporting and response mechanism to address
the failures or defects encountered by the decentralised Al
components would be highly beneficial in this regard.

f. Human-centric values and sector-specific practices must be
integrated in the decentralised approach. For instance, while
training a disease diagnostic model for a healthcare application,
there must be provisions for the patients to:

i. Grant or revoke consent or permissions for using their
data for Al model training. This would need a granular
consent management system built on top of a consent
management protocol or sector-specific policies or laws.

ii. Receive incentives or benefits when their anonymised
information is added to the training data from an
underrepresented community and has a significant impact
on improving the model accuracy.

iii. Get notified and time-bound data usage beyond the
consented period. Provisions for auto-data deletion upon
consent expiry or withdrawal should be investigated.

iv. Share data across devices in a distributed setup with
zero-knowledge proof protocols without compromising data
privacy and security.

g. A participatory approach must be fostered in building a
decentralised setup. The government must initiate a public
consultation on public-sector cybersecurity  governance, risk,
and compliance to ensure applications developed for large-scale
adoption are governed appropriately.

2. Reimagining the Decentralised Al Stack with an inclusive marketplace
for Al components from the perspective of IndiaAl Mission:

a. IndiaAl compute capacity, partially built along the lines of
the decentralised model, can be optimally decentralised by

considering the above aspects.




Reimagining India’s AI Stack

b. IndiaAl Dataset Platform - AlKosh - offers domain-specific
datasets curated for domain-specific applications and compliant
with India’s DPDP Act. These open datasets and models
available can be leveraged for developing Al solutions using
the decentralised Al stack.

c. IndiaAl Application Development Initiative - aims to develop
various sector-specific indigenous Al models and applications.
There should be transparent policies to monitor, report, and
reuse the models and applications in a decentralised setup.

d. IndiaAl Safe and Trusted Al - aims to develop a safe and
trustworthy Al ecosystem, and can focus on developing tools
and frameworks required for managing the decentralised Al
stack.

By addressing these aspects, India can develop a robust and
decentralised Al stack that can achieve the vision of democratising Al
in a safe, inclusive, ethical, and responsible manner.

Geetha Raju is Senior Policy Analyst - Al & Data, Centre for Responsible Al, Indian Institute of
Technology Madras.
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rtificial Intelligence

(Al) is regarded as a
transformative technology similar to electricity.
Al solutions are projected to add US$15.7
trillion to global GDP by 2030, potentially
increasing it by 14 percent through increased
productivity and new market opportunities
across various sectors and industries.' In July
2023, a Workday survey covering 1,000 global
organisations found that over 90 percent of
organisations currently use Al to effectively
manage personnel and finances, automate
a host of internal functions and operations,
and augment decision-making.?2 Al-powered
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chatbots and virtual assistants provide 24/7 customer support, improving
response times and customer satisfaction. Generative Al, in particular,
has been found to increase highly skilled workers’ productivity by nearly
40 percent compared with workers who do not use it.® However, Al
potentially displaces jobs with highly repetitive tasks in various sectors
while creating new job opportunities—this necessitates skill upgrades
and trainings worldwide.*

The landscape of Al technology design and development is also
undergoing a profound transformation due to widespread challenges
from external and internal requirements. While centralised cloud-based
Al models have dominated recent advancements, a growing movement
advocates decentralising Al components due to concerns around ethics,
bias, transparency, accountability, privacy, security, and governance,
seeking to distribute computational power, data ownership, and model
development across a network of participants and stakeholders.® For
example, the concentration of vast amounts of sensitive data within a
few organisations creates monopoly and privacy risks, limiting the Al
potential for the larger good.

Indeed, there are a number of issues in current Al technological
developments. First, according to the California-based Identity Theft
Resource Center, there was a record number of reported data breaches
globally in 2023, with sensitive personal data exposed in numerous
incidents.® This illustrates the vulnerability of centralised data storage
for massive Al datasets. Second, the dominance of a few tech giants
in Al development raises concerns about algorithmic bias and a lack of
transparency in technology design and development. Studies highlight
the pervasive bias problem in Al systems, often stemming from skewed
training data.” Third, the centralised Al design and development model
can limit access to Al technologies for smaller organisations and
individuals.® The lack of adequate resources required for the deployment
of Al potentially hinders innovation in less technologically advanced,
underrepresented, and low-income stakeholders and countries, resulting

in perpetuated inequalities in harnessing Al's benefits regionally.®
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To boost the democratisation of the technology, the development
process of Al systems must be modular and interdependent in a
layered format called the Al stack to address its black box nature,?
the challenges of centralisation, and transparency issues.”® A stack
is a collection of technologies, frameworks, infrastructure aspects,
services, and modules that facilitate the development of Al products
and services by layering components to support the end-to-end Al
product lifecycle." It comprises several layers: data collection, model
development, deployment, governance, and utilisation.

Traditionally, the functions associated with these components are
controlled by a handful of entities in North America, Europe, and East
Asia, raising concerns about digital sovereignty and fair Al access,
particularly for stakeholders having fewer resources and access
to technology globally, and specifically in the Gilobal South.'? The
development of decentralised Al systems and democratising access
to several parts of the stack present a compelling alternative. By
distributing data, computational power, and model development across
a network of participants, decentralisation aims to enhance privacy,
improve security, and democratise access to AL If clear commitments
to “democratising Al” and productive discussions of concrete policies
and trade-offs are to materialise, it will be imperative to recognise the
principal role of democratising the Al pipeline. In other words, the Al
Stack and working on a modular approach in navigating trade-offs and
risks across decisions around the Al use, design, and development,
and sharing profits will be key.™

Overview of the Current Landscape and Al Stack

Over the last couple of years, discussions surrounding Al democratisation
have been amplified worldwide due to the transformative nature of
the technology and its far-reaching implications on individuals and
societies.’® Leading Al companies such as Stability Al Meta,”

a The ‘black box’ nature of Al refers to the fact that the internal decision-making and modelling
processes of Al systems are opaque and difficult to understand, even for the developers who built
them.
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Microsoft,’® and Hugging Face'™ are talking about their commitment
to democratising Al. Yet, it is not always clear what they mean. The
term ‘Al democratisation’ is being employed in various ways, causing
stakeholders to speak past one another when discussing the goals,
methodologies, risks, and benefits.?® Several types of Al democratisation
are commonly discussed, such as the democratisation of use, the
democratisation of development, the democratisation of access and
profits, and the democratisation of Al governance.?' Al democratisation
is a multifarious and sometimes conflicting concept that should not be
conflated with improving Al accessibility alone. According to Stanford
University’s Al Index 2023 report, over 75 percent of large-scale Al
models are owned and controlled by just five technology companies.??

Furthermore, 80 percent of Al computing power is concentrated in a
handful of cloud providers, highlighting the risk of monopolistic control
over Al development and access.?® Like other tech stacks in software
development, the Al stack organises the elements into layers that work
together to enable efficient and scalable Al systems to be deployed in
real-world situations. The layered approach breaks down the complex
process of building Al solutions into manageable components, allowing
teams to focus on individual aspects without losing sight of the
bigger picture and making it easier to identify dependencies, allocate
resources, and address challenges systematically over the Al product
lifecycle. The detailed Al stack or Al pipeline layer information is as
follows:

1. Al Infrastructure Layer: This foundational layer aggregates all
Infrastructure as a Service (laaS) resources, including specialised
accelerators such as graphics processing units (GPUs), tensor
processing units (TPUs), and field-programmable gate arrays
(FPGAs). It incorporates the underlying hardware environment that
delivers the computational power, storage capacity, and network
communication essential for supporting Al-driven applications.*

2. Al Platform Layer: Situated above the infrastructure, this layer
integrates Platform as a Service (PaaS) functionalities, MLOps
(Machine Learning Operations) practices, and the Intelligent
Engagement Platform (IEP) to manage the full lifecycle of Al
applications. It enables model development, evaluation, deployment,

and monitoring, while ensuring continuous integration (Cl), continuous
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delivery (CD), and continuous testing (CT), thereby streamlining the
sustained execution and maintenance of Al applications.?®

Al Framework Layer: This layer encompasses a wide range of
Al frameworks designed to accelerate the creation and deployment
of Al-enabled applications. It includes tensor-based computing with
GPU acceleration, automatic differentiation systems, and pre-built
libraries such as PyTorch, Scikit-learn, TensorFlow (developed by
Google for deep learning), NumPy (for multi-dimensional arrays and
mathematical operations), Keras (for neural network development),
Pandas (for data handling and analysis), Matplotlib (for data
visualisation), SciPy (for scientific computing), and OpenCV (for
computer vision tasks such as facial recognition). Additionally, this
layer offers pre-built models, such as neural networks (NNs), to
facilitate faster development.2

Al Algorithm Layer: At this level, a collection of open-source
or customised algorithms is provided, covering domains such as
supervised learning, unsupervised learning, and reinforcement
learning. These algorithms form the foundation for addressing
problem-solving, decision-making, and predictive tasks in Al
systems.?

Al Data Layer: This layer focuses on data management through
Data as a Service (DaaS) and DataOps platforms. It unifies
diverse data architectures to support the complete data lifecycle,
offering preprocessing tools, feature engineering capabilities, and
mechanisms for handling both internal and external data sources. It
also accommodates heterogeneous data types, including stationary
and non-stationary datasets.?

Al Service Layer: This layer delivers a variety of ready-to-use,
general-purpose application programming interfaces (APIls) for Al-
enabled services. These APIls facilitate the transfer of information
or raw data, allowing integration with existing IT systems and
enterprise applications to provide solutions at higher operational
levels.?®

Al Solution Layer: Positioned at the top, this layer delivers Al-
enabled solutions tailored to specific business domains. It allows
business analysts and domain experts to design and deploy
sector-specific applications, thereby enhancing the adoption of Al
capabilities across industries and organisational settings.®
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The Al stack model delineates the functional responsibilities of each
layer and enables interoperability across vendors. By conforming to
common standards and requirements, vendors can design products
and services at a specific layer, utilise services from the underlying
layer, and provide consistent service interfaces to the layer above. This
approach reduces reliance on a single vendor for end-to-end solutions
spanning hardware to applications, thereby mitigating the risks of
vendor lock-in and opportunistic exploitation.

In recent years, major cloud service providers have intensified their
involvement in the Al-as-a-service (AlaaS) domain by integrating
cloud offerings with fundamental Al components, including large-
scale datasets, advanced learning algorithms, and high-performance
computing hardware.®' Although AlaaS allows organisations to access
Al capabilities without substantial initial investment, several pertinent
barriers continue to impede the development of effective Al systems.3?
For instance, current AlaaS solutions are predominantly delivered as
proprietary, bundled packages, which restrict interoperability among
vendors, reinforce vendor lock-in, and exacerbate concerns over
centralisation and limited democratisation of Al development.®

Moreover, the tightly coupled nature of components across layers
constrains extensibility, reducing developers’ ability to flexibly adopt
the most suitable Al components for practical deployment. Such
bundled offerings are frequently regarded as closed ecosystems that
limit engagement from the open-source community, elevate switching
and lock-in costs, and generate long-term risks of incompatibility and
migration challenges across vendors.3

Assessment and Analysis

When analysing the Al stack to democratise the technologies, there is
a need to integrate the principle of decentralisation and democratisation
in each layer. The decentralisation of the Al Stack is a rapidly evolving
field that aims to address critical limitations inherent in centralised Al
and intertwined architectures. Traditional Al systems are predominantly
structured around centralised models, where data storage, model
training, and inference occur within the centralised infrastructure of a

few powerful and limited entities. While this has facilitated progress
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in Al research and deployment, it raises concerns about scalability,
privacy, security, fairness, as well as the monopolisation of data, Al
models, technology, and computational resources.

There are several aspects to achieving Al democratisation through
decentralisation. Initially, the democratisation of Al use was considered
the end product. The true democratisation of Al technology is the
democratisation of data, Al design and development, the democratisation
of Al profits, and the democratisation of Al governance.® Several
organisations are expressing their desire to democratise Al, but it is
not clear which aspect of the democratic stack they are referring to.

1. Towards Democratisation and Empowerment: The democratisation
of Al usage makes Al technology more manageable for many
people. For example, Stability AI® has been a champion of Al
democratisation. The company proudly describes its main product,
the image generation model Stable Diffusion, as “a text-to-image
model that will empower billions of people to create stunning art
within seconds.” Some Al tools have limited benefits but pose
manifold risks if widely accessible. For instance, Al for drug
discovery can be misused to create toxins. Controlled access
ensures benefits without enabling harm. Restricting access to high-
risk Al does not necessarily hinder democratisation.

2. Expanded Participation in Al Design and Development: Al
democratisation focuses on expanding participation in Al design
and development, enabling a broader range of people to contribute.
This approach aims to accelerate innovation within a safe Al
ecosystem by implementing policies that prevent harm, misuse,
and misalignment. Concerns about monopolisation by a few leading
Al labs and their narrow developer demographics drive calls for
democratisation. Expanding participation can help ensure that
Al systems perform equitably across diverse ethnic, geographic,
cultural, and professional backgrounds, ultimately fostering Al
applications that address a wider range of global needs.

3. The Promise and Peril of Openness: The open-source movement
seeks to advance Al development by creating openly available
frameworks and datasets, as well as designing tools accessible
to a wider community. Such openness allows for a larger and
more diverse range of contributors to engage in the innovation
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process. However, it simultaneously introduces risks, including
malicious exploitation, model tampering, and the difficulty of
enforcing effective safeguards, thereby necessitating external
evaluation mechanisms. Broad participation, including academics,
independent developers, and smaller research groups from varied
disciplines and geographic regions, offers critical opportunities for
external oversight and rigorous auditing. By enabling wider access
to models for study and evaluation, Al laboratories can distribute
auditing responsibilities across a larger and more diverse pool of
developers than would be feasible within a single institution. This
broader scrutiny increases the likelihood of identifying weaknesses
or flaws, ultimately contributing to the development of safer and
more reliable Al systems.

4. Good Practices and New Risks: To foster meaningful participation
in Al design and development, several practices can be adopted.
These include model sharing, providing computational resources,
and supporting collaborative projects. Model sharing encompasses
access to their code and weights, as well as the ability to query,
modify, and analyse them. While such transparency is crucial for
enabling external auditing and research, it also heightens the risk
of misuse by malicious actors. For this reason, access to certain
high-risk models may need to be restricted. For instance, Meta
opted to regulate the distribution of its large language model
LLaMA, granting access to academic researchers and a few others
“to maintain integrity and prevent misuse.”®

5. Improving Access to Compute: Large Al models need to have
tremendous computing access (and other technical infrastructure.)®®
Accordingly, democratising development may also require
improvements to computing access. However, restrictions on
computing can also be leveraged to help minimise the misuse of
powerful Al by limiting the ability of prospective malicious actors
to build or modify large models. Therefore, decisions to provide
multiple compute resources should involve adequate risk-benefit
analysis, just like decisions to open-source Al models.*

6. Project Collaboration and Coordination: Democratising Al
development is not just about providing resources and assuming
that people will participate. Effective input elicitation often benefits

from dedicated project coordination and support. For example, the
BigScience project was a collaborative effort coordinated by the Al
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startup Hugging Face.*’ BLOOM, another collaborative project, was
created for a year by a global coalition of over 1000 volunteer Al
developers, yielding a functional LLM in 46 languages.*?
Educational and Upskilling Opportunities: The democratisation of
Al development can also be furthered by expanding the community
of people capable of contributing to Al design and development
processes. For instance, investment in computer science and
machine learning (ML) educational resources is essential for
establishing talent pipelines and narrowing the Al divide between
the Global North and South.*

Assistive Tools: Another option for expanding the community of
prospective contributors is to lower barriers to participation in Al
development activities by making it easier for people with minimal
programming experience and little familiarity with ML to participate.
This could be done by providing tools to enable those with less
experience and expertise to create and implement machine-
learning applications. For example, Microsoft, Google, H20, and
Amazon have developed “no-code” tools that allow people to build
personalised models for their needs without prior coding or ML
experience.*

Emerging Decentralised Technologies: Emerging decentralised
technologies, such as blockchain, federated learning (FL), peer-to-
peer (P2P) networks, and decentralised autonomous organisations
(DAOs), should be proactively explored as alternatives that
distribute Al-related processes across multiple nodes, mitigating the
risks associated with centralisation. Federated learning, for instance,
allows model training on distributed devices without sharing raw
data, addressing privacy concerns.*® Blockchain technology offers
potential solutions for secure data storage, transparent model
auditing, and the creation of decentralised Al marketplaces.*
According to research by MarketsandMarkets, the federated
learning market is seeing growth, with an expected increase in its
market size. However, the path to a decentralised Al ecosystem
has its obstacles. Technical challenges include data distribution and
management, distributed model training, and resource constraints
on edge devices. In healthcare, Google’s Federated Learning for
Mobile Health initiative has demonstrated a 40-percent reduction
in data transfer needs while maintaining high predictive accuracy.*”
However, FL is not without challenges. Synchronising models
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across distributed nodes leads to increased network overhead and
computational costs. FL models can experience accuracy degradation
due to heterogeneity in data distributions across nodes.*

Limitations and Challenges of Al Stack Democratisation

Unlike centralised Al systems, where bias detection and mitigation
techniques can be applied to a single data source, decentralised Al
models aggregate data from multiple, often heterogeneous, sources,
increasing the risk of algorithmic bias. A recent study from Stanford
University’s Human-Centred Al Institute found that federated learning
models trained on diverse datasets exhibit a higher demographic
bias than centralised models, emphasising the need for fairness-
aware decentralised training mechanisms.*® The economic and financial
implications of decentralising Al are also noteworthy. Implementing
decentralised Al solutions requires higher investment in distributed
infrastructure, edge computing capabilities, and novel data and model-
sharing incentive models. The World Economic Forum estimates that
transitioning to decentralised Al architectures could increase operational
costs by up to 50 percent in the short term before cost efficiencies
emerge.%

Ensuring trust in decentralised Al requires technical solutions and an
understanding of human psychology and decision-making. Research
suggests that trust in decentralised Al systems is 30-percent lower than
in centralised Al models, mainly due to the lack of a single accountable
entity.® Bridging this trust gap necessitates transparent model
explainability, decentralised audit mechanisms, and community-driven
oversight frameworks. Another challenge lies in energy consumption
and sustainability. Decentralised Al models, particularly those leveraging
blockchain or distributed ledger technology, often require extensive
computational power, leading to high energy consumption.’? This
raises concerns about the environmental impact of decentralising Al,
necessitating research into energy-efficient consensus mechanisms and
sustainable computing practices.

In terms of Al governance in decentralised systems, it presents a unique
challenge. Pertinent questions include: Who owns the Al models? And

who is responsible for biases, errors, or unethical decision-making?®®
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The European Union’s Al Act and the United States’ (US) Al Bill of
Rights are beginning to address these questions, but decentralised Al
further complicates legal accountability. One hurdle in a decentralised
Al stack is the lack of standardised protocols and interoperability
among Al models, datasets, and computing environments. According
to a report, over 60 percent of Al-driven organisations struggle with
integrating decentralised Al solutions due to compatibility issues.>

The Global South often faces data colonialism, where indigenous
data is harvested without benefiting local communities. Decentralised
data collection through data trusts and cooperative ownership models
can provide a solution. Al training requires immense computational
resources, typically housed in hyperscale data centres in the Global
North. Countries in the Global South lack such infrastructure, making Al
research and application development dependent on external resources.
Developing countries in the Global South spend billions annually on Al
services from foreign providers. By fostering local innovation through
decentralised frameworks, nations can retain economic value, reduce
dependency, and promote domestic Al entrepreneurship. Governments
should mandate open-access Al models trained on regional datasets.

Recommendations

This study explores decentralised Al in the stack, emphasising the
need for interoperability, transparency, inclusivity, security, and resource-
efficient Al deployment.

1. It introduces a layered Al tech-stack model that offers flexibility
in implementation by reducing vendor lock-in, supporting open-
source Al tools, and facilitating seamless integration with enterprise
IT systems. The model prevents dependency on proprietary Al
solutions, enabling organisations to select Al tools based on
specific needs. The structured layering helps define Service Level
Agreements (SLAs), ensuring fault tolerance and smooth deployment.
On-demand, pay-per-use Al resource allocation reduces financial
and operational burdens. Open-source support and MLOps/DataOps
frameworks enhance Al system updates and maintenance.

2. The proposed analysis offers managers a framework to assess
Al capabilities, make informed decisions on in-house development
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vs. outsourcing, and streamline Al adoption across organisational
units. The model clarifies Al component layers, enabling targeted
assessments for enterprise needs. Stakeholders can evaluate Al
readiness and determine the required resources for implementation.
Managers can leverage this framework to identify gaps, manage Al
risks, and optimise affiliated investments.

3. The Al stack should ensure advancing secure and interoperable
systems to reduce reliance on centralised systems; this study
suggests decentralising Al components and providing secure,
transparent, and equitable access. Key strategies include
standardised protocols for interoperability, developing open-source
standards (e.g., APls, communication frameworks) to prevent vendor
lock-in, and enhancing Al stack integration. Secure, decentralised
platforms allow data owners to monetise and control access,
ensuring ethical Al usage. Federated learning standardisation
establishes protocols for privacy and Al training, which enhances
decentralised Al adoption. Decentralised access control, audit
mechanisms, and transparent Al governance strengthen trust and
accountability.

4. Decentralised Al stacks and systems must address infrastructure
limitations, particularly in resource-constrained environments like
the Global South. Shifting Al processing to edge devices (loT,
mobile) reduces reliance on centralised servers. It develops local
and lightweight Al models that function efficiently on low-power
devices, supporting broader adoption. Collaborative Al development
with Open-source tools and cooperatives encourages shared model
training and data access, bridging Al disparities between the Global
North and Global South.

Organisations can efficiently develop and deploy Al by leveraging
Al tech-stack models, decentralised frameworks, and collaborative
ecosystems while ensuring equitable access and security. Policymakers,
researchers, and industry leaders must work together to standardise
Al governance, enhance accessibility, and reduce the technology’s
dependency on centralised infrastructures.

Sachin Kumar is Assistant Professor of Computer Science at Cluster Innovation Centre,
University of Delhi.
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rtificial  Intelligence (Al),

particularly in the realm
of Machine Learning (ML),® presents immense
potential for India, not only in terms of
technological advancement but also as a
novel approach to tackling some of the most
pressing challenges confronting the country
today." It is a pivotal force in ushering in a
new age of innovation, steadily embedding
itself within the fabric of everyday existence.
India is transforming the discourse on Al

a Machine Learning (ML) is a subset of Al that focuses on creating computer algorithms that enhance

themselves through data analysis and experience. It allows computers to learn from data and make

inferences or predictions without being programmed. These algorithms improve with use, processing

more data to make them more precise and efficient.
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by making it accessible to all, and not just a privileged few.2 The
government is implementing a future-forward Al strategy to make Al
development accessible to every aspiring innovator, student, and startup
across the country, intending to position India as a global leader in the
domain.

This article delves into the revolutionary possibilities of Al and ML
in India, specifically examining how they could propel technical
advancement, social and economic progress, and inclusive prosperity.®
From agriculture to extension® and science communication, it delves
into how India’s strategic Al projects are tackling national concerns,
democratising access to tools, and nurturing grassroots innovation
while assuring equitable and ethical adoption. The study also examines
India’s roadmap to become a worldwide leader in AL*

Research to Real-World Applications

The history of Al begins with English mathematician Alan Turing’s
questioning of machine intelligence in 1950. His work on code-breaking
machines like the Bombe revealed that machines could perform tasks
traditionally requiring human intuition, prompting him to explore whether
such machines could be considered as “thinking.” Turing’s influential
paper of 1950, “Computing Machinery and Intelligence,” shifted the
debate from metaphysical discussions to practical evaluations, introducing
the Turing Test.® Additionally, the limitations of early computers and
the burgeoning complexity of postwar scientific disciplines fostered the
development of Al, aiming to create machines that could reason and
learn, addressing the limitations of traditional technology.t Ultimately,
Turing’s question emerged from the intersection of philosophical
reflection, wartime advancements, and the recognition that existing
machines needed to evolve to meet the demands of modern rational
governance and scientific enquiry.”

Agricultural extension is an education and support system for farmers to access, understand

and apply scientific knowledge, new technologies, and practices for improved livelihood of

smallholder farm families. It serves to bridge the gap between research and farming communities in

terms of information dissemination, troubleshooting with a view to capacity building.
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The subject matter has evolved through two global phases, the Al
winter and the Al spring.® The Al winter (1950-90) was marked by
reduced interest in Al research, failures in machine translation, the
abandonment of networks and projects, and the withdrawal of funding
from programmes like DARPA (Defense Advanced Research Projects
Agency) and the Strategic Computing Initiative.® However, since the
‘90s, there have been strides in Al, particularly through self-driving cars,
chatbots, and digital assistants. Despite warnings of “digital slavery”,
technology pioneers have urged countries to prepare for Al disruption
and develop adequate safeguards to minimise potential risks. However,
a separate stream of related literature is being developed to focus on
the transparent and responsible deployment of Al.1°

In India, Al research began in the 1960s when Prof. H. N. Mahabala,
upon his return from the Massachusetts Institute of Technology (MIT),
introduced a course in Al at IIT Kanpur. The Indian government, in
partnership with the UN Development Programme (UNDP), launched
the Knowledge-Based Computing System (KBCS) programme in the
1980s as part of the Indian Fifth Generation Computer Systems
(FGCS) research programme. Institutes like the Indian Institute of
Science (lISc), IIT Madras, Indian Statistical Institute (ISI) Kolkata, and
the Tata Institute of Fundamental Research (TIFR) were established as
nodal agencies to develop critical aspects of Al in India. Between 1986
and 1995, these centres received INR15 million in funding, producing
approximately 15 PhDs and employing 20 to 35 full-time researchers.
A number of Al-based applications have emerged, including IIT Madras’
‘Eklavya’, a knowledge-based programme designed to support community
health workers in diagnosing symptoms of illness in toddlers, CDAC’s
‘Sarani’, a flight scheduling expert system, and 1ISc ‘s Computer
Vision-based image processing facility. India’s R&D capabilities in Al
have grown steadily from 2010-16, with national institutes like [ISc,
IIT (Bombay, Delhi, Madras, Kanpur, Kharagpur), IlIT Hyderabad, and
ISI Kolkata ranking among the top universities and research institutes
for Al in India.” India ranks 10" globally in terms of the number of
PhDs in Al, and 13" in terms of presentations in top Al research
conferences. However, challenges remain in developing, adopting, and

using Al in India.”™
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Between 2010 and 2016, universities in the United States (US), China,
and Japan dominated Al research by offering new courses, establishing
research facilities, and forming industry partnerships. Chinese universities,
particularly Peking and Tsinghua, followed suit by utilising public funding
and extensive partnerships with private companies, demonstrating their
early leadership in Al research.’ Countries are increasingly recognising
the economic and social benefits of Al development and application.
China and the United Kingdom (UK) predict that 26 percent and 10
percent of their respective GDPs will comprise Al-related activities and
businesses by 2030.'°

In the past 18-24 months, there has been an increasing public visibility
in the global landscape of governments, multilateral organisations,
technology companies, and research institutions that have been
adopting a range of policy positions on Al, from regulation and
ethical principles to national Al strategies and commitments to public
investment. Over 60 countries (in North America, Europe, Asia, Africa
and Latin America) are mobilising their policy communities to steer
them toward the development of national Al ecosystems by devising
strategies and funding schemes as well as institutional processes.’ The
Indian government has announced a pact between the IndiaAl Mission
and the Parliament to utilise parliamentary data to establish an internal
Al system. The Indian Parliament has gathered massive datasets in
numerous languages over the years, providing a solid foundation for
training models.”” The transformative potential of Al arises from its
capacity to address the needs of a multitude of sectors; and India’s
agriculture sector—the focus of the present article—has already begun
to harness data for a wide range of Al solutions to be built.c

Multilingual public datasets like the Bhashini language corpus (National Language Translation
Mission 2022) and the Soil Health Card database, which has accumulated data on over 230 million
farmers since 2015, are increasingly being recognised as foundational for developing Al and Machine
Learning applications in governance and agriculture. Data from the PM-Kisan programme launched
in 2019, and the AgriStack pilots of 20212024, are also proving beneficial.
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Effective Al at scale, however, is conditional not just on access to
data and sectoral readiness, but also on wider political, legal and
infrastructure environments that frame the development of Al. The
Indian government and businesses have, for instance, begun working
on creating a domestic graphics processing unit (GPU) chip.'® Datasets
are essential for building large language models (LLMs), and the
Government of India is working towards making more of them publicly
available. Finally, to run large-scale computation, large amounts of
energy are required, and the funding for and development of smart
energy solutions will increasingly need to be explored.

Shaping Al Development and Implementation

The IndiaAl Mission, launched in 2024 with a substantial allocation
of INR210,300 crore, aims to provide essential infrastructure and
computational resources for Al-driven innovation. The establishment of
the country’s inaugural large-scale GPU infrastructure is a milestone,
as it allows Al technology development and application to move beyond
barriers among industries and promote innovation across different
sectors.’ A shared computing facility featuring 18,693 GPUs is currently
under development, representing almost two-thirds of the computational
capacity accessible to OpenAl’'s ChatGPT. This development positions
India alongside leading nations equipped with advanced Al computational
resources. The infrastructure is currently under development at a rate
of US$1 per hour, compared to the global rate of US$2.5-US$3 per
hour. This initiative is expected to enhance Al-driven innovation® and
enable smaller entities to compete with more dominant forces in the
technology sector.2°

d In particular, it will support startups and researchers in India to develop scalable solutions addressing
critical issues like agricultural productivity, climate-resilient farming, efficient resource use, renewable
energy, personalised healthcare focusing on mother and child care, disease prediction, and disaster
response. These efforts align with the national strategy for Al, which includes priorities such as
large-scale soil health management utilizing loT and Al, as well as multilingual natural language

understanding for agricultural extension services.
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Data serves as the fundamental support for Al. In the absence of
high-quality datasets, even the most advanced Al models are unable
to achieve optimal performance. The Indian government is working
towards developing the IndiaAl Dataset Platform, a massive undertaking
aimed at making non-personal datasets accessible for research and
development purposes.?’ India has established Centres of Excellence
(CoEs) in critical domains such as healthcare, agriculture, sustainable
cities, and education to maintain its leadership in Al innovation. These
centres will focus on industry-specific applications and provide advanced
Al expertise to the youth.

Subsequently, the country is developing indigenous Al models to
promote a self-sufficient and language-inclusive ecosystem. These
include BharatGen, Sarvam-1 Al Model, Digital India BHASHINI,
Chitralekha, and SML’'s Hanooman—Everest. BharatGen aims to transform
governance, enhance public service delivery efficiency, and foster citizen
engagement. The Sarvam-1 Al Model is considered sophisticated, with
two billion parameters and 10 prominent Indian languages. Digital India
BHASHINI facilitates internet and digital services in Indian languages,
while Chitralekha is an open-source video trans-creation platform.
These initiatives look to cultivate an Al ecosystem reflective of India’s
rich linguistic diversity and reduce reliance on Western Al paradigms.

Agriculture

Al has become a crucial tool in agriculture, enabling farmers to analyse
market demand, manage risk, breed seeds, monitor soil health, protect
crops, and observe crop maturityy. Companies like Descartes Labs,
a New Mexico-based entity, use Al to analyse satellite imagery and
weather data to provide valuable insights on optimal planting times and
the best crops to grow. Intello Labs, an Indian startup, uses Al to
analyse fruits and vegetables, detect defects, and prevent crop failures.
It helps breed seeds by collecting data on plant growth, identifying
the best-performing plant varieties, and crossbreeding them to create
better hybrids. Agrocares, a Dutch company, uses Al-powered hardware
and software to collect data from soil samples, providing farmers with
accurate estimates of missing nutrients and overall soil status. Al can
also monitor plant health to spot and predict diseases, identify and
remove weeds, and recommend effective pest treatment. Taranis, a
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precision agriculture startup, uses computer vision and ML to analyse
high-resolution images of crops, providing plant insights to identify signs
of stress or disease. Using Al to predict crop maturity can lead to
higher accuracy rates than human observers, resulting in cost savings
and higher profits for farmers.?

Al refers to programs that can think, acquire new knowledge, and
resolve complex issues. It is synthetic, digital, and artificial, distinguishing
it from biological intelligence. Al in farming helps farmers deliver real
value and guides society towards the ‘fourth industrial revolution’ through
smart farming practices and decision-making tools. Precision agriculture
(PA) is one such strategy that combines information technology with
farm machinery and farm management. PA serves four purposes:
autonomous field navigation, field-based change detection, data mapping
and reporting, and farm management zone recommendation. Al-enabled
PA has the potential to enhance agricultural profitability while decreasing
environmental consequences.?® However, it also has undesirable side
effects, such as concerns about data ownership and sharing, storage
and the security of information, and the distribution of benefits between
farmers and agritech corporations. These problems worsen preexisting
ethical concerns over data ownership and sow seeds of mistrust in
future Al solutions. India aims to make Al accessible to all by emulating
its Digital Public Goods model. This will increase the availability of Al
for the general public while discouraging monopolies and guaranteeing
interoperability. It will also boost the usage of open-source technology,
as well as transparency, inclusiveness and cooperation, while paving the
way for adequate safeguards in this domain. Further, the widespread
availability of Al-as-a-service can stimulate innovation in the field.

The technology can perform cognitive tasks like thinking, perceiving,
learning, problem-solving, and decision-making. There has been a
remarkable evolution with advances in data collection, processing, and
computational power. The utility of Al has expanded, enabling it to
potentially solve India’s socio-economic challenges, such as improving
agricultural vyields, thereby enhancing productivity and driving growth
in underserved geographies.?* The Al-as-a-service approach suggests
identifying sectors with the greatest potential for Al adoption and
inviting the government to help co-develop implementation roadmaps.

For instance, India’s agriculture sector requires multilayered technology
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infusion and coordination among stakeholders. Private sector efforts may
not be financially optimal or efficient, necessitating sustained government
intervention. The market size for Al in agriculture is expected to grow
exponentially from US$2.35 billion in 2020 to US$10.83 billion by 2025
at a Compound Annual Growth Rate (CAGR) of 35.6 percent during
the forecast period.?®

Al Transforming Farming for India’s Smallholders

Al is revolutionising agriculture in India, helping smallholder farmers
overcome challenges such as volatile weather, bug outbreaks, and
resource scarcity.?® Al-powered tools, such as crop disease identification
apps and weather prediction models, are assisting farmers in making
data-driven decisions that increase yields and save costs.?” To make the
technology accessible in rural areas, startups and government initiatives
utilise chatbots, satellite imaging, and loT (Internet of Things)-enabled
sensors to provide real-time data in local languages.?® India has the
potential to become a global leader in inclusive agritech innovation,
improving rural livelihoods.

Al is being used in pest forecasting models and satellite-based NDVI
(Normalised Difference Vegetation Index) analytics for soil health
monitoring. State-led projects like Telangana’s ‘Rythu Bandhu’ plan use
Al and smart irrigation to reduce water wastage. However, challenges
such as data governance policies, dispersed landholdings, and low
digital literacy in rural areas persist.?® Wadhwani Al's pest forecasting
models and satellite-based NDVI analytics optimise input consumption
and minimise vyield losses. IBM’s Watson Decision Platform and NITI
Aayog’s Al-powered ‘Cropin’ are among the scalable solutions prioritised
under the National Al Strategy (2021) and Digital Agriculture Mission
(2021-2025). State-led projects like the Rythu Bandhu plan to use Al
and smart irrigation to reduce water wastage by 30 percent.®® India can
provide smallholders with FAIR (Findable, Accessible, Interoperable, and
Reusable) data and democratise precision agriculture by integrating Al
into the PM-KISAN infrastructure and AgriStack’s federated databases.
This tech-driven transition could lead to India becoming a global leader
in inclusive agritech innovation, improving rural livelihoods.®'
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Key Challenges

India’s agriculture and allied sectors remain an integral part of the
country’s workforce, contributing to 49 percent of the workforce and
16 percent of GDP. To maintain a growth rate of 8-10 percent, the
sector must grow by at least 4 percent. The government has prioritised
doubling farmers’ income as a national agenda, focusing on supply
chain perspectives and productivity augmentation.

Despite progress, the sector remains dependent on unpredictable
variables and has a weak supply chain. Al has the potential to drive
a food revolution and meet the global demand to produce 50 percent
more food and cater to an additional 2 billion people by 2050. It can
address challenges such as inadequate demand prediction, the lack
of assured irrigation, and overuse/misuse of pesticides and fertilisers.
Examples include real-time advisory for crop vyield improvement,
advanced pest detection, and crop price prediction for sowing practices.

India’s dependence on resource-intensive agricultural practices, such
as land degradation, soil fertility reduction, and increased reliance
on inorganic fertilisers, has led to agricultural distress. The sector
suffers from poor resource utilisation, with low production quantum and
productivity. India’s cereal yield is much lower than those of countries
like China and the US, which have higher technology adoption and
efficient resource usage.**> Water use in agriculture is also high and
sub-optimal, making the sector a net exporter of water and posing
questions about India’s long-term agronomic sustainability, as it is
responsible for 89 percent of extracted groundwater consumption.

Agritech has emerged as an area of opportunity for Al-focused startups.
For example, Intello Labs uses image-recognition software to monitor
crops and predict farm yields, while Trithi Robotics deploys drone
technology to allow farmers to monitor crops in real time and provide
precise soil analysis. Sat-Sure relies on ML techniques to assess farm
images and predict future yields. Image recognition and deep learning
models enable distributed soil health monitoring without the need for
laboratory testing infrastructure. Al solutions integrated with data signals
from remote satellites and local image capture on farms enable farmers

to take immediate action to restore soil health.
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Vulnerability to varying weather patterns, such as an increase in
temperature, changes in precipitation levels, and groundwater density
due to its rain-dependent nature, are the other challenges prevalent in
the sector. Al can predict advisories for sowing, pest control, and input
control, ensuring increased income and stability for the agricultural
community. Remote sensing allows for holistic crop monitoring and
provides additional insights to extension workers/farmers. Berlin-
based agricultural tech startup PEAT has developed a deep learning
application called Plantix,® which identifies potential soil defects and
nutrient deficiencies.

Al can be used to predict advisories for sowing, pest control,
and input control, ensuring increased income and stability for the
agricultural community. Remote sensing can monitor agronomic factors
like vegetation health and soil moisture, providing additional insights
to extension workers and farmers. Image classification tools combined
with remote and local sensed data can optimise the utilisation and
efficiency of farm machinery, including weed removal, early disease
identification, produce harvesting, and grading. Al tools provide round-
the-clock monitoring of high-value products at all levels of plant growth.

Microsoft, in collaboration with ICRISAT, developed an Al Sowing App
powered by the Microsoft Cortana Intelligence Suite, which includes ML
and Power Bl-its business intelligence platform. The app dispatches
sowing advisories to participating farmers on the optimal date to
sow,®® eliminating the need to install sensors in fields or incur capital
expenditure, as all farmers need is a feature phone capable of receiving
text messages. The app also provides essential information, such as
the optimal sowing date, soil test-based fertiliser application, farm yard
manure application, seed treatment, and optimum sowing depth.

e The German startup PEAT (Progressive Environmental and Agricultural Technologies) developed the
deep learning application Plantix.
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Al has the potential to revolutionise agriculture in both rural and urban
settings; however, there are persistent challenges, such as infrastructure
gaps, accessibility, digital literacy, and the lack of a supportive
regulatory environment. Accurate decision-making in Al systems
requires high-quality, real-time data, which can be challenging due to
inconsistent data collection methods and a lack of reliable sources.
Traditional farming practices and the learning curve associated with Al
adoption may also deter older generations from adopting the range of
technologies.?* Rural areas often lack the infrastructure for implementing
Al, hindering real-time data collection and analysis. Further, the initial
investment in Al technologies can be expensive for small-scale farmers,
and low digital literacy hinders widespread adoption.

Additionally, the small landholdings in rural areas make it difficult to
implement large-scale, uniform Al systems for optimising productivity
and sustainability. Despite the potential benefits of Al, these challenges
hinder the widespread adoption of Al-driven solutions in agriculture.®®
Most farmers worldwide, particularly smallholders, lack the necessary
resources to implement these technologies. They typically have limited
access to technical training and the financial resources needed to
purchase the necessary equipment and software. They also lack the
resources to effectively implement these technologies.

The rise of Al has prompted concerns about the use of complex
systems without revealing the data used to train the model or the
algorithm design.*® This can lead to unfair or incorrect decisions if used
in ‘un-designed contexts’." Without careful upfront design and safety
precautions, some Al systems may be prone to errors or breakdowns
when exposed to minor perturbations in data. Ongoing monitoring and
fail-safe designs are vital, especially in safety-critical systems like the

Un-designed contexts include situations, populations or decision-making environments that were not

foreseen during a model’s original training, or system design, such as those caused by variations

in socio-economic status, cultural practices, language use and legal systems and data distributions.

When actual Al systems are used in such scenarios, these underlying assumptions might not be

valid anymore leading to bias, misclassification or wrong decisions.
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application of pesticides, insecticides, the sowing of seeds, harvest
timings, and predicting weather. Al’s nature as labour substitution can
lead to inequality between labour and capital, and within the workforce,
invariably raising public policy concerns. Ultimately, the impact on
human employment depends on the way organisations deploy Al tools
and training.¥”

Conclusion

Al in precision agriculture allows farmers and farm managers to
implement focused and accurate farming practices based on agroclimatic
field measurements.®® This technology has led to new possibilities for
food production with minimal negative impact on ecology and climate.
However, concerns include data ownership, privacy, security, and
accountability.®® To address these issues, farmers should be involved
in Al development, ensuring that they are at the centre of the design
process.

The accuracy and reliability of Al system recommendations are
crucial; however, the Al model's design and usability are equally
important.*® Fostering inclusivity, trust, and long-term thinking can be
achieved through innovation and governance outcomes. Reconnecting
values, natural environments, and social contexts as starting points
for dialogue can level the playing field between Al developers and
farmers’ knowledge production and implementation.*' Algorithmic bias
is a potential issue due to digitalisation in agriculture, but overcoming
farmers’ scepticism can increase their trust in the technology.

Diwakar Kumar is DST Policy Fellow at the Centre for Policy Research, National Institute of
Science Education and Research- Bhubaneshwar.
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rtificial  Intelligence  (Al)

and international trade
have an evolving, multi-faceted relationship,
with Al rapidly becoming a key driver of global
economic growth. Its projected contribution to
the global economy is approximately US$15
trillion by 2030." Generative Al alone has
the potential to add between US$2.6 trillion
and US$4.4 trillion to the global economy
annually.2 Furthermore, the global Al market
is also expected to see exponential growth,
rising from US$189 billion in 2023 to US$4.8
trillion by 2033.%
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Al is both reshaping the global trade landscape and being shaped by it
in three key ways: It is transforming how trade is conducted, redefining
what is being traded, and influencing how Al itself is governed through
trade rules.

First, Al is transforming international trade operations and logistics
across different verticals. In the realm of customs administrations, 25
percent of customs authorities? currently use Al technologies, while an
additional 25 percent have plans to adopt them soon.* These tools
reduce clearance times, enhance efficiency, and assist in combating
fraud, making them particularly valuable for developing countries
seeking to integrate more effectively into the global trading system.

Second, Al is reshaping the nature of goods and services being
traded, as well as how they are being delivered. The rise in digitally
delivered services and the increased demand for Al-related hardware
illustrate this shift. For instance, the shift is evident in hardware, with
the Al chips market experiencing rapid growth, projected to increase
from US$61.5 billion in 2023 to US$621 billion by 2032.5

Third, countries are responding to these technological transformations
by developing international rules that govern and aid in these
developments. Digital trade is increasingly being addressed in
international agreements, with 116 regional trade agreements (RTASs),
or 33 percent of the total, now incorporating digital trade provisions
that directly or indirectly impact Al adoption and governance. However,
the scope and depth of these provisions vary across agreements.®

In parallel, countries are also racing to develop their domestic Al
strategies. While these are typically broad and not limited to trade-
specific issues, they reflect a growing appreciation of the need
to regulate this general-purpose technology that has wide-ranging
ramifications. Notably, as of 2023, 75 economies have unveiled

a Customs authorities in Brazil, China, Germany, Dubai, and Singapore are among those already

employing Al technologies.
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national Al strategies, a substantial increase from the three in 2017.7
Approximately 30 percent of developing economies have established
national Al policies. However, among the least-developed countries,
only Uganda has implemented such a policy to date.®

As Al becomes more embedded in trade systems, questions of equity
and inclusion arise, particularly for developing countries like India. This
article aims to examine Al from an international trade perspective,
through the lens of democratisation, with a focus on the current
landscape, key developments, and the associated challenges.

The Current Landscape
Al's Impact on the Conduct of International Trade

Al can optimise trade operations and logistics in several ways: it can
help reduce costs and increase efficiency. For instance, Al can help
with route optimisation by reducing shipping times and costs.® It can
also assist in making customs procedures more efficient and less prone
to errors, as well as help both traders and governments in accurately
classifying goods for customs purposes.’® Al can also aid in supply
chain optimisation, making the entire chain of operations more efficient
by predicting disruptions.” Through automated document processing,
risk assessment, and compliance checks, Al can also be useful in
trade finance.”? This is significant given that an estimated 80 to 90
percent of world trade relies on instruments of trade finance like trade
credit and insurance/guarantees.” Al can also contribute to addressing
market-access-related challenges through real-time translations powered
by data analytics and Al-driven Natural Language Processing (NLP).™1°

Dubai serves as a fitting example of Al's growing role in trade
operations and facilitation, wherein a suite of Al applications is being
used to enhance customs and trade processes.'® For example, travellers
can now electronically file customs declarations using the iDeclare
app, which also allows them to pre-declare products using images
to ascertain their HS codes and the corresponding duties. The Al
Munasiq app provides duty rates and limits, analyses item descriptions
or photos, and assists customers in finding the relevant HS codes.
Meanwhile, Dubai’'s Smart Refund System leverages Robotic Process
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Automation to expedite refunds and claims. For authorised economic
operators, customs clearance is expedited through Al-powered remote
robotic inspections equipped with thermal and infrared cameras. Similar
advancements can be seen in Abu Dhabi and Singapore, which host
two of the busiest ports in the world. In 2022, Abu Dhabi developed
an Al-based application for the real-time measurement of the time
required to release goods at the border.”” These innovations illustrate
how Al can have a transformative impact on trade operations.

India has also seen promising developments in the recent years. In
2024, Cusbuzz—the country’s first Al-powered customs duties app,
was launched.’® It offers users a real-time, mobile-friendly platform
that provides accurate duty calculations, and provides valuable insights
into industry trends and trade flows. The Central Board of Indirect
Taxes and Customs has also developed an advanced Al-driven data
analytics architecture designed to improve enforcement and streamline
operations.’ This system is built around five interdependent layers,
each working together to enhance targeting and detection capabilities
across the customs process. The results have been game-changing. Al
models have helped uncover smuggling attempts, including the detection
of 3,000 kilograms of heroin smuggled from Afghanistan through the
Mundra Port in Gujarat in 2021."° In another case, 7.2 million sticks of
foreign-brand cigarettes were seized at the Nhava Sheva Port, while
poppy seeds concealed in a consignment were intercepted at the
Chennai Port.?" These examples highlight how Al is becoming an asset
in enhancing security and improving trade compliance in India.

Al's Impact on What Is Traded

Al is a key to boosting productivity and driving the creation of
new, innovative services across sectors. As businesses adopt Al
technologies, the demand for complementary infrastructure, such as
improved Information and Communications Technology (ICT) networks
and upgraded Information Technology (IT) equipment, including Al chips,
is also expected to increase. According to the WTO, the intermediary
services category is expected to see the most substantial increase,
with cumulative growth projected to reach nearly 18 percentage points
between 2023 and 2040.22 This trend reinforces the expanding role
of digital trade and the need for up-to-date infrastructure and policy

frameworks to support it.
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International Trade Rules and Al Governance

Over the past decade, there has been a notable rise in governance
issues pertaining to digital trade and electronic commerce. These are
in addition to the traditional rules on goods, services, and intellectual
property rights contained in existing agreements which impact Al creation
and adoption. Traditional trade rules, while relevant, pose their own set
of challenges when applied to Al, given their rigid segregation along
the lines of goods and services. Al technologies and products do not
often fit neatly into these binary classifications. The goods vs. services
distinction in trade rules becomes especially important in the context
of technical standardisation. While there are detailed rules regarding
the technical standardisation of goods, the same is underdeveloped, or
altogether absent, for services.

Additionally, digital trade rules are increasingly embedded in
comprehensive RTAs as well as new-age and more specialised digital
economy partnership agreements.®® At the WTO, a subset of members
has negotiated a plurilateral agreement on electronic commerce which
is yet to be formally incorporated into the rules. At the multilateral
level, the WTO decision to impose a temporary moratorium on customs
duties on electronic transmission continues to be one of the most
divisive areas of discussion.?

At the heart of all international rule-making lies the tussle between
a push for deregulation and open digital markets, and the demand
for digital sovereignty and increased control over the data generated
within a country for its own use and development. Several trade
provisions can potentially impact the development and adoption of Al
While some agreements have low-ambition provisions specific to Al,
such as requiring parties to work towards adopting ethical governance
frameworks that support the trusted, safe, and responsible use of Al
technologies,?® others have more horizontal provisions. These relate
to cross-border data flows, the location of computing facilities, non-
discriminatory treatment of digital products, and disclosure of source
code as well as ICT products that use cryptography. Personal
data protection regulations are also becoming increasingly relevant,
particularly as Al systems rely heavily on the collection and processing
of large volumes of data.
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The India—UK Comprehensive Economic and Trade Agreement and the
India—UAE Comprehensive Economic Partnership Agreement are India’s
only concluded free trade agreements with detailed chapters on digital
trade. These do a delicate task of balancing digital sovereignty with
openness and predictability in international trade rules in this area.?®

Key Challenges

As digital technologies permeate every aspect of life and play an
increasingly critical role in trade, addressing issues related to the
accessibility, availability, and affordability of digital infrastructure becomes
more important. Studies indicate that a 1-percent increase in domestic
digital connectivity correlates with a 1.5-percent rise in international
trade, underscoring its importance.?” The accessibility, availability, and
affordability of digital infrastructure are foundational to Al development,
use, and governance—the factors key to democratising the technology.®
Therefore, the challenges associated with the democratisation of Al in
international trade mirror those seen in other domains as they relate to
basic infrastructural and connectivity issues.

Disparities persist, particularly in developing economies, where limited
infrastructure and high costs impede digital inclusion. In 2024, 2.6
billion people—one-third of the global population—still did not have
access to the internet.?® Further, internet usage remains closely tied to
a country’s level of development. In high-income nations, 93 percent of
the population has access to the internet, nearing universal connectivity.
In sharp contrast, only 27 percent of people in low-income countries
are online.®®

In addition to basic infrastructural and connectivity issues, the cost of
Al infrastructure is also steep, making Al adoption a tall task for many
developing countries. As per industry estimates, the annual cost for
cloud compute for training mid-sized models is estimated to be between
US$50,000 and US$500,000, depending on usage patterns and model
size.® Further, establishing even a comparatively modest Al cluster

can involve significant investment. A setup comprising approximately
a dozen NVIDIA H100 GPUs, along with high-speed storage and the
appropriate cooling infrastructure, typically ranges from US$500,000 to
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US$1 million.3 Further, limited Al expertise and training programmes
hinder workforce readiness in Al-driven trade sectors. Data quality and
availability can also pose challenges in developing effective Al models
for trade.®

Big Tech firms dominate Al innovation, exercising disproportionate
influence on its growth trajectory and usage, with patents and proprietary
Al models limiting open access. This makes it difficult for firms in the
Global South to use them, further widening the digital divide. The Indian
government has made great efforts to disrupt this status quo by, inter
alia, developing a comprehensive Al strategy addressing challenges
related to compute and semiconductor infrastructure, Al talent, and
workforce development, and by launching the IndiaAl Datasets Platform.
As part of the IndiaAl Mission, the government has allocated INR10,300
crore (US$1.24 billion) over five years to strengthen Al capabilities in
the country.®

Domestic as well as international trade rules also impact global Al
diffusion. For instance, domestic rules in the form of export controls
on Al-related chips and equipment can hamper supply and access
to others.®® Several nations have adopted diverse approaches to Al
governance and are at different stages of the regulatory ladder, making
it harder to establish global Al trade norms.

Lastly, the strict demarcation between goods and services in international
trade rules appears to be ill-suited for the blurred boundaries that
characterise Al technologies and products. An update to these rules
is thus long overdue. Moreover, the digital trade-specific rules found in
RTAs do not take into account the issues surrounding data sovereignty
and the digital divide, highlighting the need for revision and reform to
better align them to the needs of developing countries.

Recommendations and the Way Forward

Several steps can be taken both at the domestic and international level
to harness the full potential of Al as a tool for improving international
trade. When it comes to optimising the trade and customs process, the
Indian government can consider integrating Al into front-end operations
to reduce turnaround times, and facilitate trade. For instance, current
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efforts are limited to e-filing through the Indian Customs Electronic
Gateway (ICEGATE).*® These could be updated along the lines of
global best practices, as seen in the case of Dubai.

Further, there are a number of initiatives being undertaken under the
aegis of the IndiaAl Mission® that could be utilised for international
trade purposes. For example, Al-driven NLPs could be deployed for
international trade operations purposes, streamlining the export and
import of goods, as demonstrated successfully by Singapore. The
government could make use of the already implemented Digital India
Bhashini initiative that aims to provide Al-driven language technology
solutions for customs processes.® The IndiaAl Mission has also
allocated a large volume of funds to upgrade the infrastructure and
capacity needed for properly harnessing Al-related developments.
These could be utilised for enhancing the capacity of MSMEs to fully
integrate into the Al ecosystem. Additionally, the embedding of Al tools
in customs and trade operations processes will also reduce the costs
for those MSMEs that participate in international trade, making Al an
important tool in promoting and enhancing the capacities of Indian
MSMEs and overcoming the domestic digital divide.

Efforts could also be made to encourage open-source developments
and government-business partnerships to make trade operations
and customs processes more efficient. Open-source Al tools can
democratise access to advanced technologies and be game-changers
by enabling both sides to work closely with each other for compliance
and facilitation. To further boost innovation, the government could also
increase the availability of datasets relevant for international trade and
customs on the Open Government Data platform® and the IndiaAl
datasets. This is an area where special efforts could lead to tangible
outcomes for Indian businesses looking to build Al tools to streamline
trade and customs operations.

Lastly, in the context of international trade rulemaking, India is
extremely well-positioned to spearhead a coalition of like-minded
developing countries in formulating a model framework of digital trade
rules that address the unique interests and concerns of developing
countries. This proactive approach would enable a shift in the current

dynamic wherein developing countries often find themselves responding
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to digital trade provisions proposed by others, towards one where
they assert their own offensive interests and shape the negotiating
agenda in RTAs. A jointly developed model framework could serve as
a valuable reference point for developing countries, and better reflect
the needs of the Global South.

In conclusion, India’s Al ecosystem and governance approaches appear
to be moving in the right direction. With a few targeted adjustments to
better align with the specific demands of international trade, particularly
in advancing the goal of democratising Al, India is well-positioned to
play a leading role in shaping the future development and deployment
of Al in international trade.

Shailja Singh is a Legal Consultant and Associate Professor at the Centre for Trade and
Investment Law, Indian Institute of Foreign Trade, New Delhi.
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rtificial Intelligence

(Al holds promise
as a catalyst for system-wide innovation
in response to the growing demands for
equitable and accessible healthcare. As
healthcare systems globally strive to become
more efficient, Al-driven technologies offer an
opportunity to improve access, affordability,
and accuracy of medical services. However,
these benefits are not universal, as Al-driven
solutions often remain concentrated within
proprietary systems and are further limited
by high costs, inadequate infrastructure, and
regulatory barriers, restricting their widespread
adoption.!
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India’s approach to Al is anchored in the principles of digital public
infrastructure (DPI) and looks to democratise access to Al-driven
healthcare solutions by ensuring that innovation is inclusive and scalable.
The National Digital Health Mission (NDHM) and initiatives such as the
IndiaAl Mission are foundational steps toward integrating Al into India’s
health ecosystem.?® These initiatives highlight the importance of openAl
models in improving healthcare accessibility, fostering innovation, and
reducing urban—rural disparities. While progress is evident, challenges
remain in areas such as ethics, data privacy, infrastructure, and
interoperability. Open Al models offer a shared foundation for equitable
innovation, ensuring that Al serves as a public good rather than
being monopolised. These models empower startups, researchers,
and institutions to create localised solutions while fostering education
and capacity-building for all. By making Al accessible and adaptable,
these models can bridge the gap between innovation and real-world
healthcare implementation.

This chapter evaluates empirical case studies, analyses systemic barriers,
and provides evidence-informed recommendations to promote fair and
sustainable Al integration in healthcare settings. It reflects on how Al-
powered digital health interventions can scale efficiently while balancing
regulatory and ethical considerations. As Al adoption accelerates, India
stands at a critical juncture where strategic policy interventions, robust
public-private partnerships, and ethical Al governance frameworks
will determine the success of Al-driven healthcare transformation.
India’s approach to Al in healthcare integrates open, equitably shared
resources with market-driven innovation to foster both accessibility and
competitiveness.

The Quintuple Helix Model promotes co-creation by integrating five
key stakeholders: the government, industry, academia, civil society,
and the natural environment or international partners, to identify and
align with their respective roles.* By recognising the diverse interests
of all stakeholders and aligning the appropriate incentives, this model
seeks to drive sustainable Al adoption while ensuring human-centred
progress. A well-executed implementation could establish it as a global
benchmark for using Al to advance both equitable healthcare outcomes

and technological leadership.
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The Current Landscape

Al in healthcare is increasingly employing deep learning and advanced
machine learning (ML) algorithms to support clinical decision-making
and encourage individualised treatment, enabled by the rise of low-
cost or free, and open-source tools. Al has evolved from rule-based
systems to powerful algorithms capable of diagnosing diseases,
predicting risks, and planning treatments.® This progress is driven by
digitised health records, increased computational capacity, and large
datasets. Telemedicine, hospital operational management, remote patient
monitoring, and advanced diagnostics are among the few of the Al-
enabled applications that have shown potential in reducing healthcare
disparities between rural and urban areas.®” Public initiatives like the
Ayushman Bharat Digital Mission (ABDM) have enabled streamlined
health data access and interoperability, laying the groundwork for
equitable Al adoption. Private enterprises, in turn, build on this
infrastructure to scale innovative solutions. This public—private synergy
ensures that Al-driven healthcare reaches underserved populations
while promoting accessibility, innovation, and market vitality.

Key Drivers of Al Adoption in Healthcare: A Socio-Ecological
Perspective

Al adoption in healthcare is not just a technological shift but part of a
dynamic ecosystem shaped by policy, market forces, and social equity.
The adoption of Al in healthcare can be understood through the Socio-
Ecological Model (SEM), which examines multiple layers of influence:
from individual users to broader policy frameworks.® This perspective
highlights how government initiatives, private-sector competition, and
community needs intersect to drive Al's transformative impact across
diverse healthcare settings, organisational, community, and policy-level
factors.

1. Individual

The willingness of healthcare professionals to adopt Al is influenced
by digital literacy, trust in Al, and perceived clinical utility.® Adoption
improves with targeted training, regulatory clarity, and the seamless
integration of Al into clinical workflows. Al-powered tools like symptom
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checkers and chronic disease management apps support patient self-
care,’® but adoption depends on usability, transparency, and trust in
Al-generated outputs. Patients’ acceptance of Al services, such as
telemedicine or diagnostics, is shaped by their familiarity with technology,
concerns about data privacy, and cultural attitudes. Transparent risk
communication, ethical governance, and culturally-sensitive design are
vital for broader acceptance.':'?

2. Interpersonal

Al enhances provider—patient communication and diagnostic accuracy,
but fears of depersonalised care persist.’® Trust improves when Al
tools complement and not replace clinical judgment, enabling physicians
to focus on empathy and shared decision-making.'* Training clinicians
in Al literacy through medical education and continuous professional
development is key to ensuring the confident and effective use of Al
in practice.™

3. Organisational

Hospitals and healthcare institutions are at the forefront of Al adoption,
with investments in Al-powered infrastructure aimed at optimising
clinical workflows, improving patient outcomes, and reducing operational
inefficiencies. Al-driven hospital management systems enhance resource
allocation, reducing patient wait times and optimising healthcare delivery.
When aligned with environmental sustainability policies, they can further
improve operational efficiency and reduce the facility’s ecological
footprint.’™® In emergency settings, Al supports triage by prioritising
cases based on severity, enhancing efficiency and accuracy.”

4, Community and Societal

Public perceptions, shaped by media portrayals, can influence trust
in Al. Misconceptions must be addressed through targeted awareness
campaigns that clarify Al's capabilities and limitations.”®'® At the
community level, Al-powered public health initiatives support disease
surveillance and outbreak preparedness, particularly in underserved
areas. These systems depend on real-time analytics, reliable data

collection, and coordination between public health bodies, civil society,
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academia, and industry.?® Al-enabled mobile health and telemedicine
tools are instrumental in bridging rural healthcare gaps by providing
access to diagnostics and consultations in low-resource settings.?!

5. Policy and Regulatory

Government-led initiatives such as the ABDM have laid the
foundation for digital infrastructure that will support Al integration and
interoperability.?2 Successful Al deployment depends on interoperability
with Electronic Health Records (EHRs), necessitating standardised
data governance and modernisation of IT infrastructure to support
seamless integration.?® Regulatory frameworks like the Digital Personal
Data Protection Act (DPDPA) contribute to data privacy protection and
support transparency in Al decision-making. However, they do not
directly address informed consent or algorithmic bias.?*#% Policies must
balance innovation with ethical safeguards. Additionally, public-private
partnerships (PPPs) have been a catalyst for innovation, particularly
in scaling up Al-based solutions.?® For example, the IndiaAl Mission is
a partnership between the public and private sectors to improve Al
infrastructure and the generation of India-specific Al Models. Similarly,
during COVID-19, the Health Equity Consortium (HEC) used cross-
sector cooperation to combat health misinformation, enhance service
accessibility, and illustrate how PPPs can advance data-driven and
equitable healthcare.?”%

Analysis and Challenges

The integration of Al into healthcare presents transformative
opportunities, yet it also poses significant ethical, technical, and
infrastructural challenges that must be addressed to ensure equitable
and sustainable adoption.

1. Ethical and Social Implications

Al systems in healthcare are susceptible to algorithmic bias, particularly
when trained on non-representative datasets. This may exacerbate
health disparities for marginalised populations. For instance, healthcare
expenses were used as an analogue for health status, i.e., the
algorithm assigned Black patients with lower risk scores than equally
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sick White patients. This routinely underestimated the health needs
of Black patients, leading to unequal access to care.?® Moreover, the
opacity of Al decision-making raises concerns regarding accountability
and patient safety. The Indian Council of Medical Research (ICMR)
issued Ethical Guidelines for Application of Atrtificial Intelligence in
Biomedical Research and Healthcare.®*3' Consistent implementation of
the guideline in real-world settings is limited by its descriptive rather
than prescriptive nature. Recent editorials highlight that the lack of
oversight permits biases, giving rise to concerns about stigmatisation,
discrimination, and the reliability of digital health technologies. Public
mistrust, fuelled by media sensationalism and fears of Al replacing
human expertise, highlights the need for explainable and actionable Al
(XAl)2 and stakeholder-inclusive development processes.3233

2. Data Privacy and Security

The reliance of Al systems on large volumes of sensitive patient data
introduces vulnerabilities like breaches, unauthorised access, and misuse.
Although the DPDPA establishes a legal foundation, implementation
challenges remain, particularly in health data governance. Emerging
privacy-preserving technologies, such as homomorphic encryption and
federated learning, offer promising solutions but are yet to be widely
adopted.’*% Clear consent mechanisms and improved public awareness
of data rights are essential for maintaining trust in Al-enabled health
services. Furthermore, concerns about privacy and sovereignty in
cross-border health data transfers also emphasise the necessity of
robust legal protections and balanced data localisation. Interoperable
standards, international collaboration, and rights-based regulation are
some of the approaches that can facilitate the safe and fair exchange
of global health data.®

a

The term “explainable artificial intelligence” (XAl) describes methods and strategies that improve
trust, accountability, and usability in high-stakes industries, like healthcare, by making the results and

decision-making processes of Al systems transparent, interpretable, and understandable.
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3. Infrastructure and Digital Divide

Though the application of Al in fields like telemedicine, remote
monitoring, and diagnostics has demonstrated promise in reducing
health disparities between rural and urban areas, infrastructure gaps
in many underserved areas continue to limit its wider deployment.
Limited internet access, poor digital record systems, and insufficient
computational resources hinder Al implementation at scale. The
absence of structured capacity-building programmes also impedes Al
adoption among healthcare professionals.®” Government-led initiatives
such as DPI offer a foundation, yet there is a pressing need to link
these programmes explicitly with Al-readiness in low-resource settings.

4, Interoperability and Integration Challenges

Many Al applications in healthcare face difficulties integrating with
existing EHR systems, often due to legacy IT infrastructure and a lack
of data standardisation. The adoption of interoperability frameworks such
as Fast Healthcare Interoperability Resources (FHIR)® remains limited.3®
Additionally, many healthcare institutions operate on legacy IT systems
that are incompatible with modern Al applications.®® Without concerted
policy incentives and technical harmonisation, the seamless integration
of Al into routine healthcare delivery will remain aspirational.*

Recommendations

A multi-level, stakeholder-driven approach rooted in SEM is essential to
foster ethical, inclusive Al in healthcare. This includes enforcing India’s
ethical Al guidelines, mandating XAl and actionable Al, and involving
clinicians and patients in co-development. Robust implementation
of the DPDPA, adoption of privacy-preserving technologies, and
public education programmes on data rights are vital. Expanding
digital infrastructure, promoting low-resource Al tools, and training
healthcare workers will bridge the access, skill, and scale gaps. Lastly,
standardising interoperability frameworks like FHIR, incentivising digital

b Fast Healthcare Interoperability Resources (FHIR) is built on HL7, i.e., a standard-developing tool
to enhance the exchange of information between medical systems. FHIR seeks to advance
semantic interoperability using modern, flexible data exchange technological advances.
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upgrades, and strengthening PPPs will support scalable, Al-ready health

systems across diverse care settings (Table 1).

Table 1: Stakeholder-Informed SEM Framework for Al in
Healthcare in India

Challenges

Ethical
& Social
Implications

Data Privacy &
Security

Infrastructure
& Digital
Divide

Interoperability
& Integration

Key Issues

Algorithmic
bias, lack of
transparency,
public mistrust

Data misuse,
weak consent
mechanisms,
limited Privacy-
Enhancing
Technology
adoption®

Limited
access in rural
areas, low Al
literacy among
professionals

Legacy
systems,
poor EHR
connectivity,
a lack of data
standards

Primary Stakeholders*

Patients, clinicians, ethicists,
regulators, technologists, IT
professionals, developers

Patients, health IT
professionals, technologists,
developers, legal experts,
policymakers

Policymakers, rural
communities, healthcare
professionals, NGOs, local
governments, telecom and
tech providers, educational
institutions

Hospitals, IT vendors,
digital health platforms,
government agencies,
standard setting, and
international organisations

Strategic
Recommendations

Enforce ethical Al
guidelines; mandate XAl
and actionable Al; involve
patients and providers in
participatory co-design.

Effectively implement

the DPDPA; incentivise
the adoption of PETs

and federated learning;
enhance public awareness
of data rights through
active engagement.

Expand DPI coverage,
develop low-resource Al
tools, integrate Al training
into medical and public
health curricula.

Institutionalise FHIR
standards; offer incentives
for digital upgrades;
promote modular Al
solutions via PPP.

*This framework applies the SEM to Al in healthcare by addressing challenges across multiple

levels: (i) Individual and interpersonal- ethical concerns, patient trust, and clinician engagement;

(i) Community and Organisational- infrastructure gaps, Al

literacy,

and interoperability within

healthcare systems; Policy: regulatory measures, data privacy frameworks, and national-level Al

governance.

[ Prevents outcomes that safeguard data privacy and promote data-driven innovation from being

widely adopted.
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As Al reshapes healthcare, ongoing policy innovation, capacity-building,
and ethical oversight are essential to balance progress with public
trust and access. With its talent pool, diverse healthcare needs, and
digital transformation efforts, India is well-positioned to lead Al-driven
healthcare for both local and global populations.

Government-led digitalisation is accelerating adoption, but evolving
policy frameworks must ensure that Al delivers equitable, inclusive,
and socially beneficial outcomes. Coordinated efforts are required to
transform successful pilot projects into scalable, interoperable, and
context-specific Al solutions across healthcare settings to fully utilise
its potential.
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pen-source Artificial

Intelligence (AD) is
increasingly seen as a catalyst for equitable
technological development, especially in the
Global South. By openly sharing models
and tools, nations with limited resources
can access and adapt cutting-edge Al for
local needs in critical sectors like healthcare,
agriculture, and education.' This collaborative
model of innovation can help bridge the divide
between the Global North and Global South—
at present, most advanced Al models (like
GPT-4) are developed by Western tech firms,
and the benefits are unevenly concentrated.
Notably, 59 percent of developers in emerging

economies are of the view that open-source
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software will drive their nation’s economic growth in the next decade.?
India itself has saved an estimated US$2 billion per year by switching
from proprietary software to open-source alternatives, and has become
the second-largest source of contributors to open-source repositories
on GitHub.?

As the development and deployment of open-source Al models
accelerates, the question of how to govern their use has become
increasingly urgent. Unlike traditional software, Al systems pose a
unique set of downstream risks, like misinformation and surveillance,
that challenge existing legal and ethical frameworks.* At the centre of
this debate is the role of licensing: the primary tool by which developers
grant others the right to use, modify, and share their models.

This article examines current Al licensing practices from different parts
of the globe, comparing legacy open-source software licences like
MIT and Apache 2.0 with newer, Al-specific licences such as Meta’s
Llama Community License, Black Forest’'s FLUX, and the Responsible
Al License (RAIL) framework. It analyses how these licences differ in
their approach to openness, commercial use, harmful applications, and
liability. It also considers the enforcement and accountability challenges
that arise even when responsible-use clauses are included.

To address these gaps, the article explores a layered governance
approach that builds on licensing but extends into regulation, provenance
technologies,® and community oversight. It highlights emerging best
practices, including risk-tiered liability frameworks, blockchain-based
provenance tracking, watermarking systems, and platform-driven
moderation. Together, these interventions offer a more robust foundation
for ensuring that open-source Al development remains both innovative
and responsible.

The term ‘provenance technologies’ refers to tools and systems designed to track the origin,
ownership, and transformation history of digital assets—such as Al models or datasets—over time.
These technologies can include watermarking, metadata tagging, and blockchain-based registries
that log cryptographic hashes of model weights, training data, and licence terms.
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Current Licensing Practices

In the context of Al models, ‘licensing’ refers to the legal terms under
which developers release model weights, code, and associated assets.
These licences define what others can, and cannot do with the model,
including whether it can be used commercially, modified, redistributed,
or integrated into other systems. As Al capabilities grow, licensing has
become crucial to balancing openness, innovation, and responsible use.

Today’s Al licensing landscape spans a wide range—from permissive
legacy software licences like MIT and Apache 2.0 to newly developed,
Al-specific restrictive frameworks such as Meta’s Llama Community
License and Black Forest’s FLUX. It also includes novel, responsible
Al licences, such as the RAIL framework. These licences differ in how
they address openness, commercial use, harmful applications, and
liability. This section analyses these key dimensions.

Table 1. Various Open-Source Licences

Licence Apache |LLaMa 3.1 | FluxDev Creative-ML
Name 2.0 (Meta) (Blackforest | Open RAIL M
Labs) (Stable Diffusion)

Licence Type Legacy Legacy Al-specific Al-specific Al-specific, open-

0SS 0SS (Community  (non- source
Licensc) commercial)

Number 55,724 133,920 1,207 21,506 27,408

of Models

Using the

Licence (per

HuggingFace)

Mandatory U i U U U

Attribution

Notice in

Derivativ

Source Code
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Commercial U a 0] 0] ]

Use LLaMa No Commercial use

Restrictions cannot be commercial allowed (the model
used to train use allowed weights are open)
or improve but is subject to
other accepting licence
models terms, including

ethical use

Misuse/ U a i U U

Harmful

Use Case

Prohibitions

Limitationof U i i i U

Liability and

Warranty

Clause

Source: Author’s own, from open sources.

Openness and Commercial Use

Legacy licences, such as MIT and Apache 2.0, are known for their
openness: they allow unrestricted reuse and commercial deployment. Al
models released under these terms—such as EleutherAl's GPT-J vis-
a-vis Apache 2.0—can be integrated into proprietary products without
payment or prior approval.® This has helped democratise access to
advanced Al systems. However, this openness creates a governance
vacuum as these licenses lack mechanisms to restrict harmful
applications like the creation of deepfakes or automated surveillance.®

In contrast, the more modern Al-specific licences introduce constraints
on commercial utilisation. Meta’s Llama 2, for example, is released under
a community license that restricts commercial use by organisations with
more than 700 million monthly users. It also prohibits using Llama-
generated outputs to train other models—a safeguard against producing
synthetic data to develop competing systems.” Similarly, the FLUX.1-
dev licence from Black Forest Labs bans all commercial use unless a
separate agreement is secured.®

Responsible Al licences (RAIL) seek to achieve a middle ground
between legacy OSS licences and modern, restrictive Al licences by
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combining a permissive base license and a separate ‘Responsible Use’
clause that outlines prohibited uses. This format was introduced by
the RAIL Initiative in 2019 to encourage the responsible release of
Al models. If the licence allows free redistribution and access while
including such ethical restrictions, it is referred to as an OpenRAIL
licence.® They have been used in several high-profile Al model releases.
The BigScience BLOOM multilingual language model was released
under an OpenRAIL licence in 2022.7° Stable Diffusion, a widely used
generative image model, uses the “CreativeML Open RAIL-M” licence,
which combines broad accessibility with specific prohibitions, such as
against extremist content and illicit uses." Similarly, StarCoder, an
open code-generation model, was released with a RAIL licence that
bans uses, such as generating malware or exploiting minors.?

Guardrails Vs. Harmful Use

A critique of legacy open-source licences is that they do not prevent
misuse. Originally designed for software tools like text editors or
databases, these licences assume that the wuser will comply with
existing laws and norms. However, Al models—especially generative
ones—pose new risks, such as spreading disinformation or enabling
biometric surveillance.™

Conversely, Al-specific licences seek to govern downstream use by
prescribing acceptable and unacceptable use cases. For instance,
Meta’s Llama 2 licence includes an Acceptable Use Policy that forbids
harassment, misinformation, and unauthorised surveillance. Violations
can result in loss of licence rights.'* The OpenRAIL family of licences
prohibits outputs that defame individuals, incite hate, exploit minors, or
promote misinformation. Licensees must also make reasonable efforts
to filter such content.’® Black Forest’'s FLUX licence bans use in legally
prohibited domains and restricts export to sanctioned countries.®

However, enforcing these clauses remains a challenge. A determined
actor can ignore the licence, especially if they remain anonymous. For
instance, researchers have bypassed Llama 2’s safeguards to create
a model dubbed ‘BadlLlama,” which generates toxic content, such as
extremist propaganda and detailed cybercrime tutorials.’ While this
violates the licence, accountability is difficult without identifiable actors.
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Table 2 lists the instances where open-source Al models have been

used for illicit purposes by downstream users.

Table 2. Malicious Use-Cases of Open-Source Models

Model/Dataset

Licence/

Availability

Year First
Reported

Documented lllicit
Use (downstream)

‘BadLlama 3’ — community
fork of Llama 3 8B'®

Open source voice cloning
toolkits (e.g., VAL E,
Tortoise TTS)"

Stable Diffusion and
derivative image
generators®

GPT Neo / GPT J
language model weights

Source: Author’s own.

Redistributed
under the original
Llama community
licence after the
safety layers were
removed

Research
checkpoints and
code are freely
downloadable from
GitHub

Weights publicly
hosted; CreativeML
Open RAIL M

Apache 2.0, openly
mirrored

A quick fine tune 2024
stripped of guard rails,
enabling unrestricted
extremist propaganda
and detailed cybercrime
tutorials that can be
deployed on any server
Fraudsters clone 2023-24
relatives’ or executives’

voices for ‘grandparent’

and CEQ impersonation

scams, convincing

victims to transfer funds

Fine tuned models 2024
generate political
deep fake ads and
memes impersonating
candidates, spreading
election disinformation
during the 2024
campaigns

Cyber criminal forums 2023-24
automate spear phishing

emails and large scale

spam templates that

evade traditional filters
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Liability and Accountability

Most open-source and proprietary software licences include disclaimers
that shield developers from liability. MIT and Apache licences specify that
software is provided “as is,” with no warranties. If an Al model produces
harmful results, such as a flawed legal or medical recommendation,
its creators bear no legal responsibility. Al-specific licences also follow
this tradition. The Llama 2 license includes a liability waiver for Meta.
FLUX.1-dev includes similar language shielding Black Forest Labs. This
presents a governance challenge: model creators avoid liability, while
users may also evade responsibility if they are difficult to trace.??

The RAIL family of licences seeks to address accountability issues
indirectly by banning certain uses. Thus, they create a contractual
basis to hold users accountable on the violation of those terms. In
theory, if a user employed an open model for disallowed purposes
(e.g., generating extremist content that leads to harm), the model
creator could take legal action for breach of contract. However, this
requires identifying the violator and proving the breach. Moreover,
monitoring compliance with licence restrictions is a resource-intensive
and imperfect approach. For popular models downloaded by tens of
thousands of people, it is nearly impossible to track all uses.?®

In sum, Al licensing today presents a difficult trade-off between
innovation and accountability. Traditional open-source licences promote
broad access and redistribution, enabling rapid innovation but failing to
address the unique risks posed by advanced Al systems. In contrast,
newer Al-specific licences attempt to curb harmful uses and protect
commercial interests. The flipside remains that, in doing so, they may
restrict who can build on foundational models—potentially centralising
control in the hands of a few large players. Meanwhile, both types of
licences protect original developers from liability. While this encourages
experimentation and openness, it also creates a gap in accountability
that could leave the public vulnerable and without recourse. Lastly, the
RAIL framework marks a step in the right direction, allowing openness
while seeking to prevent downstream misuse. However, monitoring
licence violations and enforcing safeguards is onerous, especially where
downstream users are not easily identified.
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Emerging Best Practices

While open-source licences play a foundational role in distributing
and governing Al models, they alone are not sufficient in preventing
downstream misuse or mitigate harm. A more effective approach
builds on licensing with complementary layers—regulatory frameworks,
technical tracing tools, and active community oversight. Together, these
mechanisms create a distributed system of accountability that is better
suited to open-source Al's scale, complexity, and evolving risks.

Risk-tiered Liability Frameworks

Policymakers increasingly agree that liability should reflect the context
and scale of deployment—not simply the act of open publication. The
European Union’s 2024 political agreement on the Al Act adopts this
principle by distinguishing between open-weight general-purpose Al
models and their downstream applications.?* Developers who release
model weights, documentation, and licence terms to the public must
meet two core requirements: (1) publish a summary of the training data
and (2) conduct a basic risk evaluation. If these steps are followed,
such releases are exempt from the more stringent “high-risk system”
rules. Liability and formal conformity assessments apply only when
another party integrates the model into a high-risk product, such as
a biometric ID system.?® This approach helps safeguard open research
while ensuring that commercial actors cannot externalise harm.

The United States (US) is moving in this direction. In March 2024,
the Commerce Department’s National Telecommunications and
Information Administration recommended a “qualified safe harbor” in its
Al accountability report.?® Developers who release models with licence
terms banning unlawful use, disclose training data provenance, and
publish red-teaming results would receive reduced litigation exposure in
the event of a bad actor weaponising the model. In contrast, companies
that integrate or commercialise such models in safety-critical settings
would be required to carry risk insurance and conduct post-deployment
monitoring, creating a clear incentive to manage downstream risks
where they are most likely to occur.
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International bodies have echoed this approach. A recent Global
Partnership on Al discussion paper proposes a three-tiered liability
framework—research, commercial, and critical—with each tier
subject to increasing levels of documentation, auditing, and financial
accountability.?”

Development and Implementation of Provenance and Tracking
Technologies

Preventing misuse also depends on the ability to trace models
and outputs after the weights leave the origin server. Image-based
watermarking systems now embed imperceptible signatures at the point
of generation. Stable Diffusion, for instance, includes such a watermark
by default in its official release.?® For text outputs, watermarking is
being standardised by groups like Google DeepMind, which open-
sourced its approach in October 2024. These techniques aim to mark
Al-generated content without altering its meaning.?® However, watermark
robustness is limited; a 2024 paper shows that targeted paraphrasing
or re-generation can reduce detection rates below 50 percent.®® As a
result, watermarks should be seen as probabilistic tools—useful for
aggregate attribution but insufficient as a standalone safeguard.

To strengthen provenance, several research groups are developing
blockchain-backed registries that track every derivative model checkpoint.
Each entry logs a cryptographic hash of the parent and child weights,
licensing terms, and the contributor’s signature. Because these records
are immutable and time-stamped, they allow investigators to identify
when and by whom a misuse clause was removed, pinpointing
accountability on the forker and not the original author. For instance,
OpenAl and major media organisations participate in the Coalition
for Content Provenance and Authenticity (C2PA), whose specification
embeds signed cryptographic ‘manifests’ in each asset header.
Although C2PA relies on standard public-key infrastructure and not a
distributed ledger, the signatures render any post-release alteration of
weights or generated outputs detectable, because tampering invalidates
the chain of trust recorded in the manifest.®
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Community-Driven Moderation and Tracking

The final layer of accountability is community-driven moderation, which
provides the agility and responsiveness that statutory regulation often
lacks. Platforms like Hugging Face, for example, allow users to flag
repositories whose models or demos violate the attached license
terms. In response, moderators can quarantine the project, add
warning banners, or revoke access keys until the issue is resolved.
The platform’s policy explicitly cites “models facilitating extremist or
non-consensual sexual content” as grounds for removal, closely aligned
with the misuse clauses found in Responsible Al Licenses (RAIL).%2
GitHub offers a parallel mechanism: its Acceptable Use Policy allows
suspension of hosting for code or model weights that promote human
trafficking or sexual exploitation.®® Given that these platforms host
much of the open-source Al ecosystem, community flagging, paired
with platform enforcement, creates a fast and decentralised feedback
loop for mitigating harm.

Public repositories have also emerged to track and document misuse.
The Al Incident Database compiles verified cases in which Al systems
caused or contributed to harm, including details such as model family,
deployment context, and license type (when available).?* The Partnership
on Al's 2024 report outlines a pilot project: the Generative Al Misuse
Observatory, which aggregates incident reports from platforms and
security researchers into a searchable public feed.®® These resources
offer regulators and infrastructure providers early warning signals,
allowing them to cross-reference new abuse cases with known model
hashes, and suspend malicious deployments more efficiently.

Conclusion

Licensing remains the indispensable starting point for governing open-
source Al because it establishes the legal boundaries for access,
modification, and redistribution. By embedding responsible-use clauses,
a licence can, in principle, deter malicious applications and set
expectations of ethical conduct. Yet, licensing alone cannot shoulder the
burden of responsible deployment for several reasons. First, misuse:
once weights are downloaded, a bad actor can ignore contractual
terms, fine-tune the model, and deploy it in ways the licence forbids.
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Second, liability: most licences—legacy and Al-specific alike—contain
broad warranty disclaimers, leaving the question of who compensates
victims when an openly released system causes harm, unclear.

A more resilient governance architecture layers additional safeguards
around the licence. At the legal level, risk-tiered regulation shifts the
heaviest obligations to commercial or high-impact deployers rather than
upstream researchers. On the technical front, provenance mechanisms,
such as robust watermarking, cryptographically signed manifests, or
tamper-evident ledgers, create auditable trails that make violations
detectable. Lastly, platform and community oversight provide rapid,
decentralised moderation through reporting portals, incident databases,
and reputation systems. Together, they preserve the openness that
fosters innovation while embedding the accountability necessary for
safe and equitable Al deployment.

Mohit Chawdhry is a technology policy professional.
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The Global
Challenges of
Ensuring Ethical
Regulations,
Governance, and
Responsible Al

Tanmay Agrawal

ike the rest of the world, India

views Artificial Intelligence
(Al) as an opportunity and a tool to address
multiple challenges simultaneously. It seeks
to leverage Al to respond to economic and
social challenges while containing associated
risks—an objective that can be pursued more
effectively through the democratisation of Al
understood as ensuring equality, access, and
robust governance.

a Al democratisation refers to the process through which Al technologies—such as data, computing
infrastructure, and regulatory frameworks—are made accessible to a diverse set of individuals,
organisations, communities, and countries, enabling equitable access, participation, oversight, and

benefit-sharing, while advancing governance, fairness, and empowerment.
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For Al to be democratised, it is imperative that systems are responsible
and explainable and that ethical regulations are complied with and
effectively governed so that outcomes remain accountable. This
necessitates examining the legal aspects of Al, including questions
around its legal personality, the applicable regulatory frameworks, and
liability models, alongside international approaches to ethics, bias,
privacy, and transparency.

Developers of Al should take necessary precautions to ensure data
privacy, transparency, fairness, and accuracy in its use, thereby
safeguarding the integrity of legal processes where Al is deployed and
protecting the rights and interests of all stakeholders involved. This article
identifies the lacunae in the existing legal framework and examines
the regulatory challenges associated with applying the institution-based
regulatory frameworks to generative Al models. It focuses on the
intersection of data privacy and generative Al, especially in relation to
data collection and use, the privacy implications of generated content,
and mechanisms such as anonymisation and differential privacy.

The Imperative of Democratising Al

Before debating the rights and liabilities of Al in the context of its
democratisation, it would be useful to reassess the legal personality of
Al, as well as the regulatory frameworks and liability models governing
its use. At present, the European Union Al Act, 2024 is the most
comprehensive attempt in this direction, enacted to protect citizens’
safety and fundamental rights while promoting innovation." The Act
classifies Al applications into high-risk, limited-risk, and minimal-risk
categories and establishes stringent conditions, including prohibitions for
certain high-risk systems. However, it does not offer detailed solutions

for addressing ethical concerns such as bias and transparency.?

As Al democratisation “involves extending access to Al technologies
beyond specialized technical experts to a broader spectrum of users
and organizations,”* there is a need to examine international regulations
on ethics, bias, privacy, and transparency across jurisdictions. Legal
professionals must therefore take necessary precautions to ensure
data privacy, transparency, fairness, and accuracy in the use of
Al, safeguarding the integrity of legal processes and the rights
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and interests of all stakeholders. Other organisations, such as the
Organisation for Economic Co-operation and Development (OECD),
have developed principles to help ensure that Al is deployed fairly and
with transparency.® Similarly, the United Nations Educational, Scientific
and Cultural Organization (UNESCO) has issued ethical guidelines for
the use of AL® However, intellectual property issues surrounding Al—
including authorship, ownership, and potential infringement—remain at
a nascent stage, as foundational questions on legal personality and
liability models have yet to be decided.

Another key policy intervention should favour recognising Al with
a form of legal personality akin to corporations. If Al is treated as
a legal entity, it could be held liable for its own actions under the
Absolute Agent theory, which grants Al the authority to take its own
decisions and bear its own liability. At the same time, questions arise
around data ownership, since data primarily serves as the input on
which Al systems are trained. Data scraping—the automated extraction
of large volumes of data from online sources such as websites or
databases, including text and images—raises particular concerns when
such content is protected by copyright or other intellectual property
(IP) regulations. Scraping data without permission may infringe the
rights of content creators or owners, prompting novel questions on IP
licensing and whether compulsory licensing frameworks for Al models
are required. If such applications are deployed to advance financial
literacy, they could have a transformative impact on financial inclusion.

Objectives and Challenges of Democratising Al

When discussions arise around the idea of “democratising technology”,
they often focus on broadening public access—making technologies
easier for a wider range of users to adopt and benefit from. In the
early 2010s, the “democratisation of 3D printing” referred to printers
becoming more affordable, user-friendly, and broadly available.” A
similar understanding today shapes debates on the democratisation of
Al. Companies like Stability Al have actively promoted this narrative.
It describes its flagship product, Stable Diffusion, as a text-to-image
generation model designed to empower billions of people to create
visually striking art within seconds.® Likewise, Microsoft has articulated
a bold vision to democratise Al, emphasising efforts to remove Al
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from elite academic and corporate settings and make it universally
accessible.® Part of this strategy involves embedding intelligent features
into every application, on any device, at any time.

Essentially, the objective of democratising Al is to make the
technologies accessible and affordable to larger populations, ensuring
portability, explainability, credibility, and fairness, with human oversight.
Large-scale distributed Al systems are characterised by self-organising,
hierarchical structures that can support the democratisation of Al through
collaborative learning across systems, aiming to move beyond traditional
federated learning by enhancing generalisation and specialisation.
Today, understanding how an Al system reaches its conclusions is no
longer merely a technical interest but central to responsible and ethical
use.

Transparency therefore forms the foundation of trust and fairness,
helping ensure that Al technologies serve human interests rather than
any malicious agendas or data hallucinations. When decision-makers
can understand the reasoning behind an Al's recommendations, they
are more likely to rely on them, while also uncovering hidden biases
within Al systems. Such explainability enables stakeholders to trace,
question, and improve Al-driven decisions, transforming the Al “black
box” into a tool that empowers human judgement and social good with
explainable Al with human oversight."

Despite the transformative potential of Al, the development of
Al technologies remains largely controlled by a small number of
corporations and advanced countries. This concentration of power
creates challenges for the equitable distribution of Al's benefits,
leaving smaller players—especially those in developing nations—at a
disadvantage. As Al systems become embedded in critical areas like
healthcare, finance, and criminal justice, they can cause harm if not
developed or governed ethically and with transparency. Key challenges
include algorithmic bias, discrimination, privacy violations, and limited
transparency in decision-making processes. Al systems are trained on
data that often reflect existing societal biases, whether originating from
human inputs or emerging during data analysis—neither of which is
Al’'s fault.
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This can result in biased decision-making, particularly in sensitive areas
like hiring, law enforcement, and lending. Democratising Al can reduce
the risk of biased outputs by making development more inclusive and
applications more responsive to diverse populations. However, if pursued
without diligence and human oversight, it may also increase the bias,
leading to discriminatory outcomes in areas such as hiring and criminal
justice, and contributing to greater polarisation. At the same time, Al
can be used ethically and responsibly if developers actively address
societal biases embedded in data and algorithms.

Another key motivation for promoting the widespread distribution of Al
tools is to collect diverse real-world data on how these technologies are
used or potentially misused across a broader range of contexts than
can be anticipated or tested in controlled environments. Such external
feedback is vital, as it supports continuous model improvement and
enables developers to identify and address emerging risks of misuse.'
To address concerns around potential misuse, some developers have
adopted a staged release approach to the democratisation of Al tools.
In this method, increasingly powerful versions of a model are introduced
incrementally, with deliberate pauses between releases to monitor usage
patterns and conduct risk-benefit analyses. This strategy allows time
for societies to adapt to new capabilities and to strengthen vulnerable
systems, institutions, and processes against potential threats.'

However, where the risks of misuse are assessed as particularly high,
responsible deployment may require placing access restrictions on
certain Al functionalities. Although such restrictions inevitably curb the
full democratisation of Al usage, they do not necessarily undermine the
broader project of Al democratisation.’ As elaborated in other sections
of this volume, democratising Al is not solely about universal access; it
also entails embedding democratic principles in Al governance, shaping
how technologies are developed, deployed, and regulated. In this
sense, democratising Al governance may result in open access being
only one possible outcome, depending on collective societal choices
about how Al should be distributed and controlled.®
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The Role of Non-State Actors in Democratising Al

One issue that arises is whether non-state actors—such as
multinational technology companies, non-government organisations
(NGOs), and advocacy groups—can address the democratic deficit
in global Al governance. These actors are often recognised for their
role in promoting accountability and transparency in Al governance
by developing ethical frameworks and publishing transparency reports,
particularly where Al-related decisions are taken without public oversight
or inclusivity. However, these non-state actors lack formal authority and
binding decision-making power under international law. In the absence
of robust, regulated Al policy structures, their efforts alone cannot
fully democratise global Al governance, which ultimately requires state-
led mechanisms and intergovernmental cooperation. While democratic
values such as accountability and transparency are advanced through
these initiatives, they remain limited by the absence of enforceable
authority.'®

As powerful Al tools like ChatGPT and other Large Language Models
(LLMs) become more common, the conversation is quickly shifting
toward their social, political, and ethical effects. Many countries and
regions are developing laws and policies to regulate the use of these
technologies. At the same time, there is a growing expectation that civil
society actors can represent public interest by ensuring that decision-
making processes within international organisations and institutions are
responsive to public opinion. These actors can function as watchdogs,
holding those in positions of power accountable. Civil society groups
have the potential to advance the democratisation of global governance
by promoting greater inclusion, representation, and transparency."”

The international context is shaped by the fact that cutting-edge Al
work is concentrated in international companies and global research
laboratories, while Al's impacts increasingly extend across national
borders, creating a growing need for international cooperation
and regulation. This wider effort is often described as “global Al
governance”, encompassing the various ways in which governments,
international organisations, firms, and civil society actors seek to shape




Democratising Al: Towards Open, Decentralised AI Ecosystems

the development and deployment of Al. Unlike domestic legal systems,
which typically rely on a central enforcement authority, international Al
governance lacks a single overarching system or leader.'®

As Al technologies increasingly influence social, economic, and
political contexts, it becomes imperative that those affected by these
technologies have a legitimate and meaningful voice in determining
their development and deployment. This article argues that non-state
actors—particularly those with moral or epistemic standing—can play a
constructive role in the democratic governance of Al. While not all non-
state actors are equally equipped for this role, those with substantial
market power, such as large technology companies, can and should
be expected to strengthen their democratic legitimacy. In doing so,
they may contribute to laying the foundations for a more inclusive,
participatory, and open global Al governance regime.'®

Recommendations

Democratising Al is essential to ensuring that its deployment remains
ethical, transparent, and accountable. To this end, the legal personality
of Al must first be recognised by states within existing legal frameworks,
alongside clear and transparent regulatory and liability models to
establish accountability for Al-driven actions and ensure responsible use
grounded in ethics and transparency. At the same time, international
regulations governing ethics, bias, and privacy must incorporate human
oversight to ensure that Al continues to serve humanity, rather than
replacing human judgement with algorithmic errors arising from flawed
inputs.

It is widely agreed that a democratised Al ecosystem must reflect the
plurality of human experience, including various kinds of cultural, social,
and linguistic backgrounds to be accepted under human oversight. This
requires training Al systems on diverse and representative datasets
to reduce systemic bias and improve fairness in outcomes, thereby
advancing ethical, transparent, and socially responsive objectives.
Such an approach can support the development of more equitable
and inclusive Al systems that address the needs of underrepresented
communities while minimising risks of algorithmic bias. Further, to
put checks in place, ethical Al governance frameworks need to be

118




The Global Challenges of Ensuring Ethical Regulations, Governance, and Responsible Al

established at both the national and global levels. These frameworks
should have guidelines for ensuring fairness, transparency, accountability,
and privacy in Al development and deployment. For example, Al
systems should be subjected to thorough bias testing prior to being
deployed in high-stakes sectors like healthcare and criminal justice.

Given the global impact of Al, collaboration is essential to establish
shared norms, standards, and rules for its application. International
organisations such as the United Nations and the OECD should work
towards harmonising Al regulations worldwide, addressing concerns
related to data privacy, transparency, and fairness. Discussions on
Al regulation must include emerging economies to ensure that the
benefits of Al are distributed beyond technologically advanced nations.
The obstacles to democratising Al and implementing ethical governance
are substantial but not insurmountable. By prioritising open access to
Al, promoting diversity in Al development, investing in Al education,
and establishing robust ethical governance frameworks, it is possible
to envisage a future in which Al functions as a force for human
advancement rather than a tool for manipulation or harm.

In conclusion, international cooperation is necessary to develop global
standards and regulatory frameworks that ensure the fair distribution
of Al's benefits. This way, Al can be utilised in solving some of the
world’s most critical challenges while minimising its harms and making
sure that it serves the public interest.

Tanmay Agrawal is Assistant Professor, ICFAI University, Jaipur.
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Towards the
Responsible
Governance of
Open-Source Al

Vibhav Mithal

pen source’ is

widely considered
to be an effective solution to challenges that
may arise from a closed-source or closed-
manner of functioning. The term owes
its roots to software development.! Linus
Trovalds, the creator of Linux and Git, has
compared ‘open source’ to science, arguing
that just as scientific progress builds on ideas
developed openly and improved by others,
open source operates in a similar way.*2

a Linus Trovalds has stated, “I often compare open source to science. Science took this whole notion of
developing ideas in the open and improving on other peoples’ ideas. It made science what it is today
and made the incredible advances that we have had possible. And | compare that to witchcraft and
alchemy, where openness was something you didn’t do.”
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Applied to Artificial Intelligence (Al)—particularly after the release of
China’s DeepSeek’—it is claimed that open-source Al “will help foster
a collaborative environment and accelerate Al innovation.”

This article avoids the use of a precise legal definition and conceptualises
‘open-source Al’ by focusing on the components of an Al system. Since
an Al system contains many components, the present article highlights
that open-source Al is not merely open-source software; software is
only one component of an Al system. It also highlights that interpreting
the term “open” in “open-source Al” requires exploring and answering
what component of an Al system ought to be made open. The article
explores this issue by highlighting the guidance, if any, provided by the
European Union Artificial Intelligence Act (EU Al Act).* It also highlights
the unique governance challenges associated with open-source Al.

Al Governance

Al governance is defined as “a system of laws, policies, frameworks,
practices and processes at international, national, and organisational
levels. Al governance helps various stakeholders implement, manage,
oversee and regulate the development, deployment and use of Al
technology. It also helps manage associated risks to ensure Al aligns
with stakeholders’ objectives, is developed and used responsibly
and ethically, and complies with applicable legal and regulatory
requirements.” Al governance extends beyond laws to include policies
and frameworks that may be voluntary in nature, as well as practices
and processes tailored to specific audiences.® The present article
adopts a national, India-specific perspective on Al governance, linked
to the concept of Responsible Al as articulated in India.

b DeepSeek is a Chinese Al company that rose to international prominence in January 2025 following
the release of its mobile chatbot application and the large language model DeepSeek-R1. DeepSeek
was founded in December 2023 by Liang Wenfeng.

[ lllustratively, Al Governance may involve assessment of issues that are broader than laws. For
example, while compliance of data sources with privacy regulations, protection of the Al System
by way of Intellectual Property laws and the ascertainment of liability when an Al output violates
someone’s legal rights may be legal issues, Al Governance strategies involve addressing questions
such as (a) Who decides which data is included in the training dataset, how is a model tested for bias
and/or how is model performing. Addressing each of these aspects requires technical appreciation of
an Al System.
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Understanding Open-Source Al Through the Components of
an Al System

Reaching agreement on a definition of artificial intelligence, particularly
from a legal and regulatory perspective, presents clear challenges.
The technical vocabulary used in the field often differs from its non-
technical articulation. For example, while technical literature may refer
to terms such as “machine learning” or “classical statistical methods”,
a policy lens may subsume both under the broader category of “Al".”
This divergence was evident in the evolution of the definition of Al in
the 2021 draft of the EU Al Act, which was modified in early 2023.
Articulating an acceptable definition of open-source Al has similar
challenges, as there may be disagreement upon what exactly is open-
source Al, and what exactly makes a model open-source in contrast to
being closed-source.®

The present article frames an understanding of open-source Al, not by
a functionality-based definition,*'® but by contextualising the concept of
Al by identifying the different components of an Al system. Moreover,
with this focus of articulating open-source Al through the components
of an Al system, it is also necessary that the term “Al model” and
its interlink with an Al system is understood. The subtle distinction
between an “Al model” and an “Al system” becomes important to
better appreciate the term “open-source Al”.

Simply put, an Al model performs a specific task," whereas an Al
system is broader in scope, as it may integrate one or more Al models
to utilise their outputs in support of a broader business decision.’? The
additional components that an Al system illustratively contains, includes
processes such as data collection and processing, a user interface,
and infrastructure.’® For example, an Al model in the healthcare space
may analyse a patient’'s chest scan to predict or arrive at an outcome
as to whether a patient has COVID-19. The Al system may then
utilise this prediction, along with other patient information, to arrive at
a treatment plan.™

d A functionality based definition explains a concept/term by describing the specific capabilities or
functions associated with it, rather than its characteristics.
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At a practical level, the use of the term “open-source Al model”
suggests that such a model would operate in conjunction with an Al
system. On the other hand, the term “open-source Al” would refer to
an Al system that incorporates one or more Al models. Since “open-
source Al”, as used in common parlance, may in fact refer to Al
systems, it becomes necessary to understand the concept of an Al
system itself. As a corollary, to understand open-source Al, while it
may be useful to have a definition of open-source Al, this term may
also be appreciated by identifying the different components of an Al
system. Additionally, as explored below, understanding these different
components provides the necessary context for interpreting the term
‘open’ in open-source Al.

One way to identify the components of an Al system is through the
lens of intellectual property law, as such a lens may enable innovators,
businesses, and regulators to ascertain which aspects of an Al system
require adequate legal protection to maximise the economic and legal
value within each component. Viewed from an IP lens, coupled with
an understanding of Al, the components of an Al system' may be
identified as hardware (e.g., semiconductor chips), training datasets,
Al algorithms (i.e., the set of technical techniques to enable pattern
recognition/creation of Al output), software in which these algorithms
are embedded (such as running the application that embeds Al'¢), and
outcome/output.

Based on the above components, it is evident that computer software
is only one component of an Al System. Consequently, it would be
misleading to refer to open-source Al as merely computer software.
Open-source Al would necessarily involve hardware, training datasets,
algorithms, and an output. Thus, open source Al is not open-source
software."”

Refocusing the Open-Source Al Discourse on System
Components

Parallel to conceptualising open-source Al through the components
of an Al system, the meaning of the term ‘open’ in ‘open-source Al
is equally critical. Simply put, the focus of open-source Al lies in
determining which component of an Al System, i.e., hardware, training
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datasets, Al algorithms or software (or their sub-components, as
identified in relevant technical literature)—ought to be made open, and
why, in order to realise the benefits and potential of openness.

As this discourse necessarily involves choosing between different
components of an Al system and deciding which should be made
open and why, it is possible that not every component of an Al
system may be made open. Each component, including hardware such
as semiconductor chips, serves a distinct function in building an Al
system. A holistic understanding of the role of each component is
therefore essential in determining whether it should be made open.

The Open Source Initiative (OSI), in 2024, articulated the first global
definition of open-source Al as “an Al system made available under
terms in a way that grant the freedoms to (a) use the system for
any purpose and without having to ask for permission; (b) study how
the system works and inspect its components; (c) modify the system
for any purpose, including change its output; (d) share the system for
others to use without modifications, for any purpose.”® According to
this definition, open-source Al systems can be used, studied, modified,
and shared for any purpose, which includes changing an Al system’s
output.

OSI provides additional context by stating that an open-source Al
system is viewed “broadly” as a “fully functional structure” and its
“discrete structural elements”.’® Therefore, recognising that an Al system
comprises different components. Moreover, OSI clarifies that the same
freedoms apply “whether applied to a system, a model, weights and
parameters, or other structural elements”.?® The fact that freedoms of
open-source may apply equally to either the system, model, weights
and parameters or other structural elements reinforces the view that
different components of an Al system may independently be made
“open”.

The focus thus remains on understanding open-source Al through the
components of an Al system.
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What Can Be Made ‘Open’ in Open-Source Al?

When the focus shifts to identifying which components of an Al system
may be made open, it becomes evident that open-source Al may still
contemplate restrictions on the use of different system components.
lllustratively, the terms of use of Google’s Gemma open-source Al
models?' make these models “freely available for individual developers,
researchers, commercial users for access and redistribution, and users
are also free to create and publish model variants”.?22 Although access
to model weights is provided, conditions relating to use, redistribution,
and ownership of variants vary across models, and these terms are
not necessarily grounded in an open-source license.?® For instance, the
terms of use?* restrict applications of these models as per Gemma’s
Prohibited Use Policy.?®> Simply put, even though Google Gemma
models are open-source, Google does not permit any kind of use and
restricts the way their models may be used.

Simultaneously, when open-source Al is examined from a component-
based perspective, it is important to acknowledge that certain
components of Al system—such as specific categories of Al algorithms—
are already ‘open’. Examples include open-source libraries such as
Scikit-Learn® for machine learning algorithms, Tensor Flow?” (Google)
and PyTorch® (Meta) for building and training deep neural networks.
Similarly, open-source libraries exist for natural language processing,?
computer vision,*® and reinforcement learning.®'

Instructive guidance on the question of ‘what ought to be made open’
in open source Al—particularly for jurisdictions outside the EU—may
also be drawn from the EU Al Act. The Act defines “general purpose
Al models™2 inclusively as models trained on large amounts of data
that display “significant generality and are capable of competently
performing a wide range of distinct tasks”.®® lllustratively, ChatGPT may
qualify as general-purpose Al models under the EU Al Act.3* Under the
Act, a “provider” includes a developer of a general-purpose Al model,*
and the obligations applicable to such providers are provided in Article
52.

Guidance on ‘what ought to be made open’ is stated in Article 53(2),
which provides exemptions from the obligations under Article 53(1) for
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providers of Al models. Article 53(1) provides detailed obligations for
providers of general-purpose Al models. In essence, where providers
release their models under a free and open-source licence that (a)
permits access, use, modification, and distribution of the model, and
(b) makes publicly available the model’s parameters, including weights,
information on model architecture, and information on model usage, the
obligations under Article 53(1) do not apply.®® At the same time, Al
systems released under free and open-source licences remain subject
to regulation if they (a) qualify as high-risk systems; (b) fall within
prohibited Al practice; or (c) are designed to interact with natural
persons.*” In answering what ‘ought to be open’, the EU Al Act thus
points to two elements: free and open-source licences permitting
access, use, modification, and distribution, and the publicly availability
of parameters such as weights; model architecture, and information on
model usage.

Scholars hold differing beliefs on what should be considered “open”
in open-source Al. While ‘open’ is meant to suggest transparency,
reusability, and extensibility, its practical application varies greatly.®
Pertinently, many scholars converge on the traditionalist idea that
open-source Al has its roots in the principles of open-source software
(OSS), linking openness primarily to open-source code and permissive
licensing.® In this context, an open-source Al model is one whose code
and weights are freely accessible allowing for scrutiny, modification,
and redistribution. Accordingly, models with openly available weights
and licences permitting modification and reuse—such as Meta’s Llama
2, Google’s Gemma 2, Stability Al's Stable Diffusion, and EleutherAl’s
Pythia—are often cited as examples.® Additionally, model architecture
disclosure, albeit without complete training data or process transparency,
also counts as openness.*

Separately, many scholars believe that openness requires the release
of more than model weights and should include other important
components throughout the Al lifecycle, such as model architecture,
training datasets, training methodologies, evaluation datasets and
results, detailed documentation, source code, and licensing terms.*? This
reflects a gradient of openness for Al models based on the levels of
releases, the maximal extension being fully open.*® As already stated
above, given the article’s component-based conceptualisation of open-
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source Al, the author takes the view that a fully open form of open-
source Al is not a pragmatic option.*

The viable way to address the question of what ‘ought to be open’
is to view open-source Al as a gradient of openness. If viewed in
this manner, scholars have also suggested that openness in Al may
be addressed through a risk-mitigation paradigm that accounts for the
multiple actors involved, including cloud providers, data providers, model
providers, optimisers, application developers, distribution platforms,
users, and evaluation providers.

To address this issue, a team of international researchers led by Matt
White of the Linux Foundation, in their paper “The Model Openness
Framework: Promoting Completeness And Openness For Reproducibility,
Transparency and Usability in Artificial Intelligence,” have proposed a
pioneering three-level classification system, comprising an evidence-
based framework of 17 components that may be made open.* This
classification seeks to “classify the degree of completeness and
openness of an Al model across all aspects of the model’s development
cycle.”® The 17 components are then categorised into three classes,
each building upon the previous one, “with Class Il being the least
complete and Class | being the most complete.””

Simply put, components placed in Class | represent those that may
be made open to reflect the lowest degree of openness. The seven
components in Class | include: (1) model architecture; (2) model
parameters (final checkpoint); (3) technical report or research paper;
(4) evaluation results; (5) model card; (6) data card; (7) sample model
outputs (optional). Where greater openness is sought, the components
in Class Il (along with components of Class |I) may be made open.
Class Il includes: (1) training, validation, and testing code; (2) inference
code; (8) evaluation code; (4) evaluation data; and (5) supporting
libraries and tools. Finally, where maximum openness is sought, the
components in Class lll (along with components of Class | and Class
) may be made open. These include: (1) research papers; (2)
datasets; (3) data preprocessing code; (4) model parameters; and (5)
model metadata.*®
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Effectively addressing what all should be made open in an open-source
Al model is beyond the scope of this article. However, the above
analysis indicates that (a) placing restrictions in existing open-source
Al models does not disqualify an Al system from being open-source
Al because in this scenario only the Al model within the Al system has
been made open; (b) emphasising that when Al is viewed by way of
components of the system, components such as certain algorithms are
already open; (c) with respect to other components that are currently
closed-source, the question is which component ought to be made
open and why; (d) laws, such as EU Al Act, may provide instructive
guidance and (e) demonstrating that scholars do confuse open-source
Al with open-source software however ultimately agree that openness
is a gradient.

Responsible Governance and the Challenges of Open-Source
Al

The term “responsible” is interpreted in this article through the lens
of Responsible Al, as framed by the Principles of Responsible Al
laid down by the NITI Aayog.*® These principles are fairly settled and
include equality, inclusivity, and non-discrimination.®® lllustratively, the
principle of safety and reliability requires Al systems to be deployed
with sufficient safeguards to minimise risks to relevant stakeholders,
while the principle of privacy and security requires the protection of
individuals’ data used in Al training.®" The principle of accountability
states that all stakeholders involved in the design, development, and
deployment of Al systems must be responsible for their actions, /
conduct risk and impact assessments, and establish internal or external
auditing mechanisms to oversee adherence to these principles.? While
the framing and objectives of these principles are broadly accepted
and provide the context for “responsible”, the specific actions required
to implement Responsible Al remain contextual.®

In the sphere of open-source Al, where conceptualisation and definition
are themselves contested, identifying concrete actions to implement
the principles of Responsible Al requires an understanding of the
associated governance challenges. Moreover, the author contends that
the question of ‘what is to be made open’ in open-source Al is relevant
primarily up to the point at which the open-source Al system, including
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the Al model, is released. Once released, the governance challenges
associated with open-source Al may, to some extent, converge with
those faced by closed-source or proprietary Al systems. It is therefore
imperative to examine the governance of open-source Al in this context,
and the present article broadly highlights illustrative unique governance
challenges that are distinctive to open-source Al.

Safety

Open-source Al poses serious safety concerns due to the absence of
centralised monitoring and control, which makes it difficult for developers
to monitor and contain misuse once such systems are released. Easy
access presents unique challenges, as it makes it easier to share and
customise these models, furthering the likelihood of unintended harms.
Additionally, open access of these models may lead to malicious fine-
tuning and/or circumvention of important safety filters and content
moderation techniques, thus increasing the possibility of the generation
and spread of offensive outputs.5

Accountability

Another unique challenge rising from the open design of Al models
relates to legal and regulatory complexity. Inflicting liability for
downstream harm may be disproportionately borne by developers who
release their models freely, even though they exercise little or no
control over the diverse and potentially harmful uses to which others
may put them. Further, establishing content provenance—an increasingly
important concern in the context of Al-generated content—becomes
considerably more difficult when models are freely shared and open
to modification by numerous, often unidentifiable actors. This lack of
traceability complicates efforts to identify the source of harmful content
and to assign accountability.®®

Lack of Uniformity in the Licence Terms

Where components of an Al system are made open in open-source Al,
those components are typically subject to licensing terms. The nature of
such licences varies across different open-source models. For instance,
state-of-the-art foundation models often impose licence restrictions based
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on factors such as user base size, age, or geographical location, while
other models incorporate different forms of use-based limitations. It is
therefore important to understand that these models frequently operate
under specific licensing conditions. Users may inadvertently expose
themselves to legal risk if they fail to understand or comply with these
restrictions.%®

Compute Challenges

Open-source Al also raises compute-related considerations that warrant
independent assessment when evaluating its viability within the broader
ecosystem. Such systems rely on large datasets, which in turn require
massive computational power to process.®® “Access to compute presents
a significant barrier to reusability”®® for open Al systems owing to the
high cost involved in training and running inferences on large-scale Al
models at scale.’' For instance, one study showed that “training the
Llama 2 series of models required 3.3 million GPU hours on NVIDIA
A100-80GB GPUs™2 and that, as per February 2024 rates of training,
the cost would have been approximately US$6 million.5?

Finally, akin to proprietary closed models, open-source Al may face
issues such as bias (for instance, in training data), limitations in
explainability, and risks of violating personal data protection and
intellectual property rights.

Recommendations and Conclusion

For open-source Al, a critical starting point is clarity about what the
term denotes. First, an Al Model is distinct from an Al System. An
Al system includes an Al model and may also comprise additional
components such as processes for data collection and processing,
a user interface, and supporting infrastructure. Second, as the term
“open-source-Al” is used in common parlance, it refers to Al Systems
rather than models in isolation. Thus, to fully appreciate ‘open-source
Al', the components of an ‘Al System’ must be understood.

The governance of open-source Al should centre on identifying what
is to be made “open,” and why, recognising that ‘openness’ in Al
systems exists along a gradient. The governance of open-source Al
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also presents a unique set of challenges, in conjunction with existing
risks that apply to proprietary closed-source models. Al governance
also encompasses a broad system of laws, policies, frameworks,
and practices aimed at managing risks arising from the activities of
various actors involved in the design, development, and deployment
of Al systems. Therefore, while addressing the unique risks that arise
from open-source Al, the overall governance of open-source Al would
operate in a manner similar to Al governance initiatives focusing on
overall risk identification and mitigation of Al systems.

Vibhav Mithal is an artificial intelligence and intellectual property lawyer and an Associate
Partner at Anand & Anand; an ISO 42001 Lead Implementer, a ForHumanity Certified Al Auditor
on the Digital Personal Data Protection Act, 2023, and co-author of the NASSCOM Developer’s
Playbook for Responsible Al.
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arly 2025 set the stage for

critical debates within the
Al ecosystem. DeepSeek, a groundbreaking
open-source Al model developed in China,
has disrupted not only Silicon Valley but also
the highest levels of regulatory discourse
worldwide. The model, built at a fraction of
the cost of its competitors, has demonstrated
the immense potential of open Al by enabling
others to innovate and build upon its
foundational layer."

The impact of this development parallels
India’s approach to Digital Public Infrastructure
(DPI), which serves as a cohesive framework

linking socio-economic activities with digital
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public goods. While the DPI story examines how use cases have been
legitimised by incorporating the element of public good, there has also
been some discussion around how Al-driven use cases can serve as
a functional data layer within DPls. Within the DPI discourse, terms
such as ‘inclusivity’, ‘collaboration’, and ‘accountability’ are recognised
as pillars for ensuring equitable and efficient digital ecosystems.
These values align with India’s democratic principles and underscore
the importance of embedding similar tenets within Al governance
frameworks.?

Fostering a democratic Al ecosystem necessitates two interlinked
priorities: decentralisation and the establishment of non-technical
enablers that support an open Al paradigm. Decentralisation within Al
ecosystems is not merely about distributing technological infrastructure;
it involves diversifying stakeholder engagement, fostering cross-sector
expertise, and ensuring equitable access to resources and knowledge.
When these elements align, they create fertile ground for co-creation,
knowledge-sharing, and collective problem-solving, ultimately leading to
the development of more resilient and inclusive Al systems. Equally
important is the need to build non-technical layers, such as open-source
communities around Al solutions, and reshape financing practices.
While technical layers constitute tech-oriented intricacies towards the
development, deployment, and adaptation of Al systems and use cases,
non-technical layers constitute elements that inform the interdependent
elements of governance and sustainability of infrastructure that play a
crucial role in shaping a democratic Al ecosystem through advocacy,
capacity-building, and participatory decision-making processes.

This article looks to highlight the value that can be unlocked by the
decentralisation of India’s Al ecosystem, while its core focus will be
on building a case for pathways to non-technical enablers as essential
drivers of a democratised ecosystem. It will also glean insights from
India’s DPI model and global open-source Al developments to foster a
more open, participatory, and responsible Al landscape.

Towards a Decentralised and Open Al Ecosystem for India

The concept of decentralisation carries similar significance in both
India’s DPI ecosystem and the ongoing efforts to build an open Al




140

Democratising Al: Towards Open, Decentralised AI Ecosystems

From

ecosystem. India’s Unified Payments Interface (UPI), a real-time
payment system that enables instant money transfer between banking
institutions and mobile interfaces has taken individuals away from cash
transactions and card payments. With interoperability at its core and
a mission to reimagine tech as a tool for inclusive growth, UPI has
become a global benchmark for innovations in digital infrastructure.®4

Drawing parallels from the UPI story, India is now gearing towards
reducing dependence on global Al model developers by creating a
sovereign, open-source GenAl Chatbot.> Adapted from a Chinese Al
model, this initiative ensures data security, sovereignty, and local control
by hosting the model entirely on Indian servers. By shifting power
away from a handful of global Al giants, India intends to empower
local developers, startups, and research institutions to assume a more
central role in shaping the Al landscape.®

Monopolies to an Ecosystems Approach

Big Tech’s aggressive competition in areas such as compute power,
data, and widespread accessibility has left no stone unturned. During
the past half-decade, the ecosystem has witnessed a sharp increase in
startups creating unique Al use cases, only to be almost instantaneously
acquired by big tech organisations as they are trained on the
latter’s infrastructure and networks. A prime target for these pseudo-
acquisitions are Al startups that primarily focus on generative Al and
natural language processing. Big tech entities are now racing to strike
deals to license key models and tools, which allows them to capture
the talent that built them. An example of this is how Google went
through with one of the most renowned reverse acqui-hires where they
secured a non-exclusive licence for Character.Al's technology.”® This
upstream monopolisation stifles competition and innovation, steering Al
development toward commercial interests rather than the public good.®
While smaller startups have historically disrupted industries, Al presents
an even greater challenge—incumbents not only have a technological
head start but also leverage their platforms to lock users, as in the
aforementioned case.™

Al capabilities are heavily skewed in favour of big tech players, and
this is by no means a level playing field. From exorbitant cloud
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infrastructure, larger datasets, to specialised talent, there needs to be
incentivisation for smaller players and other stakeholders across the
Al value chain to push their weight in terms of negotiating for equal
opportunities. The current scenario locks out critical stakeholders, and
this imbalance is not just about market competition; it determines the
future of India’s Al landscape and for whom it is designed.

For smaller innovators, infrastructural limitations and restricted access
to good-quality datasets make it nearly impossible to train competitive
models without an overarching dependency on bigger players.
Researchers and academia face a constant struggle to incentivise
Al talent to stay dedicated to in-house initiatives, as Al labs by
larger entities offer access to proprietary datasets and top-of-the-line
infrastructure.”™ Regulators currently face multiple challenges, one of
them being Indian tech leaders adopting a one-size-fits-all narrative
that is built on models and datasets from the Global North. This is
done without consideration of cultural and linguistic nuances and use
cases wherein regulators need to account for diversity.'21®

The downstream effects of such models and datasets for Indian
applications are also left out of the equation. Users—the ultimate
stakeholders—are increasingly nudged into Al ecosystems they cannot
negotiate with, reinforcing surveillance capitalism—a method by which
big tech companies harvest, analyse, and sell user data to better
predict and influence user behaviour. This, in turn, limits Al’'s potential
for public good. If the technology is to serve broader societal and
developmental goals rather than just commercial interests, there is
an urgent need to incentivise user participation across the Al value
chain. This means creating open-source alternatives, lowering barriers
to computing power, establishing fairer data access mechanisms, and
embedding transparency and accountability into Al governance. Without
these interventions, Al risks becoming a tool for reinforcing power
hierarchies rather than a force for inclusive innovation.™

Unpacking a Socio-Technical Lens to Drive Democratised Al
Ecosystems

India must adopt a socio-technical approach that empowers critical
stakeholders across the Al value chain. This allows the ecosystem at
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large to move beyond the narrow focus on technical performance and
instead examine how Al systems interact with and reshape broader
social structures.'

Al is not just a neutral tool; it is embedded within organisational
hierarchies, regulatory frameworks, labour ecosystems, and power
dynamics. The outcomes Al produces are shaped not only by its
algorithms but also by who builds it, governs it, and benefits from
it. Recognising Al as a socio-technical system highlights the need for
an open and democratic Al ecosystem, where diverse stakeholders,
including local innovators, civil society, regulators, researchers, and
users, can actively shape its development and deployment rather
than being passive adopters of proprietary models controlled by a
few dominant names. This means moving beyond a reality where
Al decisions are made solely within Big Tech and extending agency
to users, communities, and institutions that interact with Al systems.
If developers themselves are still grappling with the opacity and
unpredictability of their models, communities should exercise their
right to peremptorily contest and negotiate on how Al applications are
developed and data is used.'®

At its core, this approach would give Indian stakeholders greater
control over Al development, governance, and commercial applications,
rather than leaving these crucial domains in the hands of a few
foreign entities and a volatile global market subject to disruptions.
This is not just a technological shift but a strategic one; controlling
Al models means controlling data, economic opportunities, national
security, and the future of innovation—all of which have traditionally
been concentrated in the Global North.

A decentralised approach to Al would democratise innovation by
enabling broader participation in model development, reducing barriers
to entry for Al startups, and fostering solutions tailored to India’s socio-
economic needs. Embedding layers of community and streamlined
financing practices within the Al ecosystem catalyses the wider adoption
of Al for public good, ensuring that the technology serves national
interests and developmental goals rather than purely corporate profits.
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The Non-Technical Layers to Support the Building of Open
Technical Layers

Decentralisation, within the context of an Al ecosystem, is facilitated
by strengthening the capacities of local stakeholders, augmenting their
power to carry out their intended functions within the ecosystem. For
Indian businesses, such power translates into enhanced abilities to
build, access, and manage local datasets and computing power. For
regulators, such power would boost their ability to shape the discourse
of innovation and governance within the national ecosystem, ensuring
that the overarching goals of leveraging Al for social and public good
are met.

While there exists a preliminary understanding of the technical layers
of how this ecosystem could be built, there is limited enquiry into the
non-technical layers that bolster the development of a decentralised
and open Al ecosystem. These non-technical layers outline practices,
methods, and mechanisms that support the process of building
decentralised and open technical layers. This article identifies two
such layers that could strengthen the capacities of local stakeholders
and attempts to unpack their transformative potential. With a strong
imperative on building capacity, this analysis explores the potential of
nurturing open-source communities and reshaping financing practices to
enhance the resilience and sustainability of Al endeavours.

Nurturing Open-Source Communities within Open Al Ecosystems

The Indian Al ecosystem is rapidly advancing towards leveraging
open-source to strengthen its Al capabilities. As attempts are made to
decentralise the power dynamic, open-source has been championed as
the way forward, enabling the optimal utilisation of limited resources—
aligning with the overarching goals of promoting social and public good.
The vision of open-source Al ecosystems is most compatible with the
goals of the IndiaAl mission, which seeks to ensure that the discourse
of Al innovation is shaped by diverse and local ecosystem actors.®

While developing open-source Al is pivotal in enhancing capabilities,
building a community around it should be equally prioritised. Community
building and developing the technical layer are not sequential, but
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rather parallel to each other. An active and vibrant community ensures
the sustainability of open-source Al solutions by making sure that
developers and other members continue to contribute to public good
solutions, even in the absence of tangible and material incentives.

The Indian DPG landscape provides examples where the building and
participation of communities around DPGs was the first step to growing
and sustaining the DPG reliably in the long run.”® Understanding the
trajectories of global open-source projects sheds light on how building
communities was never an afterthought, but always a key consideration
from the outset.®

Community building around open-source Al, characterised by values
of transparency, openness, and collaboration, would be the foremost
non-technical layer that aligns wholly with efforts of the State to
decentralise and democratise Al and its ecosystem. A community
presents a meaningful opportunity to bolster capacity and accelerate
value creation, given that issues like skill gaps and talent retention,
compounded by the effects of limited funding need to be addressed.
While the Indian developer community exhibits an increased presence
of Al skills, trends point to lower competencies.?' Active and vibrant
communities offer constant and interactive support, creating spaces for
deep engagement and robust learning.

Building communities involves a series of activities, all of which begin
by unpacking the need and purpose for a community in the context
of developing the solution. First, it is imperative that critical drivers of
the community are identified. A stakeholder mapping exercise helps
streamline efforts and resources in building communities by targeting
interventions towards individuals who are significant contributors.
This is followed by actively engaging with the community through
the deployment of innovative measures to attract a diverse pool of
contributors and sustain the growth of the community. Lastly, the needs
and expectations of the community must be understood and met as
reasonably as possible for the interest of its sustenance and evolution.
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Reshaping Financing Practices within Open Al Ecosystems

While efforts by the government that seek to increase financing
and public expenditure in this space are understood as imperative
to accelerate democratisation, they need to be supplemented by
streamlined funding practices that identify the universe of diverse
actors and outline their newfound roles and responsibilities to facilitate
decentralisation. Funding should be reinterpreted to involve capacity,
expertise, and volunteering, and must include instruments beyond
monetary funding.?

While the need for public funding cannot be overstated, there must be
restraints on where such funding can be utilised. Flows and sources
of funding are often critical determinants of power dynamics in any
landscape, and the Al ecosystem is no exception. It is only justified
to include public actors, private entities, philanthropies, bilateral and
multilateral agencies, CSOs, and non-profits, academia and users
and leverage their potential to fund the open Al ecosystem in diverse
ways. One can draw inspiration from understanding funding patterns
in the Indian DPI landscape. For instance, in the case of ABDM,;? it
was observed that initial public funding was crucial in kickstarting the
ecosystem. However, to ensure the sustainability of the infrastructure,
it was imperative to establish clear funding relationships between
the government and private actors, helping identify the limitations on
government funding and allowing private investment to flourish.2

There is an immediate call to understand this landscape: breaking
down funder types, identifying non-traditional funders, their funding
potentialities and capabilities that serve the overarching needs of the
ecosystem, as well as unpacking incentives and needs that will help
sustain funding in the long run.

Funding types are not limited to financial funding, which typically
includes grants from philanthropies or budget allocations by the State,
but also make space for non-financial funding that must be increasingly

The Ayushman Bharat Digital Mission is India’s digital infrastructure responsible for health data
collection, use, and transfer amongst healthcare stakeholders.
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explored to support endeavours to build open Al ecosystems. For
instance, academic capacity that cannot be replaced by financial
resources to catalyse the creation of meaningful knowledge assets,
which are unquantifiable. Spearheading efforts like this is the Centre
for Responsible Al (CeRAl) at IIT Madras, a virtual interdisciplinary
research centre that focuses on both fundamental and applied research
towards the responsible development of Al. They have recently tied
up with Swiss-based Roche Diagnostics Ltd. through an MoU that will
look to expand research on digital health solutions. At the foundation
of this partnership lies an opportunity to drive research, expand
frameworks, and keep ethics in check. Both parties have stated the
need to collaborate with academia to ensure equitable, responsible, and
beneficial Al applications and use cases. Much like the above example,
other experienced technical entities can volunteer their support and
resources to aid the development of the ecosystem in India.*

Conclusion

A socio-technical approach to building the ecosystem unpacks the
intersection between the various technical layers and its non-technical
components that helps to view the purpose of the open Al ecosystem
beyond its technological utility. Understanding the underpinnings of
governance and funding helps in assessing the impact of developing
an open Al ecosystem from economic and social standpoints.

Exploring these non-technical layers enables a greater focus on
inclusion, empowerment, and innovation that is rooted in lived
experiences and localised realities. By embracing virtues such as
transparency and collaboration embedded in these non-technical layers,
India can shift from being a passive consumer of Al to a creator
shaping solutions for critical sectors such as healthcare, education,
finance, defence, and governance. These efforts to build non-technical
layers, alongside democratising technical components of the open Al
ecosystem, facilitate decentralisation and accelerate agency among all
ecosystem players.

Aishani Rai is a Manager at Aapti Institute, with a background in law.

Gautam Misra is an associate researcher at Aapti Institute.
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(Al becomes  deeply
embedded in governance, industry, and society,
the question of how Al can be developed,
deployed, and regulated responsibly and
inclusively is increasingly critical. In this
context, discourse on open Al holds rising
importance.

There is growing interest in adopting open-
source Al across industries. In a recent global
survey of over 700 senior developers and
leaders across 41 countries, 72 percent of
respondents from tech organisations reported
using an open-source Al model, with 63
percent across other sectors.' In 2023, 65.8
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percent of foundation models were released as open access, while
18.8 percent remained entirely restricted, and 15.4 percent had limited
availability.? This trend signals a strategic shift toward fostering greater
innovation, competition, and decentralisation in Al.

Open Al systems promise to lower barriers to entry, enabling startups,
researchers, and smaller enterprises to develop Al-driven solutions
without requiring vast computational resources. They can thus help
drive economic growth. This economic potential is underscored by a
European Commission study, which found that an investment of around
1 billion euros in 2018 in open-source software generated an economic
impact between 65 and 95 billion euros.®

Transparency is another key advantage of open foundation models. The
2023 Foundation Model Transparency Index* shows that major open
model developers are consistently and significantly more transparent
than their closed counterparts, scoring an average of 20 percentage
points higher. Open Al systems allow for third-party audits of datasets,
training methodologies, and biases, which helps prevent the risks
associated with opaque digital systems that have caused harm in the
past, and is critical in sectors like finance, healthcare, and governance.®

For India, embracing open-source Al is not just an opportunity but a
necessity, as the government champions digital public infrastructure
(DPI) to foster innovation while ensuring equitable access to technology.
Open-source Al systems, built on the principles of transparency,
collaboration, and accessibility, align closely with these national priorities
and have the potential to redefine India’s Al landscape. Open models
can help bridge critical gaps by offering shared, cost-effective resources
that drive Al innovation, serving as viable alternatives to expensive
proprietary systems. This is especially crucial for Al-driven agriculture,
healthcare, and financial inclusion solutions, where local adaptation is
key. Furthermore, an open Al ecosystem aligns with India’s vision of
technological self-reliance, reducing dependence on foreign technology
while fostering homegrown innovation.

To fully unlock the potential of open Al, India must first establish a clear
definition of what constitutes open-source Al. Alongside this, a robust
governance framework is essential, one that upholds transparency and
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accessibility while incorporating safeguards against misuse. Striking this
balance will ensure that Al development remains ethical, inclusive, and
accountable.

Defining ‘Open-Source Al': A Spectrum of Openness

‘Open source’ is both a philosophy and a practice, built on the
principles of transparency, collaboration, and shared innovation.® It
enables software engineers to share their work freely, contribute to
each other’s projects, and collectively solve problems. As a result,
open source has become a foundational pillar of the digital economy,
as an estimated 70-90 percent of all software contains open-source
code.”

In the context of Al, ‘open source’ refers to Al models that incorporate
open-source components, such as software code, documentation, or
training data, under licences that grant users the freedom to use, study,
modify, and share them.® However, there is no universally accepted
definition of open-source Al, and its interpretation can vary depending
on context and implementation.

Openness in Al exists along a spectrum. Just as open-source software
licences range from highly permissive (e.g., MIT, Apache)® to more
restrictive (e.g., GNU GPL,"® BSD"), Al models also vary in the degree
of openness. The extent to which an Al model is considered open
depends on how much of its underlying system is publicly accessible—
whether that includes documentation, model architecture, weighting
factors, or methods of use.™
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Table 1. The Spectrum of Openness in Al Models

Degree of Openness

Representative

Model Examples

Full Openness Source code and model weights Mistral
are publicly available; clear
documentation on training data,
methodologies, and observed
downstream impacts

High Openness Source code and model weights Llama
are accessible, but with limited or
no transparency regarding training
datasets or sources; partial visibility
on downstream impacts

Partial openness Source code is shared, but model Grok
weights are not; little to no clarity on
training data or inputs

Limited Access Code and weights are closed, ChatGPT, Gemini,
but models are made available Claude
through public APIs or interfaces;
some insights into training data
and downstream implications are

provided

Fully closed Source code, model weights, and Proprietary enterprise
training data are proprietary; no models (e.g., internal
external access or transparency into  systems used in logistics
system inputs or outcomes or operations)

Source: Adapted from ‘New America, Openness in Artificial Intelligence Mode®

The diffusion strategies adopted by Al models influence their degree
of openness. Some models provide limited interaction through hosted
interfaces or cloud-based APIs. More open approaches include the
release of downloadable model weights, enabling greater experimentation
and adaptation. The most transparent models go further, offering not
only weights but also source codes and training data, sometimes under
usage restrictions and sometimes without, reflecting a commitment to
broader accessibility and collaboration.
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Thus, the complexity of how Al systems are created, made available,
and used is not adequately represented by the conventional binary
classification of Al models as either ‘open’ or ‘closed’. In practice, most
Al models fall somewhere between the two extremes, ranging from fully
open systems, where all elements are publicly available, to selectively
open or partially closed systems, where access is restricted by design
or licence. Acknowledging this continuum is critical to developing
meaningful and effective standards for open-source Al."®

Recognising that access to various components of Al systems, such
as datasets, model weights, source code, and documentation, exists
along a continuum allows for more context-sensitive governance
and policy responses. This spectrum-based understanding helps
stakeholders evaluate different degrees of accessibility, control, and
risk. Such an approach enables more informed decisions regarding
the use, collaboration, and oversight of Al systems, while also guiding
the development of appropriate guardrails based on the degree of
openness.

Unique Risks in the Open-Source Al Ecosystem

While open foundation models offer significant benefits, they also
introduce distinct risks that differ from those associated with proprietary
Al systems. The open nature of these models removes many of the
barriers to access, allowing a broader range of actors, including those
with malicious intent, to reproduce, modify, and deploy them with
minimal oversight. This creates challenges in ensuring responsible Al
development and use."”

Loss of Control

A fundamental risk of open-source Al is the developers’ loss of
control once models are released. In proprietary systems, access is
typically managed through APIs or other controlled interfaces, enabling
developers to monitor usage, enforce safeguards, and respond to
misuse. However, when models are made fully open, developers lose
the ability to track or regulate their use. This means they cannot:
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e block or restrict access to users engaging in harmful activities

e identify and respond to model misuse, including fine-tuning for illicit
purposes

e adapt the model in real-time to prevent emerging threats, such as
‘jailbreak’ techniques that override built-in safeguards.

Once an open model is released, its proliferation becomes irreversible.
Even if a newer, more secure version is introduced, earlier versions
remain accessible on public repositories, alternative hosting platforms,
or even the dark web."”® This persistence increases the difficulty of
mitigating risks after the fact.

Manipulation and Misuse

The openness of generative Al models enables widespread innovation,
but it also facilitates harmful applications. The risks include the
following:

e Removal of Safeguards: Al model’'s safety mechanism can
be compromised in two primary ways. First, ethical safeguards
embedded during development, such as restrictions on generating
harmful or illegal content, can be deliberately removed or weakened
by those with access to the model weights, enabling the generation
of misinformation, extremist propaganda, or deepfakes, including
pornography.°

Second, even when safeguards remain in place, users can bypass
them using techniques like adversarial suffixes or prompt injections,
special character sequences, or cleverly crafted inputs that trick
the model into generating prohibited outputs. Both approaches
undermine safety-by-design and highlight the risks of releasing
highly capable models without robust, enforceable guardrails.?!

e Fine-tuning for Malicious Purposes: Open models can be fine-
tuned with relatively little effort to generate harmful or illegal content,
such as phishing emails, disinformation campaigns, or automated
cyberattacks. Unlike proprietary systems, where developers can
intervene, open models allow anyone with technical expertise to
customise outputs freely.
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Lack of Effective Enforcement Mechanisms

One of the biggest challenges in governing open-source Al is
enforcement. Open-source Al operates without a centralised enforcement
mechanism, making governance challenging. While developers may
release models under ethical licenses, there is no practical mechanism
to ensure that users comply. Unlike proprietary Al firms that can
withdraw access or enforce terms of service, open-source developers
lack the ability to impose restrictions on downstream users. This means:

e Malicious actors can still exploit unregulated versions of models
(including pirated copies) or applications designed for harmful
purposes, even after ethical concerns are raised.

e Al models with known vulnerabilities can remain in circulation
indefinitely, exacerbating security risks.

e Developers have limited recourse to prevent misuse once a model
is widely distributed.

Curating a Responsible Al Framework for Open Al Systems

At present, discussions on ‘ethical Al' have centred around proprietary
systems created by private companies.?® As a result, many of the
design, policy, and tooling interventions aimed at promoting responsible
Al are derived from studies of corporate Al ecosystems. These
interventions may not be well-suited for open-source contexts, which
operate under fundamentally different organisational structures, cultural
norms, and incentive systems.

Moreover, emerging regulatory approaches risk disproportionately
impacting open foundation models and their developers without
effectively mitigating harm.2® For instance, laws holding developers
accountable for the content produced by their models or derivatives
could unfairly penalise open-source contributors, as users can freely
modify and fine-tune these models to generate illicit content.

Instead of reactive and overly restrictive regulations, a well-calibrated,
responsible Al framework is needed, one that acknowledges the distinct
challenges of open-source Al, balances innovation with risk mitigation,
and ensures that policy interventions are grounded in evidence rather
than speculation.
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The Way Forward

The governance of open-source Al must strike a careful balance
between upholding its core principles of collaboration, transparency,
and shared innovation, and ensuring responsible development and
use. The first step in developing a responsible Al framework for open-
source systems is to establish clear metrics for assessing the openness
of a system. Without a structured understanding of what constitutes
openness, it becomes difficult to design governance mechanisms that
are proportionate to the risks and opportunities posed by each model.
Risk assessment must form the cornerstone of any open Al governance
strategy. To address these issues, developers must adopt rigorous
testing protocols to address the distinct vulnerabilities that open-source
models introduce. These should include deterministic safety evaluations,
probabilistic risk assessments, staged deployment models, and advanced
red-teaming practices.?*?®* Red-teamers, in particular, should be granted
fine-tuning access before public release to help anticipate adversarial
uses and surface potential vulnerabilities early.?

Additionally, the safeguards established must be difficult to circumvent,
ensuring that models cannot be easily modified for malicious purposes.
A proactive approach, such as modifying training data to exclude
harmful capabilities rather than relying solely on post-training safety
filters, can further mitigate risks. Institutions like the proposed Al Safety
Institute in India?” can play a pivotal role in establishing standards while
also enhancing capacity for independent third-party risk assessments.

Governance frameworks should also articulate clear model-sharing
norms, established through standard-setting bodies and multistakeholder
industry coalitions, that promote openness while accounting for risk.
These standards must be sufficiently granular, allowing differentiated
access based on the sensitivity of model components.

In addition, establishing an Al incident repository, as proposed by
India’s Al advisory group, will allow for timely and structured reporting
of safety issues, help identify patterns, and improve collective response
strategies.?®

To implement these governance recommendations effectively, it is

necessary to strengthen institutional capacity within regulatory bodies
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and open-source Al communities.?® This includes building specialised
regulatory expertise on Al risk assessment and ensuring that
policymakers are equipped with the necessary technical knowledge to
engage meaningfully in Al governance.

Beyond regulatory considerations, developing an ecosystem-wide
understanding of the key players within the open-source Al landscape
is crucial to fostering more effective and inclusive governance. Lessons
from community-driven open innovation systems, such as decentralised
software development models and collaborative security frameworks,
can offer valuable insights into structuring Al governance. A distributed
approach to governance, where oversight responsibilities are shared
among maintainers, contributors, and rotating governance reviewers,
can reduce reliance on centralised Al ethics teams and prevent
bureaucratic  bottlenecks. Additionally, self-regulation mechanisms,
such as community-driven Al risk flagging, can complement formal
oversight structures. Engaging the open-source community in regulatory
discussions will help ensure that governance policies remain practical,
enforceable, and aligned with real-world development practices.

Conclusion

Open-source Al offers immense value by fostering innovation,
collaboration, and accessibility. However, as these technologies become
more advanced, it is essential to comprehensively map their risks and
develop governance frameworks that balance open-source principles
and effective risk mitigation.

Importantly, it must be acknowledged that no model can offer perfect
transparency or complete openness across all dimensions. Technical
limitations, legal constraints, ethical considerations, and strategic
interests will inevitably shape and limit the degree of access. Despite
these variations, the priority must be to ensure that core Al capabilities
are made available and used responsibly.
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If the broader objective is to democratise access to Al and maximise
its societal impact, then recognising and integrating the nuanced
spectrum of openness into governance structures is not merely helpful;
it is imperative. By adopting a structured and balanced approach to
these complexities, it can be ensured that open-source Al continues to
drive progress while remaining aligned with public interest and ethical
responsibility.

Kamesh Shekar is Associate Director — Strategy & Research and Lead, Privacy and Data
Governance Vertical & Al Vertical at The Dialogue.
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While calls for the democratisation of Al have become more common,
the phrase itself may signify a variety of goals, vis-a-vis its use,
development, profits, or governance.! As a result, reference to
democratisation without clarity on the goals may lead to ambiguous
commitments and missed opportunities for concrete policy discussions.?
For instance, scholars point to the need to recognise the principal role
of the democratisation of Al governance in navigating the trade-offs
and risks involved in decisions around use, development, and profits.®
Additionally, the different forms of democratisation® may at times conflict
with each other. For example, to ensure responsible Al deployment,
if the risk and consequences of misuse are likely to be serious,
the democratisation of governance may require access restrictions.
This may, in turn, hinder the democratisation of development, which
necessitates a certain degree of Al model accessibility.*

The desirability of Al democratisation is often assumed. Yet,
democratisation of use, development, and profits could hold both
beneficial and harmful consequences. This means that the desirability
of Al democratisation should instead be “derived from alignment with
the interests and values of those who will be impacted.”

Seger et al. note that the use of ‘democratisation’ for Al is “normatively
loaded”, but often used to refer to “facilitating widespread Al use and
development.” They argue, “invoking the term ‘democratisation’ [...]
holds the hidden assumption that the decision to distribute or make
accessible is what a democratic governance process would select. In
other words, Al democratisation ultimately refers to the democratisation
of Al governance. If by ‘Al democratisation’ all a speaker means is
‘make available to everyone’, then we would suggest less normatively
loaded language (something like ‘broad accessibility’) be used.”

a Here, this article relies on Seger et al.’s (2023) identification of four kinds of ‘Al democratisation’: (1)
“the democratisation of Al use”, (2) “the democratisation of Al development”, (3) “the democratisation
of Al profits”, and (4) “the democratisation of Al governance”.
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It is worth noting that while ‘responsible Al’, ‘open source Al’, or
‘democratic Al' are often used alongside each other, and were “invented
to serve the public interest,” they have been argued to “under-specify
critical aspects of the development process which determine whether a
technology serves the interests of the many or the few.” As a result,
they are vulnerable to being co-opted by profit-driven corporations and
giving way to concentrated market power.®

More broadly, efforts for democratising Al use involve an array of
other measures such as reduction in costs of acquiring and running
Al models, development of user interfaces that are accessible across
different sections of the population, or improvement in internet
infrastructure and accessibility.’” Democratisation efforts also need to
account for the structural barriers, such as the fact that a small number
of tech companies concentrated mainly in the global minority regions
hold a lot of control over the resources necessary for Al development.

Such disparities in Al development, use, and profit distribution have
led to open-source Al or open Al as an attractive way forward for
democratisation efforts in Al. Openness enables expansion of access
to the broader community of developers and academia, and allows
them to scrutinise, reuse, and build upon these systems." It further
enables auditing and oversight to prevent privacy and security risks,
and mitigate and reduce bias.’? Open Al is viewed as an important
means to reduce the concentration of power in a few technology
corporations and regions (largely located in the Global North) in Al
development and innovation.™

In India, there are several parallel and fragmented initiatives furthering
Al development, education, research, and skilling. There appears
to be a move toward the values of open Al through a narrative of
democratising Al for all and for public good. However, it does not
situate this within the broader critical discourse of what it means to
achieve an open Al ecosystem or by referencing ‘democratisation of
Al’ in this particular context. This would require an understanding of
the goals and rationale of open Al contextualised to India, which go
beyond ‘innovation’. This should further include working with a clear
understanding of ‘democratisation’ that overcomes the entrenched
structural and institutional power imbalances primarily owing to the
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What

unequal distribution of resources in the development of technologies.
This article will utilise existing international discourses on democratisation
of and openness in Al to identify the gaps and challenges that need
consideration for creating an open Al ecosystem in India.

Is ‘Open AI'?

Openness in the context of Al is difficult to define, given the complexity
of an Al system. Unlike traditional software, which is programmed
with rules to perform a task, Al is programmed to learn to perform
a task.™ Al has three broad components that enable this learning:
training datasets, source codes to formalise the training task, and
models to store the trained weights."”® Given its different interconnected
components, ‘openness’ in Al can be present along a gradient,®
ranging from systems that offer minimal transparency and reusability—
where only one of the components is open for scrutiny or reuse—to
systems that are maximally transparent, reusable, and extendable.

Broadly, ‘open’ or ‘open source’ in the context of Al is used to refer to
a range of capabilities that offer:

e transparency (the ability to access and vet source code,
documentation, and data)

e reusability (the ability and licensing needed to allow third parties to
reuse source code and/or data)

e extensibility (the ability to build on top of extant off-the-shelf models,
‘tuning’ them for one or another specific purpose).'”

There are several contentious issues in terms of what components of
the Al system may be made open and to what extent. For instance,
“whether potentially sensitive training data should be made open,
or whether offering powerful models for reuse is safe, or whether
restricting the use of ‘open’ models to ‘safe’ or ‘ethical’ domains is
acceptable under the banner of ‘open source,” or not.”'® The challenges
associated with determining openness for Al systems defy the traditional
understanding of open source,’” which was conceived at the time to
apply to software. Thus, traditional notions and assumptions associated

with open-source do not translate to Al. After several rounds of revision
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and feedback from developers and researchers, the Open Source
Initiative has released its definition of open Al:

“An Open Source Al is an Al system made available under terms and
in a way that grant the freedoms to:

e Use the system for any purpose and without having to ask for
permission.

e Study how the system works and inspect its components.

e Modify the system for any purpose, including to change its output.

e Share the system for others to use with or without modifications,
for any purpose.”™

In regulatory and governance discourses, including those in India,?!
open Al is being viewed as a way to disperse the benefits of Al
for social good (such as with Digital Public Goods for Sustainable
Development Goals)®? through a democratisation of the resources and
access required to build and utilise Al systems. As will be discussed in
the subsequent section, while often argued as a means to democratise
Al development, open Al in itself does not enable democratisation,
as access to the necessary resources required to build Al itself is
associated with several structural barriers.

The Current Al Landscape in India

The Government of India launched the IndiaAl Mission in March 2024
under the public-private partnership (PPP) model for furthering India’s
Al innovation ecosystem.?® The mission aims to advance India’s Al
innovation and “democratise the benefits of Al” across different sectors
towards public good.>* The primary objectives are: building a scalable
Al ecosystem with increased compute capacity; developing, scaling, and
promoting large-scale Al solutions for socio-economic transformation,
and sectoral applications, such as governance, healthcare, and
agriculture; creating a unified platform for access to high-quality non-
personal datasets; expanding skilling and education;®* startup financing;
and ensuring responsible Al development and use by promoting fair,
transparent, and ethical Al practices.?®
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The Ministry of Electronics and Information Technology (MeitY) has also
developed other collaborative initiatives such as Bhashini. Launched
in July 2022 as part of the National Language Translation Mission,
Bhashini aims to provide citizens with access to digital services and
increase in content in different Indian languages. Bhashini is being
developed as ‘large open source datasets and models’.?” It aims to
create an ecosystem for developing products and services in Indian
languages by utilising Bhashini’'s open repository of datasets and
models. Additionally, Meta signed an MoU with the IndiaAl Mission to
make Meta’s open-source Al model available for use by the Indian
ecosystem.?

Other multi-stakeholder initiatives such as Al4Bharat at [IT Madras (co-
sponsored by the Rohini Nilekani Foundation, Google, Microsoft, Yotta,
and EkStep) have been working for “advancing Al technology for Indian
languages through open-source contributions.”® Similarly, Microsoft
helped develop a generative Al chatbot called ‘Jugalbandi’ for access
to information on government schemes, facilities, and procedures.®® It
utilised the LLMs developed by the Al4Bharat Initiative, combined with
Microsoft Azure’s Open Al Service, along with Bhashini. EkStep, a
non-profit foundation co-founded by Nandan Nilekani (chairman and co-
founder of Infosys), is also backing People+Al, which has been working
to support the Al policy ecosystem by developing sectoral applications
such as public service delivery, health, education and environment,
enhancing communication accessibility for the hearing-impaired, and
other open-source solutions.®

The national landscape is being heavily driven by the PPP model,
with private players having the bigger say in how the Al landscape is
shaped.® For instance, organisations such as EkStep foundation are
associated with technological projects that bear societal implications,
and are making swift developments in welfare delivery mechanisms.3?
Given this landscape, the vision and goals of these private-driven
endeavours become drivers of overall Al missions, and announcements
by powerful organisations have a disproportionate influence on Al
technological and policy discourse in India.
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Further, there seem to be multiple government endeavours and initiatives
for Al integration into government facilities, driven by private or non-
governmental firms.®* However, there is little information in the public
domain about the execution of such projects. Given that the government
has made critical investments in projects deploying Al in various
crucial sectors for development,® it is important to have conversations
around establishing accountability mechanisms and safeguards in
Al systems. While the government has called for proposals towards
building responsible Al, there is not enough foundational discourse to
arrive at a common ground on what constitutes responsible, ethical
and democratic development of open Al technologies.

What does it mean for an Al system to be open, and why does it
matter?

Analysis and Challenges

With Al becoming crucial for countries to assert their geopolitical
competitiveness, much of the push for Al has found itself cloaked
under the banners of ‘democratisation’ and ‘social good’.*® Open
Al has therefore found a convenient spot in this narrative.®” The
current thrust on Al development in India and globally might chase
the virtues of open Al, but in reality, it may be at odds with those
virtues. The development of open Al continues to operate very strongly
within the same structures of reliance created by Big Tech and the
powerful economies that open Al appears to resist.®® Resultantly, the
development of an open Al ecosystem faces barriers, as discussed in
the following paragraphs. Any discourse for enabling open Al should
move forward with an understanding of these challenges.

a. Power Imbalances

The development of Al models requires large amounts of computational
power for data processing. However, the computational resources
needed for such a purpose are scarce, expensive, and provided by
very few corporations.®® This also poses a barrier to the reusability of
existing open Al systems as training and running inferences on large-
scale Al models at scale, and utilising them in a product or API for
wider public use, is also extremely costly. Much of the production of
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the resources required for Al development, such as cloud computing,
chips, and microprocessing units, takes place in the minority world
countries.*® With most tech corporations originating in the Global North,
such a power imbalance additionally disadvantages countries belonging
to the Global South.

b. Obtaining Data and Its Challenges

While there has been increased focus on gathering inclusive,
representative data and ensuring the appropriate documentation of
data gathering and annotation processes,*' questions regarding privacy,
power imbalances, and ethics remain unresolved.

Data collection and processing for Al development is labour-intensive.*?
Given that most Al systems are built by companies located in the
minority world, these models are built by exploiting the data and labour
resources from the majority world. Therefore, for countries belonging to
the majority world, notions of data sovereignty also become significant.
For instance, the Te Hiku Media project recognises that “indigenous
peoples may not have access to the resources that enable them to
benefit from open source technology,”® and developed a Kaitiakitanga
License as a way to enable guardianship of the data by the people
from whom it originates.

Datasets may “launder others’ intellectual property, or commercially
use data that was specifically licensed for non-commercial use, or
was licensed under particular sovereignty mandates.”* Promoting the
transparency of datasets remains key to the development of an open
Al ecosystem to prevent value extraction and exploitation of proprietary
data scraped from the internet.** Enabling open Al development would
entail meaningful documentation and access to the training data
for review. Many problems associated with fairness, accountability,
transparency, and ethics in ML systems result from the decisions
around the data collection and annotation process.*¢ India should
ensure that the development of open Al is based on principles of
meaningful access while encouraging multidisciplinary research, studying
and reviewing open Al development both in India and globally, and
understanding challenges unique to the Indian social, cultural, linguistic,
and economic context.
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While maintaining and building datasets is crucial to an open Al
ecosystem, it should not be removed from privacy and data protection
considerations.*” There are  tensions between the need for vast
amounts of data and the right to privacy that enables individuals to
maintain control over their data.®® India’s longstanding deliberations
on a legal framework for personal data protection culminated in the
Digital Personal Data Protection Act, 2023 (DPDP Act) and the Rules,
2025.* The Act and Rules provide for a notice and consent framework
for the collection and processing of data. Ensuring transparency and
collaboration in open Al development would require deliberation on
responsible safeguards and privacy measures for the sharing of data
while ensuring data protection towards ethical Al development. Data
fiduciaries® using data for training Al will need to develop policies in
compliance with the DPDP Act’s provisions such as outlining permitted
uses and potential future uses of data, mechanisms for obtaining and
withdrawing consent, specification of restricted uses and detailing the
data access, collection, retention and sharing mechanisms (including
cross-jurisdictional), along with action in cases of violation of provisions
of the law.

(2 Investigating the Benefits of Open Al

The current open Al discourse assumes that the underlying notions
associated with the idea of ‘open™® will inevitably result in benefits
such as innovation, safety, transparency, and democratised access,
and reduce dependence on dominant infrastructure and industry
concentration. However, while these benefits are worth pursuing, they
cannot be properly achieved without a clear understanding of what
‘open’ Al means and necessitates for its development, resources, as
well as labour and maintenance, to truly democratise Al development
and access, along with its limitations. For instance, even as open-

Digital Personal Data Protection Act, 2023; Draft Digital Personal Data Protection Rules, 2025,
https://innovateindia.mygov.in/dpdp-rules-2025/

Section 2(i) of the DPDP Act defines “data fiduciary” to mean “any person who alone or in conjunction
with other persons determines the purpose and means of processing of personal data.”
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source systems are assumed to enable safer Al through review by
developers and researchers, open Al in itself does not guarantee
this simply by being open.®® To ensure this goal, any discourse on
open source Al should also take into account the need for mandating
auditing mechanisms that ensure maintenance and inspection, and
consider where the responsibilities would lie if vulnerabilities and gaps
were left unaddressed.

One should consider whether the investments being made for
strengthening computing and data infrastructure are in alignment with
the broader aim of democratising Al in a way that reduces corporate
influence over and control of the Al ecosystem.?!

Any deliberation on the implementation and deployment of Al raises
normative questions such as what are the acceptable risk thresholds,
what does justice and fairness mean in the context of Al applications,
and what are the values that should underpin Al.%2 These questions
remain relevant for any discourse considering building an open Al
ecosystem—despite its many benefits, open Al may be susceptible
to malicious use, contributions, and modifications by certain actors.
A democratic discourse among a diverse range of stakeholders can
identify not only the areas of consensus but also the finer context-
specific details of interpretation and implementation questions at local
levels.5®

Recommendations and Conclusion

To achieve a democratised, open Al ecosystem, it is important that
“Al research and resources are created and maintained by institutions
meaningfully separate from large tech companies.”® Additionally, to
counteract the discriminatory outputs that arise from large-scale Al
models privately developed in and exported from the minority world,%®
investment into research could also take the form of funding scholarships
and research fellowships for sociotechnical studies by people belonging
to underrepresented groups and marginalised communities.®® The
following discussion focuses on two more immediate and actionable
pathways for a move towards an open Al ecosystem, keeping in mind
the current Al landscape in India.
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Data Sharing, Collection, and Handling: Building Appropriate
Standards and Frameworks

Given that implementing ethical forms of data collection and handling
requires time, expertise, and resources, it serves to disadvantage
institutions without adequate resources. One of the recommended
measures to reduce this inequality is to create consortial arrangements
for data sharing.?” Another measure to address the lack of transparency
in data collection is to have structured processes and institute record-
keeping standards.®® However, since data sharing can also lead to risks
such as breach of privacy, data misrepresentation, and data collection
without consent, data sharing arrangements should be made only after
the formulation of a governance framework for ethical data sharing
practices. Further, to prevent misuse of open data, there should be
appropriate measures in place for access control, and ethics training for
researchers and developers for the responsible use of data, especially
sensitive data. The lack of well-annotated, feature-rich, local datasets,
as is the case in India, further highlights the need for establishing
appropriate standards, open-source licensing frameworks, formats,
governance, and institutional frameworks for the collection, access, and
management of data.®®

Accounting for Socio-cultural Values and Impacts: Enabling Public
Participation in Al Development Processes

Expansion of access cannot be achieved by “going open” alone.
Considering that many efforts in India towards openness in Al are
geared towards public services, governance, and other sectors of public
interest and welfare, it might be useful to consider public participation
in Al development. Many of the barriers to access, innovation, and
development result from geographical, cultural, linguistic, and economic
divides.®® Public participation may help break these barriers to some
extent and enable the identification of and reduction in harmful,
inaccurate, biased, or discriminatory outcomes of Al systems.®’ Gilman
defines public participation as “measures that offer opportunities
for people most likely to be affected by a given system to have
influence into the system’s design and deployment, including decision-
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making power.”2 Public participation can help counter harmful impacts
by enabling the inclusion of social-cultural values in technological
development beyond technical parameters. Public participation
can be built into various stages of Al development, i.e., problem
formulation, data collection, model selection and training, deployment,
and monitoring.®® Public participation should ensure diversity among
participants and the identification of communities and groups that will
be most affected by the deployment of Al or have accessibility or other
barriers to benefit from the deployment.

Public participation could be legally mandated to ensure “continuity
within organisations over time, help build institutional norms around
participation, and increase trust with affected communities.”® Such
legal mandates should, among other things, include within themselves
a definition of meaningful participation and its goals, specific stages
of Al development for public participation, require culturally appropriate
community outreach, and access for marginalised communities.®

Additionally, synergies and networks should be built between
universities, research centres, government, and industry as a way to
create new ecosystems around open Al for driving innovation.®” Such
an ecosystem will also benefit startups and small and medium-sized
companies in accessing dedicated infrastructure and capacities for Al
development.58

With resource and power imbalances influencing Al development,
private resources and capabilities might be necessary in its nascent
phases. However, this should not result in further entrenchment of
the power imbalance as opposed to reducing inequalities. Therefore,
India should consider what it means for the development of open
Al systems outside of powerful private enterprise support and how
it can transition to indigenous capabilities while reducing the present
structures of dependency. This cannot be done without the development
of governance and institutional frameworks for a truly democratic and
open Al ecosystem.
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A focus on reducing dependence on large corporate players will also
enable an ecosystem that reduces the barriers of entry and promotes
the sustainability of small-scale Al providers and open-source models.
Smaller-scale models can also lead to innovation in trustworthy and
safe design principles in their development.®® More broadly, however, a
focused approach with a clear rationale and goal for developing open
Al systems requires a clear means of evaluating investment, resource
use, and their downstream impact.

Sukriti is a Project Officer at the Centre for Communication Governance, National Law
University Delhi.
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