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Fixing Cyber Vulnerabilities: An 
Agenda for the Quad

Abstract 
The COVID-19 pandemic sparked rapid digitalisation worldwide, with work-from-
home interactions, online payments, and online consultations for various services 
becoming acceptable practices. While this shift in the manner and nature of work 
brought enormous benefits, crucially in terms of access, it has also increased the kind 
of cyber security threats that countries face, with vulnerabilities felt particularly in the 
health and financial sectors. India and the Quadrilateral Security Dialogue (Quad) 
countries are especially vulnerable in these areas and other critical infrastructure, 
making it imperative to jointly address the weaknesses to build better cyber resilience in 
their respective jurisdictions. This brief presents an overview of the situation in the four 
countries and recommends measures to strengthen and streamline the cyber security 
agenda at the national and Quad levels.
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In recent years, particularly following the COVID-19 pandemic, 
countries worldwide, including those in the Quadrilateral Security 
Dialogue (Quad; India, the US, Australia, and Japan), have embraced 
digital technologies and digitalisation at an accelerated pace. Amid rapid 
digitisation, work-from-home interactions, online consultations for 

various services, especially healthcare and medical delivery systems, and online 
education (edtech) opportunities have become more acceptable and accessible. 

Notably, internet penetration in India and the broader Asia-Pacific region 
was underway long before the onset of the pandemic. Indeed, even before the 
pandemic forced greater digitisation worldwide, the Asia-Pacific region had 
the highest number of internet users. However, Europe and the Americas had 
better overall internet penetration rates. 

Figure 1: Digital Trends in the Asia 
Pacific (2019 and 2021)

Source: GSM Association1 

The number of internet users in the broader Asia-Pacific reached over 2.6 
billion in 2022, with China and India contributing about half of this number.2 
Many users in the region are young and rely on mobile phones to access the In
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internet; the number of mobile internet users increased from 1,090 million in 
2019 to 1,290 million in 2022.3 Amid this expansive access and the growth of 
edtech, e-commerce, and fintech services (both before and due to the pandemic), 
the embrace of digital technologies will only likely expand. However, despite 
this growth in digital technologies, many countries are yet to institute effective 
cybersecurity measures to counter loopholes and vulnerabilities that have risen 
therein. The spike in the number of cybersecurity incidents, including on critical 
infrastructure (for instance, in the Quad countries), highlights the need to build 
cyber resilience to avoid such incidents. As the number of internet users grows, 
this problem will only intensify. As such, the Quad countries—particularly 
India, which is poised to lead the growth in internet users and currently has 
poor cybersecurity and weak cyber hygienea practices—must address cyber 
vulnerabilities to build resilience through a concerted cyber security agenda. 

a	 Cyber	hygiene	is	essentially	a	series	of	measures	that	individuals	and	institutions	put	in	place	to	reduce	
cyber	vulnerabilities	in	the	form	of	cyberattacks,	including	ransomware	and	phishing	attacks.	In
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In October 2023, media reports indicated that American cybersecurity 
firm Resecurity had discovered cybersecurity breaches that resulted in 
the personal informationb of over 800 million Indian citizens being sold 
on the dark web. The cybersecurity firm’s human intelligence division, 
HUNTER, stated that the perpetrators of the cyberattack were “willing 

to sell [the] entire Aadhaar and Indian passport database for $80,000.”4 Earlier, 
in November 2022, a cyberattack on the All India Institute of Medical Sciences 
(AIIMS) in New Delhi, a premier medical institution, impacted the hospital’s 
outpatient and inpatient digital services (billing, report generation, and 
appointment scheduling).5 The incident appeared to have been a ransomware 
attack, where the criminals who hacked into the system were reportedly asking 
for a ransom payment. The culprits allegedly accessed about 40 million patient 
profiles, including sensitive data and medical records. This likely also included 
the data of senior government officials who consulted AIIMS for treatment. 
Ransomware attacks involve perpetrators sending malicious software to obtain 
illegal access to the victim’s data, locking it down, and demanding a ransom not 
to release it. In 2022, India saw a 53 percent increase in reported ransomware 
incidents compared to the previous year.6 In another incident in November 
2022, Central Depository Services (India) Limited noticed malware in some of 
its internal systems but ruled out any potential data breach.7 

The number of cyberattacks targeting the Indian health sector has risen in 
recent years. CloudSEK, an AI company that monitors cyber threats, noted in 
an August 2022 report that, in 2021, the Indian healthcare sector saw the second 
highest number of attacks after the US; India experienced 7.7 percent of all 
attacks on the healthcare industry worldwide and 29.7 percent of all attacks in 
the Asia-Pacific region.8 The report also noted that “the number of cyberattacks 
against the healthcare industry [worldwide] has increased by 95.34% in the first 
4 months of 2022 as compared to the number of cyberattacks in 2021 during 
the same period.” Indeed, in recent years, major tech companies like Cisco 
India, CrowdStrike, Cyware and Sophos India have cautioned the country 
on potential spikes in the number of cyberattacks directed at the healthcare 
industry.9 Similarly, Cyfirma, a Singapore-based Goldman Sachs-backed cyber 
intelligence firm, reported in March 2021 that a Chinese state-backed hacking 
group, APT-10 (also known as Stone Panda), was targeting IT systems of major 
Indian COVID-19 vaccine developers such as Bharat Biotech and the Serum 
Institute of India.10 Cyfirma also stated that major Indian pharmaceutical 

b Individuals’	names,	phone	numbers,	addresses,	Aadhaar	numbers	(an	Indian	national	identity	system),	
and	passport	information.
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companies such as the Serum Institute, Bharat Biotech, Dr Reddy’s Labs, 
and Abbot India were coming under cyberattacks by hackers based in Russia, 
China, and North Korea. The objective behind these attacks had been to get 
hold of critical vaccine research and trial data to gain a “competitive advantage 
over Indian pharmaceutical companies.” The company detected 15 hacking 
campaigns—seven from Russia, four from China, three from North Korea, and 
one from Iran. 

Earlier in November 2020, Microsoft noted the spikes in cyberattacks in 
the health sector came primarily from three non-state actors “targeting 
seven prominent companies directly involved in researching on vaccines and 
treatments for Covid-19.” The targeted countries included Canada, France, 
India, South Korea, and the US.11 Another cybersecurity company, Indusface, 
referred to the rise in cyberattacks in the health sector, saying that “there were 
more than 1 million cyber-attacks across Indusface’s global healthcare clientele. 
Of these, 278,000 attacks were reported in India alone.”12 As such, protecting 
patients’ medical and financial data has emerged as a critical challenge for the 
healthcare industry.

In addition to the healthcare industry, several other critical sectors, particularly 
the financial sector, were also targeted by cyberattacks. In 2023, India recorded 
1,12,474 cybersecurity incidents,13 with over 4.29 lakh cybersecurity incidents 
targeting financial institutions in the first half of 2023. 

In a November 2022 report, CloudSEK also noted an uptick in cyberattacks 
on India’s banking finance and insurance (BFSI) sector. The report stated that, 
in 2021, most BFSI cyberattacks were focused in North America, but the focus 
shifted towards Asia in 2022, and India was characterised as “the newfound 
hotbed for cyberattacks in Asia.”14 The BFSI sector had been identified as the 
“most targeted” sector in FY 2021-2022.15 A comparison of the number of cyber 
events in 2021 and 2022 reveals that the US, India, and Brazil are among the 
top five nations dealing with BFSI cyberattacks. 

Other critical infrastructures in India have also come under cyberattack, 
including the airline industry, oil and gas and power sectors, and technology 
companies, but most of these attacks were contained before any damage could 
occur.16 
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Importantly, irrespective of whether these attacks lead to data or financial 
loss, the more critical issue is the ability of perpetrators to crack the Indian 
cybersecurity system despite India’s security efforts. This also reflects the 
still inadequate protection measures accorded to the critical information 
infrastructure in India. The government needs to step up its data protection 
efforts through additional measures to prevent such frequent cyberattacks. The 
absence of awareness of cyber risks among users and the use of old, legacy 
technologies are among the factors that add to the vulnerabilities. India also 
needs to study the evolving tactics, techniques, and procedures of hackers and 
criminals to prevent such attacks. 
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Notably, the increasing cyber vulnerabilities and cyber security 
incidents are not unique to India. This is precisely why 
cybersecurity cooperation needs to be accelerated among like-
minded partners, such as the Quad countries (which have also 
experienced intense cyberattacks in recent months). 

In August 2023, Japan’s National Center of Incident Readiness and Strategy 
for Cybersecurity (NISC) admitted that hackers had infiltrated the institute for 
many months. Although the Japanese government has not officially identified 
the source, the Chinese military is suspected to be behind the security breach.17 
In another attack on Japan’s critical infrastructure, it was reported in November 
2023 that Japan’s space agency had come under cyberattack, but the agency 
clarified that “the information the hackers accessed did not include anything 
important for rocket and satellite operations.”18 Along with security breaches, 
Japan is also seeing a growth in the number of ransomware attacks, with the 
National Police Agency reporting a total of 230 ransomware attacks in 2022,19 
with an 87 percent increase in the number of such attacks in Q1-Q2 of 2022 
compared to the previous year.20 In July 2023, the Port of Nagoya, the largest 
port in terms of volume, came under a ransomware attack that resulted in a 
two-day halt of all operations, impacting the exports and imports for many 
industries, including that of automobile manufacturer Toyota and its partners 
and suppliers.21 Along with Japan’s automobile industry, medical centres have 
been particularly targeted.22  Although the financial aspects of data breaches 
remain a concern, the “biggest impact” for Japan from cyberattacks was the 
reported 58 percent data loss.23 

According to the Australian Cyber Security Centre’s 2023 annual threat report, 
Australia experienced many data breaches, resulting in millions of Australians 
“having their information stolen and leaked on the darkweb.”24 According to 
the 2023 annual report, Australia witnessed about 94,000 cybercrime incidents 
in FY 2022-23, a 23 percent increase from the previous year. A cybercrime 
was reported every six minutes on average in FY 2022-23, compared to 
seven minutes on average in the previous year. The top three cybercrimes 
against individuals were identity fraud, online banking fraud, and online 
shopping fraud, and against businesses were email compromises, business 
email compromise fraud, and online banking fraud. The annual threat report 
released in November 2023 stated a spike in the average cost per cybercrime to 
AUD 6,000 for small businesses, AUD 97,200 for medium businesses, and AUD 
71,600 for large businesses. This meant an increase of 14 percent in terms of 
the average cost of cybercrime. It also added that the total publicly reported R
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common vulnerabilities and exposuresc increased to 20 percent in FY 2022-23. 
The Australian government has also recognised that the risk of cyber threats 
continues to grow, with “a greater interest from state actors in Australia’s critical 
infrastructure.”25 

The US is also experiencing significant cyber threat incidents. In its 2023  
Annual Threat Assessment, the US Intelligence Community highlighted 
China’s cybercrimes as “the broadest, most active and persistent cyber espionage 
threat” facing both the US government and the private sector.26 The growing 
military-civilian fusion has helped China use the resources at its disposal to 
undertake what the report highlights as major cyber espionage activities that 
have included “compromising telecommunications firms, providers of managed 
services and broadly used software, and other targets potentially rich in follow-
on opportunities for intelligence collection, attack, or influence operations.” 
Similarly, data from the Microsoft Digital Defense Report (2022) showed 
that the US was the most targeted country across multiple cybercrime actors, 
including Russia, China, Iran and North Korea.27 Notably, the US healthcare 
sector accounted for 28 percent of all cyberattacks on the industry in 2021, the 
most globally.28

c	 Common	vulnerabilities	and	exposure	is	a	programme	overseen	by	the	MITRE	Corporation,	
funded	by	the	US	Department	of	Homeland	Security.	It	is	essentially	a	registry	that	identifies	
and	catalogues	known	information	security-related	vulnerabilities	and	weaknesses,	which	
provide	attackers	easy	access	to	data	or	systems	in	general.	For	more,	see	Arfan	Sharif,	“What	
is	 CVE?	 Common	 Vulnerabilities	 &	 Exposures,”	 CrowdStrike,	 December	 8,	 2022,	 https://
www.crowdstrike.com/cybersecurity-101/common-vulnerabilities-and-exposures-cve/	
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Cyber defence is already an urgent priority for the Quad countries, 
especially in deterring Russia and China. Indeed, the Quad 
Leaders’ joint statements already contain some actionable points.d 
Still, the cybersecurity realities facing India, Japan, Australia, and 
the US are the ideal context for Quad cooperation on cybersecurity 

issues. The four countries can take specific measures at the national and 
organisational level, but there is also scope for the collective implementation 
of some strategies as a starting point before such cooperation is expanded to 
involve like-minded partners beyond the Quad. 

National/Organisational Level

Strengthening resilience measures: This involves enhancing one’s ability to 
anticipate, withstand, recover from, and adapt to adverse conditions, stresses, 
attacks, or compromises on systems that use or are enabled by cyber resources. 
This should involve measures like developing a comprehensive response 
plan, building a cybersecurity improvement roadmap, building detection and 
response capabilities, and building awareness by educating users on escalating 
threats and instilling better cyber hygiene practices. 

New institutional measures: Establishing new institutional measures such 
as information security officers (ISOs) and cyber security officers (CSOs) at 
the industry/organisation level are essential to ensure adherence to industry 
standards; compliance is key. Such officers can take the lead in putting in place 
processes and institutions that could issue certifications based on compliance 
and adapting good practices such as cybersecurity awareness within institutions. 
These can include training and simulation exercises with real-life scenarios so 
that organisations familiarise themselves with the cyber threats they may need to 
tackle. They can also conduct mock activities, with the ISO/CSO planning such 
exercises, to educate all employees in an organisation about better cyber hygiene 
practices and raise awareness about various emerging threats and cybersecurity-
related advisories as issued by the Indian Computer Emergency Response Team 
(CERT-In), India’s nodal cybersecurity agency. It should be the responsibility 
of the ISO/CSO to relay such advisories to the organisation, ensure that all 

d	 Some	of	the	collaborative	measures	that	the	Quad	leaders	have	highlighted	over	the	past	few	years	
include	strengthening	regional	capacity	and	resilience	to	cyber	incidents	and	threats.	The	Quad	Cyber	
Challenge,	for	instance,	is	meant	to	generate	greater	awareness	and	assist	participants	across	the	Indo-
Pacific	 to	safeguard	against	online	 threats.	To	enhance	cyber	defence,	 the	 four	countries	have	also	
engaged	 in	developing	Quad	 Joint	Principles	 for	 Secure	Software	and	 the	Quad	 Joint	Principles	 for	
Cyber	Security	of	Critical	Infrastructures.	They	have	also	formulated	a	guiding	framework	for	addressing	
supply	chain	security	and	resilience.	See,	The	White	House,	“Quad	Leaders’	Joint	Statement,”	May	20,	
2023,	 https://www.whitehouse.gov/briefing-room/statements-releases/2023/05/20/quad-leaders-
joint-statement/;	 The	White	House,	 “Quad	 Joint	 Leaders’	 Statement,”	May	 24,	 2022,	 https://www.
whitehouse.gov/briefing-room/statements-releases/2022/05/24/quad-joint-leaders-statement/	
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understand the seriousness and priority of threats, and inform the organisation 
about what steps might be taken if an incident occurs. 

Adopting innovative solutions: India and its Quad partners should consider 
specific innovative solutions to its cybersecurity challenge. One potential solution 
is cyber insurance or cyber liability insurance. Cyber insurance covers various 
cybersecurity issues, including ransomware and business interruptions from 
cybersecurity incidents. This may incentivise institutions to establish credible 
incident-response capabilities. Such capabilities would involve steps like how to 
respond to an attack to minimise the damage and vulnerabilities, who should be 
informed and point of contact in the event of an attack, and identifying initial 
steps to mitigate the adverse effects. Once an attack has been dealt with, the next 
step is estimating the scale of loss and getting the systems and data back on track. 
This could involve monitoring whether backups are in place on a cloud or other 
means and restoring the data. Cloud storage will require securing and periodic 
assessment of the cloud systems for any gaps in security controls. Another 
methodology that is gaining some traction is adopting the zero-trust model, 
which requires all users to be authenticated and authorised before accessing 
data and resources.29 This includes all the staff within an organisation, but this 
programme takes no one or “nothing for granted.” Generally, the assumption 
is that vulnerabilities and weaknesses are outside the organisational network 
and tend to overlook or ignore any potential weak links in the system. But in 
several critical infrastructure security areas, such as nuclear security, there is a 
particular emphasis on insider threats or people who may be inside the system 
with all the knowledge of the organisation’s strengths and weaknesses, who may 
become vulnerabilities. In this context, any unusual cyber behaviour can be a 
red flag. Adopting this approach includes “identifying critical data, mapping 
the flow of this data, logical and physical segmentation, and constant endpoint 
monitoring with automated threat detection and response capabilities.”30 

Give up the ‘Not My Organisation’ approach: In today’s highly digitised world, it 
is no longer a question of if but when an organisation will face a cyberattack. As 
such, organisations should be prepared with a mindset of continuous learning 
and improvement of processes and policies while ensuring compliance. Also, 
new training modules should be devised, with training material continually 
updated based on learnings from incidents that may have happened elsewhere 
and how these were tackled. 
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Quad Level

Strengthen digital connectivity: The Quad partners should consider ways and 
means to strengthen regional digital connectivity by engaging in tech outreach 
to bridge the digital divide and ensure the whole region can enjoy the economic 
and social benefits of such access. Indeed, the Quad can do much to strengthen 
digital connectivity in the broader Indo-Pacific region, as recognised in the 2022 
Quad Leaders’ Joint Statement.31 Yet, digital connectivity in the region is still 
quite uneven. This is an area where the Quad should advance its cooperation with 
smaller Indo-Pacific powers. This is especially important because, in the context 
of the intensifying US-China tech war, countries in the region have felt the need 
for alternatives at the domestic and regional levels, but not every country may 
have the wherewithal to develop their domestic alternatives. Therefore, finding 
alternative digitisation options involving Australia, Japan, the US, and India is 
important for the region. This could emerge as an important piece of the agenda 
shaping the Quad’s collective work in the Indo-Pacific region and working with 
smaller developing countries to develop genuinely global cybersecurity rules. 

Importance of collective action: Addressing the growing number of cybersecurity 
threats collectively is likely more effective than a series of isolated actions by 
individual countries. Therefore, building a coalition to take on cybercrime 
perpetrators is advisable. This would include building regional digital resilience, 
instituting better cybersecurity practices, and enabling trusted value-based supply 
chains that remove disruptions and vulnerabilities to enhance digitalisation. 

Sharing of critical intelligence: Sharing of threat and vulnerability intelligence 
to prevent a cybersecurity incident can be done through institutions like the 
Computer Emergency Response Team (CERT). This could be a collaborative 
venture among the four cybersecurity organisations in Japan, Australia, the US, 
and India. Once institutionalised through periodic engagements, it could be 
expanded to involve other like-minded partners. Similarly, sharing information 
on new tactics, trends, and targets of cyberattacks and the incident response to 
these cyberattacks is also vital in stepping up cyber preparedness.e This could 
further expand to Quad training programmes, tabletop exercises, and simulation 
exercises playing out various contingencies while helping the relevant parties 
identify ways and means to deal with such crimes. 

e	 In	 fact,	 “sharing	 of	 threat	 information,	 identifying	 and	 evaluating	 potential	 risks	 in	 supply	 chains	
for	 digitally	 enabled	 products	 and	 services,	 and	 aligning	 baseline	 software	 security	 standards	 for	
government	procurement,	leveraging	our	collective	purchasing	power	to	improve	the	broader	software	
development	ecosystem	so	that	all	users	can	benefit”	is	already	an	outcome	at	the	2022	Quad	Leaders’	
Summit	meeting.	 See	White	House,	 “Quad	 Joint	 Leaders’	 Statement,”	May	24,	 2022,	https://www.
whitehouse.gov/briefing-room/statements-releases/2022/05/24/quad-joint-leaders-statement/	
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Quad threat and vulnerability index: Creating a threat and vulnerability index 
at the Quad level could prove helpful. This is not necessarily to be distributed 
publicly, but it can be shared among cybersecurity agencies of the four countries. 
At the Quad level, studying each other’s training modules and seeing if some 
issues and processes can be incorporated usefully for individual and collective 
action would be helpful. 

Establish linkage between defence cyber institutions: Cyber, like outer space, has 
also become integral in the conventional security domain, with deep involvement 
in conventional military operations. Dedicated military cyber institutions have 
emerged in India and the three Quad partner countries. Developing dialogue 
mechanisms between the Indian Defence Cyber Agency and its counterparts 
in the other Quad countries—on driving the defence cyber strategy, to serve 
as a coordinating body, and create effective linkages between the civilian 
departments, military, and the private sector—can help strategise and maximise 
strategic options while minimising vulnerabilities in the military cyberspace. 

Focus on governance measures: The lack of consensus has become a significant 
impediment in instituting new global governance measures. The Quad can 
create processes that include all countries, irrespective of their growth levels or 
technology access, to build consensus through smaller coalitions. An inclusive 
approach requires the broad-based participation of countries. Widening 
participation in the current state of global politics will likely make it more 
challenging to reach consensus, but agreement achieved in several smaller 
groupings can be brought to a larger platform for a more effective multilateral 
process. This might also allow countries like India, with a foot in the developed 
and emerging world, to narrow down perceptional differences between the two 
sides. Countries that are relatively well developed in these technologies but also 
understand the concerns of the developing world may be in a better position to 
help address the legitimate concerns of the developed and developing worlds. 
For instance, India can present the perspective of the Global South to the Quad. 
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Cybersecurity has become an increasingly sensitive issue affecting 
the national security of many countries. Democracies are 
particularly at risk because of their open nature. Until now, 
democracies have attempted to handle this on their own, but 
there is a slow realisation that this is no longer viable, leading to 

greater efforts at coordination. The Quad countries have begun to appreciate 
the usefulness of collective action in this regard. These efforts are in the early 
stages, but the four countries recognise the need for joint action because they 
face a common threat with implications across multiple sectors, including 
development, health, economy and national security.

Rajeswari Pillai Rajagopalan is the Director of the Centre for Security, Strategy and Technology 
(CSST) at ORF. 
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