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Abstract

This brief examines the rapid growth of the global online gaming industry and
the consequent increase in cyber threats. Issues such as microtransactions, money
laundering, and predatory practices by developers can stymie the industry’s growth
potential if not addressed. Many countries’ current gaming-focused regulatory
frameworks do not cover these challenges and will need to be revised. India—a
significant gaming market—must also consider making its online gaming policy more
holistic by addressing the rampant cybersecurity threats.
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ORF Issue Brief No. 684, January 2024, Observer Research FoundAation.
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rom the emergence of the coin-operated arcade game Pong in
1972 to the release of Hogwarls Legacy, an action role-playing
video game, in 2023,* the gaming industry has come a long way.!
Although video games are often stereotyped as being isolating
and promoting antisocial behaviour,*® the COVID-19 pandemic
highlighted their ability to bring people together from different corners of the
world.* Indeed, the gaming market grew by 26 percent between 2019 and 2021
amid the pandemic.” The industry’s growth has also been driven by cloud and
mobile platforms providing greater accessibility to video games, with players no
longer needing expensive consoles and personal computers to access games.
In 2022, mobile gaming accounted for nearly half of the industry’s total value.®
This has had an outsized influence in India, which recorded the largest number
of mobile gamers worldwide in 2021-22 (about 507 million users),” amid
increasing smartphone penetration due to affordable devices and data plans.

As of 2023, there are approximately 3.09 billion active video game players
worldwide, and the number is expected to reach 3.32 billion by 2024.* The
global gaming industry was worth over US$227 billion in 2022, more than the
American film and music industries combined,’ and is further projected to
grow to US$312 billion by 2027.'° Revenues will continue to increase, primarily
driven by higher investments in in-app advertising. Advertising revenue is
projected to nearly double between 2022 and 2027, crossing US$100 billion by
2025."

Though the gaming market has thus far been dominated by China and the
US, future growth in the sector is expected to come from emerging economies
with growing populations. It is expected to expand the fastest in Tirkiye,
with an average annual growth rate of 24.1 percent between 2021 and 2026,
followed by Pakistan and India, with an expansion of about 21.9 percent and
18.3 percent, respectively.'”

However, as the online gaming industry has grown in popularity, there has
also been a rise in cyberattacks on gaming platforms. For instance, there was a
167-percent year-on-year increase in web application® attacks in 2021." In 2022,
the gaming industry became the biggest target of distributed denial-of-service
(DDoS) attacks, accounting for about 37 percent of all such incidents."* Account

a  Pong is one of the earliest video games and played a pioneering role in establishing the industry.
Hogwarts Legacy is part of the popular Harry Potter franchise and the largest-selling video game in
2023.

b Aweb application is a software that runs in web browsers. It enables a convenient and secure exchange
of information, and delivery of services for customers. Common website features like shopping carts,
instant messaging, and social media newsfeeds are some examples of web applications. Games
accessible via websites without prior installation are also web applications.
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takeovers, cheating mods,° credit card theft, and fraud are the most common
forms of cyber threats on gaming platforms. Gaming companies have also been
victims of intellectual property (IP) theft, credential theft, and ransomware (such
as the recent hack of Take-Two Interactive and the subsequent public leak of
Grand Theft Auto 6'°). Additionally, a significant cybersecurity incident occurred
in March 2023, when classified US intelligence documents were leaked on a
video game chat server, in what some described as the worst Pentagon leak in
years.'?

The Indian gaming industry is a significant component of the global market.
In 2023, its revenues reached US$3.1 billion, up US$500 million from the
previous year, and it is expected to grow at a compound annual growth rate of 20
percent in the future.'” At the same time, Indian gamers have also encountered
cyber threats, with 75 percent of gamers surveyed in the country in a 2021
report stating they experienced a cyberattack on their gaming account.'

This issue brief examines the cybersecurity threats posed by online gaming
and what steps countries, including India, can take to mitigate these threats.

¢ A mod or modification is an alteration of a game created by players instead of developers. A cheating
mod is a mod that has not been approved by the game developer and is used by players to gain an
illegitimate advantage over others in online games.
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he online gaming industry has become a prime target for various
cyberattacks. Some of the most common forms include:

DDoS Attacks: DDoS attacks are the most common form of web application
attacks. These are attacks where the attacker floods web servers with false
requests to overload them. This overwhelms regular server traffic and can
cause servers to respond more slowly or crash altogether. DDoS attacks
usually target websites but can also be used to target online gaming servers
or even individual gamers through their IP address which in turn can
be acquired through malware. The motivations behind these attacks are
varied, but they are usually done to make the user’s online gaming system
slow and unplayable, with the intent to gain a competitive edge.

Phishing Attacks and Personally Identifiable Information Leaks:
Phishing is the most common form of an online social engineering attack,?
by deceiving, manipulating, or pressuring individuals into divulging
sensitive personal information. The attacker typically poses as a trusted
individual or corporation requesting personal information like credit card
and bank account details or login credentials. Once acquired, these can be
misused or sold. If a gamer is in the habit of reusing passwords, gaming
account details can also be used for credential stuffing® on other websites
to steal more valuable information.

Personally identifiable information leaks refer to cyberattacks where users’
valuable personal information is collected. This data may be acquired via
phishing attacks, hacking company databases, or using developer errors
to expose data. This information can be used for identity theft, account
takeovers, swatting," or doxing.s

Cyber Threats in Online

Gaming

A social engineering attack uses manipulation techniques that exploit human error to access private
information, expose data, and spread malware.

Credential stuffing refers to a type of cyberattack in which usernames and passwords stolen from one
source or organisation are used to access accounts at another source or organisation.

Swatting refers to a harassment technique that involves generating an emergency law enforcement
response against a target individual under false pretences.

Doxing is a cyberattack in which the attacker posts an individual’s personal details online, to humiliate,
intimidate, or blackmail.
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* Malware: Malware or malicious software refers to intrusive software that is
intentionally designed to cause damage to or extract personal information
from computers. It is an umbrella term for various online threats, such as
adware, spyware, ransomware, and viruses. When users try to find cheaper
or free versions of games, they may risk downloading malware or viruses.
This can also happen while trying to access cheats or purchasing in-game
content through third-party sellers. Hackers are known to infect legitimate

games with malware by exploiting security gaps.'?

There have recently been a few significant instances of cybersecurity attacks
emanating from the online gaming sector.

* (lassified US defence document leak on discord

In early 2023, several highly classified documents from the US defence
department, including some marked ‘top secret’, were leaked on a Discord"
server dedicated to the popular video game Minecraft.! This data later found its
way to social media platforms like X (formerly Twitter) and Telegram.*

Netherlands-based open-source intelligence research firm Bellingcat tracked
the leaks, reporting that ten documents were posted on a Discord server
called ‘Minecraft Earth Map’ in March.*! The documents contained sensitive
information related to the ongoing Ukraine-Russia war (such as Ukraine’s
status in its ongoing conflict with Russia, potential problems with Ukrainian
ammunition supplies, and the losses sustained by the Russian military), and
also indicated that the US had been spying on its allies, particularly Israel and
South Korea. The motivation behind the leaks remains unclear, but Bellingcat
reported that it seems to have originated from an online spat between two
gamers over Russia’s war in Ukraine. One of the users, a 21-year-old US
National Guard airman, seems to have posted the classified documents to win
the debate. The leaks reportedly originally began in February 2022 in a Discord
group called “Thug Shakers Central’ created by Teixeira, and later spread to
other Discord servers and social media platforms.*

h  Discord is an application used by gamers to chat, communicate, and stream video games.
This is done in private, invitation-only servers, which are usually dedicated to a particular
game.

i Minecraft is a sandbox game that has become one of the best-selling video games ever with
over 238 million copies sold as of 2023. It has over 140 million monthly active players. A
sandbox game is a type of video game that allows players to have a high degree of freedom
to explore and interact with the game world in a nonlinear fashion.
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Incidentally, this was not the first instance of classified information being
leaked by the gaming community. In 2022, forums connected to War Thunder, a
combat video game focused on military vehicles, had leaked weapon schematics,
such as details on the F-16 fighter jet and the UK’s Challenger 2 tanks.*

These instances show that gaming forums and applications are often used
to divulge potentially classified information. Governments and policymakers
around the world must have a serious conversation about why this happens and
where these leaks originate from. One possible cause could be the US military’s
recent attempts to identify and engage Gen Z recruits by using online gaming
platforms like Discord. The platform already runs a 17,000-member server for
service members to discuss first-person shooter games and participate in the so-
called ‘Army of Tomorrow’**# as part of the Army Recruiting Command’s Army
e-Sports Programme, which is designed to unite the Army and general population
through a shared passion for gaming.

* Cyberattacks on gaming companies

Gaming companies have also been the focus of cyberattacks on several
occasions, most attributed to phishing or online social engineering attacks. In
September 2022, Rockstar Games, creator of the multi-billion-dollar gaming
franchise Grand Theft Auto, was hacked, and about 50 minutes of footage from
its upcoming game Grand Theft Auto 6 was leaked.* The attack was conducted
by a 17-year-old from the UK, known by the pseudonym ‘Teapot’, who tried
to hold the company hostage over the game’s source code. He was later also
found to be responsible for an Uber data breach. In both cases, messaging app
Slack was used to conduct a phishing attack and deceive company employees
into handing over their login credentials by Teapot, who was pretending to be
a company I'T worker.

In January 2023, another prolific video game company, Riot Games, fell victim
to an online social engineering attack.?”” While the company claimed that no
user data had been compromised, the source codes of some of its popular
games, such as League of Legends and Teamfight Tuctics, were stolen and the
hackers allegedly asked for a US$10 million payout.

The FBI received more than 323,000 complaints of social engineering attacks
across all platforms in 2021, which is about three times more than in 2019, with
the hackers stealing roughly US$2.4 billion in the process.?®
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* In-game currency, gambling laws, and money laundering

Developers have sought new ways to monetise the growing popularity of
online gaming. This has led to the creation of virtual or in-game currencies
that can be purchased using real money, usually via credit cards. The virtual
currency can be used to conduct ‘micro-transactions’ or purchase ‘loot boxes’.*
Such currency is increasingly prevalent in both mobile and console/PC games,
particularly free-to-play games, and generates huge amounts of revenue.

In-game currency and loot boxes have generated much controversy for
becoming a form of predatory monetisation by developers, particularly
targeting minor or novice players. Several countries have banned the use of
in-game currency and loot boxes, considering them a type of online gambling.
For instance, in 2018, the Belgian government banned the purchase of ‘FIFA
points’ (an in-game currency) in the online FIFA games made by Electronic
Arts (one of the biggest video game developers worldwide).” FIFA points
could be used to purchase card packs (a kind of loot box) to get a randomised
selection of players or items. The Belgian Gambling Commission declared that
loot boxes essentially amount to gambling since they are games of chance. In
February 2023, Austria declared FIFA packs as “illegal gambling.”** The Dutch
government has also recently announced its intention to completely ban loot
boxes in all games.*!

Another outcome of microtransactions and the increasing value of in-game
items has been the generation of an additional avenue for money laundering.
The virtual economy in video games has become a flourishing market, with
items that can cost up to millions of dollars,” making them a prime target for
money launderers. Gaming marketplaces provided by games like Call of Duty
are often overcrowded and hard to monitor. Launderers can purchase in-game
currency or items using a prepaid, single-use credit card, and subsequently
put these up for sale on third-party websites where they are purchased by
enthusiastic gamers, usually via cryptocurrency, with the seller receiving
his payment immediately. This transaction leaves behind no trace of identity
or income source. In 2019, video game developer Jalve had to halt online
transactions for its popular game Counter-Strike: Global Offensive after noting that
90 percent of its microtransactions resulted from money laundering practices.™

j Small in-game transactions that unlock specific content or features. The content can be purely cosmetic,
like outfits and shaders, or items affecting gameplay, like experience boosts and weapons.

k A variant of a microtransaction. Players can purchase a virtual item (or a ‘loot box’), which contains a
randomised selection of virtual items. The catch is that the player does not know what they will get in
advance.
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In May 2023, India’s Enforcement Directorate managed to track and conduct
a nationwide crackdown on foreign-registered online gaming companies
suspected of laundering INR 40 billion (US$480 million).** These companies
were registered in tax havens like Curacao, Malta, and Cyprus, and were linked
to Indian bank accounts opened in the names of proxy persons with no links
to online gaming activity. They could only be tracked since they violated the
provisions of the Foreign Exchange Management Act,” which does not allow
remittances out of income from racing, riding, or any other hobby. This would
not have been the case had the laundering occurred via virtual currencies.

* Predatory practices by videogame developers and dark
patterns

The potential of video games to generate massive revenues has given rise to
predatory and unethical practices by the gaming industry. Game developers
have increasingly used microtransactions and ‘dark patterns’ to target users.
Dark patterns refer to deceptive designs used in websites and applications
to trick customers into taking unintended actions, such as purchasing items,
signing up for services or agreeing to recurring subscriptions.

In December 2022, Epic Games, creator of the popular game Fortnite, had to
pay US$520 million in relief after the US Federal Trade Commission (FTC)
charged it for violating the Children’s Online Privacy Protection Act (COPPA)
and using dark patterns to dupe millions of players into making unintentional
purchases.’*” Epic allegedly violated the COPPA rule by collecting personal
information from children under the age of 13 without notifying their parents
or obtaining their consent. It was also accused of enabling real-time voice and
text chat for children by default, which led to several instances of harassment
and bullying. Until 2018, Epic also allowed children to purchase the in-game
currency (V-bucks) without obtaining parental or card-holder consent. The US
FTC has brought similar complaints against companies such as Apple, Amazon,
and Google for billing consumers millions of dollars for in-game content
purchased by children without parental authority.*®
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any countries have established regulatory frameworks
pertaining to online gaming, but these are lopsided, focusing
primarily on gambling and sidestepping many of the more
common cyber threats. As such, there is an urgent need to
revamp these laws to tackle the more rampant cybersecurity

threats plaguing the gaming industry.

In the European Union, online gambling and gaming are governed by
the European Gaming and Betting Association (EGBA).*® Online gaming
companies associated with the EGBA abide by a large set of industry
standards designed to complement the numerous licencing guidelines they
already adhere to in European countries. Some of the objectives laid out
by the EGBA include the prevention of underage gambling, safeguarding
customer privacy, fair and responsible gaming, and the prevention of
money laundering.

In the UK, online gaming comes under the jurisdiction of the 2005
Gambling Act.* It mainly contains rules and regulations for online
gambling on gaming platforms. For instance, social gaming applications
and sites can offer real money prizes, provided they are purely skills-
based. Gambling and casino games can circumvent these regulations by
offering prizes in virtual currency and thus do not fall under the purview
of the Act.

In the US, online gaming is governed by the 1961 Interstate Wire
Act, better known as the Federal Wire Act, and the Unlawful Internet
Gambling Enforcement Act.*'** Like the UK, these acts mostly regulate
online gambling and sports betting. Social gaming and video games are
not a focal point of these laws.

Gambling is strictly forbidden under Islamic law and, as such, is
restricted in many West Asian countries. For instance, in the UAE, the
Telecommunications Regulatory Authority has implemented the Internet
Access Management Regulatory Policy, which requires internet service
providers to block access to websites providing illegal content, such as
gambling.*” However, notably, there are no laws specific to online gaming.
Consequently, microtransactions and loot boxes are legal in the country.

10
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India notified new rules for online gaming in April 2023.* These rules are
meant to amend some of the provisions of the Information Technology
(Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021. The
amendments define an online game as one “that is offered on the internet
and is accessible by a user through a computer resource if he makes a
deposit with the expectation of earning winnings.” The rules also detail
which online games are permissible: online real money games registered
with self-regulatory organisations (SROs),!
money. The new rules ban all online games involving betting and wagering
while laying out provisions for establishing three SROs entrusted with the
responsibility of approving games that fall under the operational guidelines
set out by them. They also define online gaming intermediaries as “any
intermediary that enables the users of its computer resource to access one
or more online games,” and detail their obligations. Know-your-customer

and games not involving real

norms, parental consent, and grievance redressal mechanisms are some
further issues that have been addressed by the new rules.

Although some countries
have established regulatory
frameworks pertaining to
online gaming, these are often
lopsided, focusing primarily
on gambling and sidestepping
many of the more common
cyber threats.

SROs are envisioned to be groups of industry representatives, educationists, and other experts
responsible for deciding which online games are permissible.

11
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Ithough India has notified new rules on online gaming, its current
policy framework cannot contend with the issues threatening
this sector. The existing law only focuses on games involving
real money and wagering, drastically limiting their scope. Most
online games are riddled with microtransactions and, hence, can
easily circumvent these rules. Additionally, games can completely bypass these
laws just by offering prizes in virtual currency. Moreover, there is no mention of
loot boxes in these rules, meaning they remain completely legitimate. Similarly,
purchasing FIFA points remains legal in India despite many countries banning
their use. This also indicates that the gaming laws will have no bearing on
money laundering conducted through online gaming since these are carried
out via virtual currencies and purchases of in-game items, which Indian laws do
not address. The absence of mention of loot boxes and microtransactions in the
new Indian gaming laws is a significant oversight that needs to be addressed
immediately. There also needs to be a discussion on whether allowing loot boxes
in video games amounts to gambling and what kind of impact it has on players,
particularly children and minor users. Global experiences with this particular
aspect of regulating online gaming can provide guidance to Indian lawmakers.

The issue of money laundering via video games also requires a deeper
engagement since tracing virtual currency transactions is extremely difficult.
The imposition of a 28 percent tax on online gaming from October 2023
onwards appears to be an attempt to address this issue,*” but it risks hampering
the growth of the burgeoning industry.

Another aspect that needs inclusion in Indian laws is the leaking of sensitive
information via gaming forums and applications such as Twitch™ and Discord.
Content moderation on these applications and forums is also an issue that
should be addressed since they have often been used as gambling dens,
distribution hubs for pornography and illicit content, and other nefarious
activities. International collaboration, perhaps coordinated by the International
Association of Gaming Regulators, would be beneficial.*®

m  Twitch is a live-streaming service with a particular emphasis on video games. It is also used for
streaming sports, music, and other creative content.

12
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Recommendations

India should consider the following to make its online gaming laws and policies
more holistic:

* Incorporate the issue of microtransactions and loot boxes into existing
gaming laws. While an outright ban on games employing these might be
construed to be extreme by both developers and consumers, there are
milder steps that can be taken. For instance, the Indian government can
devise its own rating system, similar to the Entertainment Software Rating
Board and the Pan European Games Information systems,” and rate these
games as ‘mature’ so players under the age of 18 cannot access them.

* Empower agencies such as the Competition Commission of India to
investigate online gaming from the viewpoint of consumer interest
protection to check the predatory practices of video game developers.
This would also go a long way in ensuring the orderly development of the
online gaming market in India.

* o tackle the issue of money laundering via video games, consider including
virtual currency investments into the Liberalised Remittance Scheme,*
under which Indian citizens residing in the country can repatriate up to
US$250,000 per year abroad for a disclosed purpose. Allowing Indians
to use this overall limit for purposes like investment in virtual currencies
would bring gaming purchases under the radar of trackable transactions.
This would also allow better monitoring of such transactions by linking
them to user bank profiles to identify unscrupulous and fraudulent users.

* The recent US intelligence leaks should lead to discussions and debates in
India and other countries on regulating applications like Discord, while
closely monitoring any online initiatives where the military engages with
the general population, especially when it involves officials with access
to sensitive information. There is also a need to promote safe gaming
practices among players. Most cyber threats at an individual level are
simply a consequence of ignorance. Gamers need to be educated on the
kind of cyberattacks they can encounter and how to handle them. For
instance, something as simple as using a virtual private network (VPN) can
eliminate many potential cyber threats.

n  Entertainment Software Rating Board (applicable in the US, Canada, Mexico) and the Pan European
Games Information (applicable in the UK and many European countries) are ratings systems that
provide information about the contents of a game so users can make informed choices regarding which
games are suitable.

13
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he online gaming community has grown exponentially in

recent decades and is poised for substantial further growth. In

addition to uniting millions of people worldwide—and despite

the security threats this presents—gaming platforms also have

great potential for good. For instance, in 2021, the Z event, a
charity event hosted on Twitch, raised about US$11.5 million for Action Against
Hunger (a global organisation focused on ending world hunger).* Discord
also hosts several charity servers, such as the ‘Military and Veteran Gamers
Charity’ server that offers mental health peer support programmes.* Notably,
online gaming also provided people with some much-needed relief during
the pandemic by acting as a means to interact and engage with like-minded
individuals from within the isolating confines of their homes.*

Still, governments and policymakers worldwide must pay attention to the
escalation in nefarious activities—both in absolute numbers and types—in
online games, and the larger societal threats they present. Online gaming
is one of the fastest-growing sectors in the global entertainment and media
industry and provides a powerful avenue to unite people worldwide. As such,
it is imperative to ensure the industry grows safely and responsibly for the
good of users and developers. India, which is poised to see significant growth
in its gaming market, will also need to develop a more holistic online gaming

policy.@RF

Prateek Tripathi is a Research Assistant at ORF’s Centre For Security Strategy and Technology.
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