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Crime and Punishment in the 
Metaverse: A Primer

Abstract 
Immersive technology is a key part of the emerging Web 3.0. A prominent aspect of 
this evolution of the World Wide Web is the Metaverse, which aims to build a fully 
immersive and self-sustaining virtual shared space for humans to use as they would 
the physical world in all aspects of life. Existing concerns and debates on privacy, user 
protection, and the ethics of monetising platforms also extend to the Metaverse. This 
brief discusses the three main areas of potential user safety issues in the Metaverse: 
avatar use; government-, business-, and peer-induced censorship; and decentralised 
finance and virtual asset ownership. It also explores the existing regulations pertaining 
to privacy and user safety, and how these can inspire a Metaverse-specific directive.
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T he first generation of the World Wide Web, termed Web 1.0, 
was characterised by open protocols, open-source codes, and 
shared forums.1 Web 2.0a emerged in the early 2000s, with 
content-focused websites and the rise of the mobile internet.2 
However, platforms like Facebook, Google, and Twitter, which 

were controlled by large companies, created a virtual monopoly over the space. 
The emerging Web 3.0 aims to establish decentralised workspaces and promises 
fully immersive experiences through the Metaverse.3

The Metaverse is an extended form of the Cyber-Physical Social System, in 
which physical systems, human society, and cyber systems are interconnected 
with complex interactions.4 It is anticipated that the Metaverse will fully evolve  
through four broad stages5: 

Stage 1: Virtual reality (VR) technology will allow users to experience visuals 
and sounds in the Metaverse. This stage is primarily dominated by gaming 
companies. The advent of blockchain, cryptocurrencies, and non-fungible 
tokens (NFTs) have also contributed to the advancement of the Metaverse, with 
an increased interest in owning unique digital assets based in blockchain, such 
as ‘skins’ for avatars in gaming worlds.6 

Stage 2: The second stage looks to further sensory immersion through a 
combination of movement and touch-enhancing hardware, such as haptic 
suits,7 to let the wearer simulate movement.8

Stage 3: The third stage seeks to use what is occasionally called advanced VR 
to simulate real-world experiences by transferring information directly to the 
brain via neural signals.9 One example would be using virtual environments and 
reality for pain management for clinical patients.10 Collecting neural information 
in response to stimuli presented in VR, though not common practice, is 
another developing area (and is currently being explored by companies such 
as Neuralink11). The overarching goal is to “transport consciousness” without 
transporting the body.12 

Stage 4: The final foreseeable stage of the Metaverse would be indistinguishable 
from the physical world, with advanced neurotechnology merging the 
experience of a virtual and physical world completely.13 

a Often used to describe the earliest form of internet networks, with a focus on fetching and providing 
data.
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The Metaverse is currently in the first stage, with some early adopters, such 
as gaming companies and some technology service providers (for instance, 
Samsung, Meta, and Apple Inc.), using the platform as a market while moving 
into the second stage.14 The Metaverse was valued at US$120 billion in mid-
2022 and is projected to grow to about US$5 trillion by 2030.15 

Despite its potential and promise, a fully immersive and unregulated space 
like the Metaverse also risks criminal activity and misconduct.16 Notably, threats 
in the virtual world will also severely affect physical infrastructures, personal 
safety, and human society. It is thus necessary to establish regulations at a global 
and Metaverse level to tackle such issues.

This brief discusses the three main areas of potential safety issues in the 
Metaverse: avatar use; government-, business-, and peer-induced censorship; 
and decentralised finance and virtual asset ownership. Further, it explores how 
such issues can be combatted through regulatory tools, global cooperation, and 
ethical guidelines. 

The emerging Web 3.0 aims 
to establish decentralised 
workspaces and promises 

fully immersive experiences 
through the Metaverse.
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As technology evolves, the potential for criminal behaviour and 
misconduct also increases. The internet has been a prominent 
platform for violence and crime, especially against vulnerable 
minorities, due to the relative anonymity it provides users.17 
Internet users already submit private data for better algorithm-

driven experiences.18 Given the immersive experience in the Metaverse, privacy 
issues will likely expand with new forms of data being generated at a scale that 
is currently difficult to comprehend in entirety.19

The Metaverse’s immersive nature is also a factor to consider, as information 
on involuntary user actions—such as eye movements, palm and fingerprint 
movements, minor body movements, and hormone activity—could also be 
collected and used by the platform.20 Tech firm Meta has already indicated it 
intends to monetise behavioural and biometric data collected in the Metaverse.21 
One example of this is the use of the eye in the Metaverse,22 where the system 
uses examples of eye movement based on actions made by a set of “virtual eyes” 
to guess what a person is doing or looking at.

Similar systems are also used to track behavioural responses, giving rise to 
concerns related to privacy and the ethics of using such technology.23 Since 
most of the Metaverse is currently contained on gaming or gamified platforms, 
including Sandboxb and Roblox,c it holds a greater appeal for a younger 
audience, including minors.24 The younger audience, especially minors, 
are more vulnerable and need protection against malicious and predatory 
behaviour from companies and other users.25 

These gaming platforms utilise large language models, more popularly known 
as machine learning (ML), to understand and respond to users’ actions. Such 
models are often used to enhance game difficulty levels, but can also be used to 
exploit users into submitting data or making false purchases. There is already 
widespread scepticism around the accuracy of such ML systems, but without 
any ethical guidelines and deployment regulations, the implementation of 
exploitative ML, which encourages user spending and reduces data privacy, by 
companies is inevitable.26 Meta (and indeed many other tech firms) has been 
granted many patents regarding the use of technology to track biometric data 
like eye movements,27 but it is yet to discuss this in terms of the intended use or 
purpose limitation and the ethical guidelines they have or will adopt for such 
use. 

b An online gaming platform that is hosted on a Metaverse-like platform for an immersive experience.
c A gaming platform that can be used on smartphones and extends into Metaverse-like platforms.

P
ot

en
ti

a
l 

C
ri

m
e 

a
n
d
 

P
ot

en
ti

a
l 

C
ri

m
e 

a
n
d
 

M
is

co
n
d
u
ct

 i
n
 t

h
e 

M
et

a
v
er

se
M

is
co

n
d
u
ct

 i
n
 t

h
e 

M
et

a
v
er

se



6

In addition to platform-based privacy concerns, there is also a danger of 
cyber-assisted crime and radicalisation. Platforms like Reddit have already been 
linked to radicalising users and leading them to partake in online and offline 
criminal activity.28 On decentralised platforms, tracking mobilisers will be even 
more arduous, increasing the need for regulation accountability. 

User Avatars

Avatars are intangible representations of users on platforms, including static 
pictures, illustrated representations (like bitmojis), or humanoid representations. 
Users’ avatars in the Metaverse function as an access point. These avatars also 
provide users with a mask to help with interaction, information dissemination, 
and perceived cultural unity.d With the Metaverse’s decentralised foundation, 
the lack of singular ownership creates an accountability challenge as individual 
avatars do not come under any single jurisdiction, as humans do in the physical 
world. 

In the Metaverse, avatars could be involved in altercations that, in the physical 
world, would be a breach of tort or criminal law.e,29 One potential malicious 
use is defamation. Creating avatars under the guise of another personality 
is not illegal but can misrepresent the personality, contributing to distrust, 
dissatisfaction, and nuisance for other users. 

Since gaming companies currently dominate the Metaverse, many actions in 
the virtual space that may be part of acceptable gaming culture (such as theft, 
robbery, and shooting in first-person shooting games, may translate to assault 
in the physical world.30 This would create the need for nuanced regulations 
differentiating assault from acceptable contextual behaviour. This, in turn, 
would require the Metaverse to grant rights to the avatars along the lines of 
civil and human rights. These protections would also require avatars to be 
held accountable as individuals for their actions, indicating the attribution of a 
legal persona to each avatar within a legal system that allows for action against 
offending entities. 

Avatars enable users to create identities that may differ from their own in the 
physical world, allowing them to change their behaviour due to the relative 
anonymity, and enabling individuals to act in ways that would not be possible 

d Allowing users to lose identity indicators like nationality, race, and gender, and present themselves as 
citizens of the internet.

e Criminal law governs illegal acts and crimes such as assault, murder, burglary, or sexual violence.
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or acceptable in the offline world.31 The avatar’s anonymity in the Metaverse, 
therefore, could inculcate a culture of reduced accountability, allowing actors 
with malicious intent to exercise individual power at the expense of community 
safety. 

It is difficult to attribute legal liability to an avatar and its user, especially 
since avatars may possess artificial intelligence (AI) or ML capabilities, 
such as character merchandising.f,32 Although programmed by a human 
or set of humans, such avatars will also learn from interactions, diffusing 
the accountability attributed to a single user with each interaction as time 
progresses. This legal personality could be bestowed through registration, with 
each individual registering only one avatar in the Metaverse. In the case of AI 
and ML, this could be furthered by treating avatars like companies (similar to 
how companies are treated as individual entities in accounting and business 
law). Arguments in favour of attributing a legal personality to robots can also 
be expanded to Metaverse avatars.33 Indeed, avatars can commit multiple types 
of crimes and atrocities beyond just user–to–user interaction. For instance, the 
Metaverse can act as a platform for avatars to sell stolen intellectual property 
from outside the Metaverse, similar to how stolen images of Birkin bags were 
sold as NFTs.34 

In many instances in the physical world, to avoid conflict in fraud and financial 
fleecing, the legal entity of a corporation is treated as separate from the 
proprietor.35 In the Metaverse, it will be necessary to distinguish avatars from 
their users, especially in cases where avatars are created by programmers for 
commercial purposes. It would be important to hold the actions of these avatars 
accountable, even if based on AI and ML, without necessarily incriminating the 
programmer.36

In the Metaverse, identity is an aspect of humanity that will have value. 
Whether in terms of cultural, social, or any other facets of identity that one may 
choose to align with, this primarily includes individual identity. Defamation 
and identity theft can lead to incrimination and liability for those unaware of 
their identity being misused. In the Metaverse, the concern around identity 
and representation is enhanced, as there is no way to confirm virtual identity 
without crossing lines of data privacy. Thus, to limit identity theft and the 
loss of data privacy in this area, platforms need to intervene. Creating avatar 
incorporation and registration processes (to make avatars contractual and 
permanent obligations) is one way to challenge this.37

f Adaptation or creation of a fictional character that may resemble real personas, used to interact with 
real people for purposes of selling, advertising, and influencing. 
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Sexual harassment and identity theft, already common on social media, will 
likely worsen in the Metaverse. In the Metaverse, harassment can include 
theft of intellectual property, personal imagery for use in deep fakes, or the 
delivery of lewd images or videos. In most cases, the law already addresses 
online harassment, including novel forms such as deep-fake videos and identity 
theft, or sharing non-consensual intimate imagery. However, these laws are 
jurisdictional and will have a limited impact in the Metaverse, calling for 
platform regulation. The scope of the Metaverse growing to include physical 
experiences through the neural link between the natural person’s brain and 
their avatar in the Metaverse would complicate this further.38

Censorship 

Another potential issue in the Metaverse is authority- and peer-enforced 
censorship and representation. User-centric social media platforms already 
have some form of authority-enforced censorship. The current online space is 
not as decentralised as the Metaverse aims to be, and so authorities can enforce 
some censorship based on their jurisdictions. While the internet allows for the 
easy transmission of misinformation and disinformation,39 censorship does not 
automatically resolve these issues.40

Censorship must be approached neutrally in the Metaverse, where global 
citizens must be prioritised. The need to censor aspects that could harm users 
(such as medical misinformation) cannot be used as a carte blanche to censor 
speech that offends the sentiments of authorities. 

Peer-enforced censorship—essentially, the restriction of users’ freedom of 
expression by other users or non-authority figures—may also be unethical in 
the Metaverse. Peer-enforced censorship often occurs through griefing,g which 
can take the form of flaming,h trolling,i doxing,j and even virtual assault.k,41 Since 
Web 3.0 is more secure in its authentication, requiring two-level authentication 
(such as one-time passwords, or links on one’s personal email), and thus further 
protects digital speech beyond what current censorship can target, the onus for 
accountability and harassment mitigation is on users and platforms.42 

g When users harass or abuse others in digital spaces
h Actively insulting or degrading another user.
i Instigating another user through insults or triggering words.
j Finding private information on a user and using the same against them, by publishing the information, 

or contacting them
k Verbal abuse motivated by a user’s ethnicity, race, caste, religion, or gender, and can have physical 

outcomes. 
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Censorship can go beyond the restriction of speech, and can include the 
suppression of sexuality or the visual representation (even artistic and political 
representation) of such identities. Many countries continue to censor sexual 
representation,43 and this could extend to the Metaverse as well. 

To ensure users do not face any restrictions or harassment in how they 
choose to represent themselves, it is important to consider the ethics of avatar 
representation, expression, and the use of extended realities (XR).l Such 
considerations must be available ‘in game’ (i.e., applicable in games or offerings 
on different platforms) and ‘on platform’ (i.e., the commercial organisation that 
makes the offering). The ethics of what interactions enhance user experience 
versus what impacts user dignity must be discussed. XR is already being used 
for justice enforcement, such as VR being used to find sex offenders online, but 
such technologies have also been used nefariously, such as sex offenders using 
VR to locate vulnerable players on gaming platforms, and this can also happen 
in the Metaverse as well.44,45 The Metaverse is being designed in a way that blurs 
the difference between real and virtual experiences for the user, increasing the 
user’s susceptibility to embody the actions and experiences of their avatars, 
including verbal assault (also called the Proteus effectm).46

Each form of content, speech, or representation in the Metaverse that could 
potentially need to be censored will require a different approach. For example, 
misinformation and political free speech will require global alignment on what 
constitutes dissent and free speech. Censorship regarding gaming, social media 
interactions, and socio-personal displays like films and images will require 
platform-specific guidelines to protect minors and minority communities from 
abuse. The likelihood of these occurring in clearly defined spaces is low. Thus, 
overall regulations must also address how to govern a possible combination of 
such issues without necessarily banning users or removing access. 

Decentralised Finance 

The Metaverse will involve decentralised finance (DeFi)n that goes beyond 
national and physical currencies. The Metaverse’s current gaming sector 
presents a preview of the possible economic and social implications of the 
DeFi landscape. Vast amounts of money are already being spent on the virtual 

l Extended Realities (XR) includes augmented realities and virtual realities. It is a form of technology that 
adds to one’s natural perception to help experience virtual stimuli.

m The Proteus effect describes a phenomenon in which the behaviour, thoughts, and actions of an 
individual are impacted and changed tangibly due to interactions in virtual worlds through thier 
avatars. 

n A form of blockchain that is used to purchase or sell assets. Often referring to, but not limited to, 
cryptocurrency, it can also include smart contracts that require financial exchanges. 
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ownership of avatar skins and other gaming components;47 for instance, the 
market for virtual skins was an estimated US$40 billion in 2022.48 Additionally, 
gaming platforms also run play-to-earn games where users are paid in DeFi for 
their time. For instance, the number of participants for play-to-earn games like 
Axie Infinity increased from 30,000 to a million from April to August 2022.49 
While the use of DeFi is not inherently criminal, many countries account its 
volatility and lack of trackability to criminal activities like rug-pullingo and gold 
farming.p,50 

This potential for expenditure and gain extends to other aspects of the 
Metaverse as well, and will result in the increased use of cryptocurrencies and 
other DeFi currencies. 

Gaming platforms have created virtual real estate that has become desirable 
in the market, with users paying a reported US$450,000 for virtual land 
located next to other patches of virtual land owned by celebrities.51 Virtual 
real estate is a rapidly growing industry alongside parallel businesses, such as 
virtual architecture and advisory firms. As in the physical world, price growth 
for these assets is driven by scarcity. This scarcity is encouraged by platforms 
like Decentraland and Sandbox, encouraging users to purchase virtual land, 
implying limited availability similar to real-world purchases. The lack of 
regulation in the purchase and selling of such ‘land’ adds to the volatility of 
prices, opening doors for DeFi-based exploitation. 

Property rights (including intellectual property) and consumer protection 
in virtual ownership require regulation. The ownership of art, property, and 
technology is clearly understood in the physical world. In cyberspace, all 
property is intangible. With the introduction of NFTs, which allow the buyer 
to assume rights over a purchased product, distinguishing the intellectual 
property owner from the product owner is presently a matter of licensing. In 
some cases, the actual owner of intellectual property cannot resell the product 
without permission.52 Consider, for instance, Hermes bags being converted 
to NFTs and sold without the company’s permission.53 As such, virtual real 
estate will also fall under the category of NFTs. This complicates regulating 
protections allowed to landowners, loans, or mortgages.

A further issue pertains to trading software that monitors cryptocurrency. If 
ML is involved, even programmed software can earn to trade in ways that lead 
to massive losses for investors. If losses occur based on learned behaviour that 
original programmers may not directly program, it would be unfair to assume 
liability to programmers.54 

o Creating an asset of DeFi to attract buyers at an inflated price and shutting down the service/product 
once the purchase is complete. 

p Gold farming refers to a user playing a game to purchase and resell in-game goods at a higher price.
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Regulating the Metaverse is a challenge because it is still unclear 
exactly what form it will take once it has fully developed. The 
Metaverse’s current aim is to be a decentralised platform not 
splintered by governments and local or regional jurisdictions. 
Nevertheless, given the potential for crime and criminal activity 

in the Metaverse, there is a need for global regulations pertaining to the 
Metaverse and its users. 55,56 The UN’s Guiding Principles on Business and 
Human Rights outline the need to respect the privacy of an individual, and 
for businesses to adopt “best practices” as updated by regional and commercial 
alliances to ensure vulnerable classes (including gender, race and caste 
minorities) are protected. These guiding principles should be incorporated by 
all governments as a starting point in regulating the Metaverse.57 However, the 
principles do not describe the nuances of business best practices, and so there is 
great scope to establish regulations specifically for the Metaverse. Some efforts 
are already underway worldwide.  

In the EU, post the success of the General Data Protection Regulation (GDPR), 
the regulations for ensuring consumer protection and equitable competition, 
the Draft Digital Services Act58 and Digital Markets Act59 present new protections 
for minors that can be adopted into any future Metaverse regulation, including 
restricted access to illegal materials and decreased data storage for targeted 
advertising. Further, these regulations create an equitable landscape for 
different platforms, urging organisations to realign their marketing methods 
and remove push advertisements for their products. This, alongside reduced 
targeted advertising, helps address user privacy concerns, regulate markets, and 
remove unintentional oligopolies.60 Similarly, the EU’s Draft AI Regulation61 
creates new definitions and requirements for what qualifies as “high-risk” AI 
to make users less susceptible to marketing, data mining, and data storage.62 
This document also discusses preventing or restricting AI systems from 
harmful manipulative ‘subliminal techniques’; AI systems that exploit specific 
vulnerable groups; AI systems used by public authorities, or on their behalf, 
for social scoring purposes; and ‘real-time’ remote biometric identification 
systems in publicly accessible spaces, except in a limited number of cases for 
law enforcement. While these are already helpful actions in the physical world, 
including provisions related to XR aspects of the Metaverse related to data 
collection and biometrics, such as eye movement data, will help set a foundation 
for future regulations. 
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In 2022, Japan announced the launch of its Web 3.0 Policy Office under the 
Ministry of Economy, Trade, and Industry to oversee all activities related to 
emerging social technology, including blockchain, NFTs, and the Metaverse.63 
Similarly, the UK has already said that Metaverse activities by commercial 
entities and users in the UK’s jurisdiction will fall within the scope of its Online 
Safety Bill.64

The US, on the other hand, continues to rely on existing laws to govern 
the Metaverse, including the aspects of consumer protection and intellectual 
property, but it has not yet detailed Metaverse or Web 3.0 specific laws.65,66

In India, cybercrimes are covered by the Information Technology Act, 2000 
(IT Act) and the Indian Penal Code, 1860.67,68 India’s cyber laws are more 
comprehensive than in many other countries with similar user bases,69 and, as 
such, the country is in a suitable space to grow and establish primary versions 
of Metaverse regulations and ethical guidelines. A starting point would be to 
examine the existing relevant laws (such as the Indian Penal Code and IT Act)70 
and how their provisions can be applied to or altered for the Metaverse. For 
example, the IT Act has already been extended to include different forms of 
theft such as phishingq and cybersquatting.r These illegalities can extend to the 
Metaverse and address criminal behaviour such as rug-pulling, identity theft, 
and other forms of criminality where an online asset (including virtual avatars) 
is misused for purchases or to artificially inflate prices. India has also recently 
enacted the Digital Personal Data Privacy Act, which penalises individual users 
and organisations that do not comply with norms.71 Similarly, penalties for 
non-compliance can be imposed on avatars in Metaverse without necessarily 
incriminating the individual user, in cases when the user or programmer are 
not directly responsible. 

The Metaverse is primarily a user platform, whether the user is a human-
controlled avatar, a company-created avatar for character merchandising, or 
an ML-based avatar used to enhance the platform experience. Regulating the 
Metaverse will need to be based on three principles: open and transparent 
governance; a strong focus on human rights; and public accountability 
(decentralised from any one nation).

q Acquiring another’s data to use to steal their assets.
r Purchasing domain names with popular names to sell at a higher cost. 

T
h
e 

N
ee

d
 f

or
 R

eg
u
la

ti
on

s 
T

h
e 

N
ee

d
 f

or
 R

eg
u
la

ti
on

s 
in

 t
h
e 

M
et

a
v
er

se
in

 t
h
e 

M
et

a
v
er

se



13

AI can allow for a fully automated functioning governance framework for 
the Metaverse. The outcomes of AI governance algorithms, however, can be 
biased and unfair, as they are still based on collective internet use and social 
interactions. A potential solution is developing a multilayered model for 
governance—the first layer of protection is based on data governance and 
algorithm accountability; the second layer guides decision-making and data 
processing via ethical criteria and norms; and the final social and legal layer 
addresses the allocation of responsibilities in regulation.72 

Still, the development of a governance framework for the Metaverse must 
be collaborative to avoid the concentration of regulation rights with any one 
country. This can be done by creating a Metaverse monitoring entity in the 
United Nations or establishing a truly independent organisation beyond the 
existing global bodies. 

As governments consider developing Metaverse-specific regulations, whether 
at a national or global level, the following aspects must be considered: 

• Granting avatars separate legal personalities

The user is the primary priority in the Metaverse. One way to ensure that 
users are protected against other users hiding behind the anonymity of avatars 
or ML-enabled avatars is to grant them separate legal identities.73 There are 
already discussions around attributing autonomy to AI.74 Similar attributions 
can be extended to avatars, which would protect avatars from becoming 
scapegoats for users.75,76 

• Granting avatars rights akin to a company

In the physical world, a registered company is treated differently than its 
stakeholders or proprietors. This concept of extended rights can also be 
attributed to avatars in the Metaverse. Like companies, avatars are non-human 
extensions of human activity.77 Enabling avatars to act as companies would 
increase accountability on avatars, user-led and ML, encouraging acting more 
responsibly when interfacing in the Metaverse. 78

These adjusted rights will also enable protections for companies, who may 
perform business activities as avatars while continuing to protect individual 
users. T
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• Data privacy and protection

The Metaverse will reflect present-day challenges regarding data privacy and 
intellectual property rights. Such problems are currently discussed and dealt 
with by existing intellectual property and consumer protection laws. 

The current data protection rules, including India’s Digital Personal Data 
Protection Act, the EU’s GDPR and AI Act, and the US’s Illinois Biometric 
Information Privacy Act,s do not account for the larger variety of biometric 
data that can be collected in the Metaverse. While most of the existing data 
protection laws cover static biometrics under sensitive or personal data, there 
is a gap regarding what can be derived from the dynamic movements or 
involuntary actions that may occur in the Metaverse.79

• Human rights

In a decentralised platform that currently lacks regulation, creating a protocol 
for assessing and protecting human rights is important. One way to do so is 
to create a policing and regulatory body or wing under Interpol, to oversee 
the Metaverse or create a strategy for its functioning. This body would not be 
accountable to any single government.80

• Guidelines for ethical use 

The Metaverse may see a rise in severe side effects such as user addiction, 
biased outcomes, hearsay, and ineffective censorship.81 As such, there should be 
ethical guidelines for using the Metaverse and its different offerings to ensure 
fair use and user protection. The UN’s Guiding Principles on Business and 
Human Rights can guide the creation of Metaverse-specific rules by prioritising 
the protection of vulnerable sections of society and privacy and engaging 
commercial alliances to regularly update best practices.82 

s The US does not have a federal regulation for biometric data. Only three states have regulations that 
include biometric-specific data privacy policies: Illinois, Washington DC, and Texas. The Illinois Act is 
the most comprehensive. T
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• State security 

There is a possibility of the Metaverse being used to attack state infrastructure, 
such as the malware attacks on the Ukraine power grid in 201583 and NotPetya,84 
both of which have been linked to Sandworm.t In the Metaverse, with increased 
connectivity, such ransomware attacks may not be localised to one country or 
nationality. Potential regulations will need to be prepared for such instances as 
well. 

t A devastating cyberattack that has been alleged to Russian hackers, impacting Ukraine and many other 
countries, shutting down ports and other defense relevant systems. 

Regulating the Metaverse is a 
challenge because it is still unclear 
exactly what form it will take once 
fully developed. The UN’s Guiding 
Principles on Business and Human 
Rights—which outline the need to 
respect the privacy of an individual 
and for businesses to adopt “best 
practices” to ensure vulnerable 

sections of society are protected—
should be incorporated by all 

governments as a starting point in 
regulating the Metaverse. 

T
h
e 

N
ee

d
 f

or
 R

eg
u
la

ti
on

s 
T

h
e 

N
ee

d
 f

or
 R

eg
u
la

ti
on

s 
in

 t
h
e 

M
et

a
v
er

se
in

 t
h
e 

M
et

a
v
er

se



16

T he Metaverse is developing towards its final form, although 
what this will look like exactly is still unknown. Currently, the 
XRs offered by the Metaverse only expand on users’ audio-
visual experiences. However, if the anticipated stages of deeper 
immersion materialise, users will be more vulnerable to the 

products, services, and interactions hosted on the platform. Thus, addressing 
the potential for crime and misconduct—and how these can be regulated—
is necessary before greater immersion can augment the scope of these 
wrongdoings. 

The current regulatory landscape can provide the blueprint for governing 
the Metaverse. As the physical world increasingly blends with the virtual, 
user-safety-focused guidelines, particularly those relating to data privacy and 
responsible behaviour by organisations and individuals, can be expanded and 
evolved to include the various aspects of the Metaverse.

Shravishtha Ajaykumar is Associate Fellow at ORF’s Centre for Security Strategy and 
Technology.
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