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The Personal Data Protection Bill 2019: Recommendations to the Joint Parliamentary Committee

Disclaimer

The contents of this response are based on a stakeholder consultation organised by ORF
on 7 February 2020. Although we have made our best efforts to give voice to the concerns
of various stakeholder groups, this response is not a consensus document and does not
attribute comments to, or claim to represent, the positions of any individual or
organisation. All statements, assertions or factual errors are attributable only to ORF.

INTRODUCTION

On 7 February 2020, the Observer Research Foundation convened a non-partisan
multi-stakeholder roundtable to solicit views on the Personal Data Protection Bill
2019 (PDP Bill)." The roundtable focused on Sections 35 and 91 of the Bill,
tackling two key questions that concern industry and civil society organisations:
(a) the Central Government’s power to exempt agencies from the Bill's provisions;
and (b) the government’s access to anonymised and/or non-personal data
gathered by data fiduciaries and processors.

The roundtable focused on these provisions because they re-animate India’s
digital ‘trilemma’ of simultaneously generating economic growth, protecting
individual privacy, and safeguarding national security. These tensions have
manifested themselves repeatedly across the policy life cycle of the Data
Protection Bill, including in the Justice B. N. Srikrishna Committee report’ and

in the Supreme Court’s verdict in K.S. Puttaswamyv. Union of India.’

Based on the discussions at the roundtable, this special report advances two
preliminary propositions on data as it relates to national security and economic
growth for the Joint Parliamentary Committee (JPC) to consider.

1. National security is better served by streamlining state oversight to
prevent information overload and duplication of effort.

In an interdependent and data-abundant world, government access to datais a
necessary but insufficient condition to ensure optimal national security
outcomes. The digital economy is influenced by a multi-layered ecosystem of
domestic laws, commercial choices, bilateral arrangements, and international
norms and institutions. In this ecosystem, access to data is one tool to secure our
increasingly digital societies. This tool must be complemented by others, such as
transparency and accountability frameworks for technology platforms, new
bilateral data-sharing agreements, and cooperation with international security

organisations.
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Where access to data is necessary, it would be in the government’s interest
to tailor access norms as narrowly as possible, including by providing clear
stipulations on the conditions under which data can be accessed, the precise

nature of data that can be sought, and the purpose for which it can be accessed.

Sifting through large volumes of data incurs operational, technical and
human costs, increasing the time and effort required to glean actionable
intelligence. Government” and academic’ research on the US National Security
Agency’s surveillance of phone meta data, for instance, reveals that the project
had little discernible impact on preventing terrorism, while consuming a
disproportionate amount of the intelligence agency’s resources. A tailored
provision under the Data Protection Bill would exempt a limited number of
agencies from protection standards, but would employ judicial, executive and

technological safeguards that prevent information overload.

Beyond reasons of state capacity, avoiding information overload is also a
cyber security imperative. A longer list of organisations which store sensitive
information also multiplies the vectors for malicious non-state and state
behaviour. Exempting agencies operating without a clearly defined national
security purpose or without established industrial security standards may well
make them susceptible to similar risks. Streamlined state powers will also be
more conducive to ensuring they do not infringe the clearly defined
parameters on the protection of individual rights, and enable compliance with
established judicial and legislative standards for executive national security

action.

2. Generating social and economic value from data will require
reforming laws and rules in the fields of market power and competition,
contract law, intellectual property rights, taxation, and international

trade.

Personal and non-personal data will likely be used in a variety of business and
state operations, and will be shared, transferred and processed across multiple
actors. Facilitating this flow will require complementary and enabling regimes.
Formalising ownership structures will be crucial to this effort. Individuals,
businesses and the government must share a common lexicon on the different
types of data and the protection standards afforded to them. The Organisation
for Economic Cooperation and Development (OECD), for instance, identifies’
three broad categories of data (private, proprietary and public), and at least

another four sub-categories based on the origin of data.
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The government will also have to create new regimes for sharing data
between multiple stakeholders that take into account considerations of
competition, intellectual property rights, privacy and cyber security. The EU,
for instance, has identified’ four potential alternative models for private sector
to government data sharing: standardising data sharing contracts; data donor-
ship models, similar to Corporate Social Responsibility (CSR) obligations; new
intermediary institutions, such as data trusts; and regulatory models for public

interestreasonsin thefields of healthcare, finance, among others.

We reiterate that the Data Protection Bill should only be seen as one tool in
an overarching architecture that leverages data to serve development
outcomes. Regulators should be wary of attempting to achieve through the Bill
outcomes that could be better achieved using other policy levers.

RECOMMENDATIONS

Section 35: Power of the Central Government to exempt any agency

of government from the application of the Act

Section 35 of the Bill empowers the Central Government to issue reasoned
orders exempting any government agency from the application of any/all

provisions of the Bill for reasonslisted in the provisions.

Discussants agreed that blanket exemptions and lack of executive or judicial
safeguards will fail to meet the standards laid out by the Supreme Court in the
K.S. Puttaswamy v. Union of India’ case, where it ruled that measures restricting
the right to privacy must (1) be backed by law, (2) serve a legitimate aim, (3) be
proportionate to the objective of the law, and (4) have procedural safeguards
against abuse. Vague grounds that trigger exemptions, absence of procedure in
granting exemptions, and the lack of independent oversight were highlighted

as major concerns.

Participants pointed out that Section 42 of the PDP Bill 2018” had adopted
the test laid out in Puttaswamy in creating exceptions. Additionally,
exemptions were limited to Chapters II - VIII of the Bill, corresponding to data
protection obligations, grounds for processing, children’s data, rights of data
principals, transparency/accountability measures, and cross-border transfers.
Obligations related to fair and reasonable processing and implementation of
security safeguards continued to apply, along with provisions relating to
powers of the Data Protection Authority and Appellate Tribunal, among

others.
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The 2019 Bill is a step backward in comparison as it significantly expands
the scope of exemptions while simultaneously diluting important safeguards.
While national interests may in some cases override individual interest in
privacy, it is critical, as the Justice Srikrishna Committee noted," “to ensure
that the pillars of the data protection framework are not shaken by a vague and

nebulous national security exception”.

Participants highlighted the following concerns for the JPC to consider:
1. Grounds for exemptions

Participants felt that terms like ‘sovereignty’, ‘integrity’, ‘state security’,
‘international relations’ and ‘public order’ are liable to be interpreted
subjectively and sought clear parameters that would trigger exemptions. Earlier
Private Members’ Bills and other government reports on personal data
protection may provide guidance. The Private Member’s Bill introduced by Shri
Baijayant Panda in 2017", for instance, lists five specific grounds under which
the state may restrict the right to privacy. Similarly, the Intelligence Services
(Powers and Regulation) Bill,” introduced by Shri Manish Tiwari in 2011,
provided eight definitions to ascertain situations in which national security

was under threat.

2. Scope of exemptions

Participants stressed that obligations like fair and reasonable processing and
implementation of security safeguards should continue applying even to
exempted government agencies. Additionally, participants felt that it would be
inappropriate to strip the Data Protection Authority of its powers to prevent
the misuse of personal data or to specify codes of good data protection
practices. Exemptions in the national interest should, therefore, not extend to
the entirety of the PDP Bill and must be limited to specified portions, as was the
casein the PDP Bill, 2018.

3. Principles of legality, necessity, and proportionality

Participants argued that the “necessary and expedient” standard in the current
Bill conflicts with well-established legal principles for administrative action and
the Supreme Court’s verdict in the Puttaswamy judgement. They agreed that
exemptions must be granted under the authority of law as opposed to executive
orders, and that the PDP Bill must specify that exempted processing must be
necessary and proportionate vis-a-vis the objectives of the legislation. Section
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42 of the PDP Bill, 2018, is a good point of reference as it already contains

language that gives effect to these principles.

4. Procedural safeguards

Laying down a detailed procedural framework may be beyond the scope of
Section 35, but it should specify what procedure will apply. The actual
procedure could be framed under a separate legislation that oversees state
exemptions. Alternatively, the procedure could be notified by the Data
Protection Authority in exercise of its rule-making powers under Section 94 of
the Bill. We would again like to draw the committee’s attention to earlier
Private Members’ Bills and government reports that have laid out detailed

procedural frameworks to oversee government access to information.

5. Independent oversight mechanism

Participants agreed that an independent oversight mechanism will lead to
better accountability and national security outcomes. Such a mechanism
should ideally be established within the amended Section 35 itself rather than
be determined later by executive orders. The Srikrishna Committee report, for
instance, recommended ex ante judicial review for government exceptions.
Others also recommended that an investigations and oversight committee be
set up within the Data Protection Authority. Beyond institutional mechanisms,
participants also recommended regular public audits and the mandatory

submission of annual reports to Parliament.

Section 91: Government Access to Anonymised and Non-personal
Data

Section 91 of the PDP Bill enables the Central Government to direct data
fiduciaries and data processors to grant access to all anonymised or non-
personal data. This provision is predicated on the assumption that unfettered
access to certain categories of data is essential for the targeted delivery of
government services as well as other state functions such as “growth, security,

. . . . 13
integrity and prevention of misuse”.

Participants agreed that non-personal data is likely to serve a wide range of
public functions. However, they felt that introducing such a provision in the
present Bill was premature, given that the Ministry of Electronics and
Information Technology has constituted an expert committee to establish a

framework for the governance of non-personal data.
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Participants argued that in the absence of complementary provisions and
legislations in other fields, Section 91 in its current form is unlikely to serve the

stated objective of supporting public service functions.

Participants highlighted the following concerns for the JPC to consider:

1. Grounds for government access to non-personal and/or anonymised
data

Participants pointed to the need for clearer definitions or legislative standards
for state functions that warrant access to non-personal and anonymised data.
Most businesses store mixed data sets, which contain both personal and non-
personal data, and afford these data sets differential protection depending on
whether these were collected based on human input, statistical inferences, or
other means. Participants stressed that a lack of shared taxonomy between
state, business and civil society could undermine the ease of doing business,

complicate data sharing efforts and undermine privacy rights.

2. Definitions and standards for anonymised data

Anonymised data defined under Section 3(2) is data that has undergone an
“irreversible process of transforming or converting personal data to a form in
which a data principal cannot be identified”. Participants overwhelmingly
agreed that irreversible anonymisation is impossible— an assertion that is
supported by the Justice Srikrishna Committee Report along with other
government'’ and academic research. They stressed that the Data Protection
Authority must first prescribe standards for anonymisation and penalties for
breach—ideally differential standards based on the type of data and level of

risk—before enabling the state to access non-personal data.

3. Intellectual property and related business regimes

The definition of non-personal data as “all data that is not personal data” is
likely to include trade secrets and the intellectual property of companies.
Compelling businesses to share this data is likely to create legal risk and
dampen incentives for innovation. Further, it could discourage foreign data
fiduciaries from entering or continuing to operate in the Indian market, given
the looming threat of state takeover of private knowledge assets. Participants
also agreed that a broader framework for non-personal data would only be
viable once its implications on Intellectual Property Rights regimes are
settled.
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4. Limitations on secondary use

Participants expressed concern over the lack of additional safeguards, rules or
regulations related to secondary use, i.e., use for purposes other than what was
envisaged at the time of collecting the data. Such secondary applications may
well conflict with established data privacy standards, other constitutional
rights, and business and economic rights. Absence of safeguards in this context
may also affect adequacy findings by external regulators on the Indian data
protection framework, which in turn may limit cross-border data transfers into

India.

5. Ethical considerations

Participants noted that non-personal or anonymised data may contain biased
inputs or inferences. Deploying these data sets for public functions risks
exacerbating existing social, political and economic inequities. Participants
suggested that data that has been acquired or licensed for public functions
must undergo a social impact or ethics audit before being deployed towards
fulfilling public policy objectives. ®RF
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