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ABSTRACT  Both during times of normalcy and crises, governments depend on 

increasingly digitised identity systems. Such systems, however, have been considered 

controversial since the use of IBM machines to facilitate the Holocaust. Since then, more 

contemporary identity systems have tried to ensure that they do not violate citizens’ 

essential rights. This requires multi-stakeholder coordination, a network paradigm, a 

focus on open standards rather than specific technologies, clarity and predictability on 

intellectual property, an openness to the latest technological developments, and a 

commitment to interoperability and compatibility across institutions and entities. 

Most critically, successful digital identity projects need to build trust. This brief draws 

lessons from Canada’s experience of building a national identity ecosystem.
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INTRODUCTION 

“The ultimate crisis that Earth is now facing     

means that open technology is the unavoidable 

responsibility that advanced countries have to all 

humanity.” 

1
- Cixin Liu, The Dark Forest (2008)

The current global health crisis is not because 

of extra-terrestrials swarming the Earth from 

outer space, but a 60-140-nm virus occupying 

the “inner space” of people’s bodies. More 

than two months since the World Health 

Organization (WHO) declared a pandemic of 

COVID-19, various measures that have been 

taken by governments have involved the use 

of open technology. For example, technology 

giants Amazon, Facebook, Hewlett Packard 

Enterprise, IBM and Microsoft have joined the 
2

Open COVID Pledge  so that any entity can 

freely use their patents to address the 

pandemic. 

One application of open technology is in 

establishing digital identity, and governments 

across the world are using it in two direct ways 
3to flatten the curve:  for contact-tracing 

measures and for issuing immunity passports 

or certificates. Singapore was the first to make 

its contact-tracing app open-source, and 

private sector collaborations like the COVID-

19 Credentials Initiative (CCI) featuring 60 

digital identity technology providers are 

producing open, standards-based solutions 
4

for immunity certificates.  

Indeed, digital identity projects may be 

considered the “holy grail” of e-governance. 

Since they build upon the history of 

citizenship, existing power relationships, and 

governance cultures within a jurisdiction, 

there are many avenues for errors. Intangible 

ingredients of a project—foremost amongst 

them, trust—take years of flawless execution 

to build, and a single high-profile mistake can 

do irreparable damage. 

Across the Commonwealth countries is a 

question that begs to be asked: Which digital 

identity paradigm is best suited for “normal” 

situations, and which ones are appropriate for 

exceptional circumstances? A corollary 

question is: How do various forms of openness 

within the digital identity ecology contribute 

to the resilience of the paradigm? 

In India, the digital identity project, 

Aadhaar, has a single identity provider, the 

Unique Identity Authority of India that 

determines if a person is who they say they are. 

Aadhaar falls within the classic hierarchical, 

centralised, command-and-control paradigm 

that is increasingly falling out of favour with 

technologists across the world because even a 

single vulnerability can bring the entire e-
5

governance system to a standstill.  The 

network looks like a star, with the UIDAI at the 

centre and various other actors all connecting 

to the UIDAI for identification, authentication 

and authorisation of transactions. 

In the UK, following a failed attempt to 

launch a centralised ID system, the 

government shifted gears and has adopted a 

federated approach. Under this approach, 

between 2013 and 2015 the UK government 

attempted to establish a competitive oligopoly 
6

of identity providers.  It started out with nine 

providers, dropping down to two players over 

the years. The project ended up with a virtual 

monopoly and public funding for the project 
7

will run out in 2020.  
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In Australia, the government seems to be 

moving towards the federated model, even as 

a single government-appointed identity 

provider is leading the efforts. Moreover, that 

government provider myGovID is not being 
8treated at par with private sector providers.  

Ideally, when competitive oligopoly is being 

established, the government should only act 
9as a market maker  and not a participant in the 

market.

Canada, for its part, has opted for the 

federated model like the United Kingdom and 

Australia, although they are doing things 

more carefully by prioritising ecosystem 

development and standards development 
10

over technological solutionism.  There are 

many lessons from Canada’s approach to 

implementing digital identity solutions that 

can help inform projects in other countries, 

including India. The following paragraphs 

outline those lessons.

Multi-stakeholder coordination

To effectively implement networked 

governance, the first step is to establish 

consensus and inducement-oriented systems. 

Gilles Paquet from the University of Ottawa 

argued as early as 1996 that the governance 

system is “coordinated much less by coercive 

and hierarchical top-down pressures than by 

associative networks of cooperation built on a 

quid pro quo exchange and on consensus and 
11

inducement-oriented systems.”  The Digital 

ID & Authentication Council of Canada 

(DIACC) was established in 2012 as a self-

governing entity so that the Ottawa 

THE CANADA MODEL FOR DIGITAL 

IDENTITY

administration, provincial governments and 

the private sector entities could engage and 

collaborate on equal footing when designing 

specifications of an digital identity ecosystem 

that worked for everyone. Since the Council 

was working with the aim of establishing trust 

across the ecosystem, each step was carefully 

considered, and it took almost four years for 

the DIACC to produce the overview to the Pan-

Canadian Trust Framework (PCTF). Following 

the approach adopted by Standard Setting 

Organisations (SSOs) like World Wide Web 

Consortium (W3C), Institute of Electrical and 

Electronics Engineers (IEEE) and the Internet 

Engineering Task Force (IETF), the first 

version of the model for the framework  was 

released as a consultation draft in March 

2019. 

The DIACC’s approach to developing a 

trustworthy framework is in stark contrast 

with India’s, which prioritised speedy 

execution and scaling. From this view, 

“moving quickly” was seen as a strategic 

decision because it “doesn’t give opposition 
12the time to consolidate.”  It is also worth 

noting that voicing and accommodating 

dissent to identity schemes is a long 

established tradition in Canada. For example 

in 2003, Robert Marleau, the country’s 

Interim Privacy Commissioner, made a 

submission to the Standing Committee on 

Citizenship and Immigration titled “Why We 

Should Resist a National ID Card for 
13Canada”,  urging the  Parliament to reject the 

proposal for the national ID card. Seventeen 

years later, there is hardly any visible 

opposition to the work of the DIACC. A key 

reason is that the DIACC is undermining 

neither the existing institutions in the 

identity ecosystem, nor the relationship 
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between citizens and these institutions. 

Indeed, through the framework, the DIACC is 

empowering those same institutions by 

providing a universally acceptable verifiability 

standard for every person, every organisation, 

and every relationship. This all-embracing 

posture emerges from an authentic practice of 

multi-stakeholder coordination.  

The network paradigm

In countries like India and Kenya, for example, 

there is a single centralised government 

agency that assumes the role of identity 

authority. Canada, for its part, is clear that no 

single federal government organisation can 

provide digital identity for all persons within 

the jurisdiction; rather, there are 14 different 

“roots of identity” through which persons can 

establish who they are. Since the turn of the 

century this approach has been gaining favour 

within the Canadian research community. 

The 2012 Frontiers  of  Networked 

Governance  report published by the 

International Institute for Sustainable 

Development provides a good sketch of how it 

works: “Networked governance strategies 

based on active-steering are those by which 

governments or other centralized governance 

authorities can put in place mechanisms and 

organizational structures that allow outside 

agents and organizations to self-organize, 

within certain boundaries, to inform 
14centralized problem solving.”  The network 

paradigm based on the principle of subsidiarity 

is the best fit for governments with different 

degrees of federalism. According to Joni 

Brennan, President of the DIACC, the key to 

solving for digital  identity requires 

“interoperable networks that will have 

verifiable data requesters ask for particular 

attributes to be verified and attribute verifiers 
15to provide that verification.”  This is inspired 

by internet architecture where there is no 

single point of failure.   

Standards not technology

Centralised,  government-provisioned 

national ID programmes usually start by 

producing software or hardware artifacts. This 

could be an ID card, software stack, or mobile 

application. Canada’s DIACC has focused 

purely on the specification of standards with a 

clear emphasis on open standards. The stress 

on open standards is evident in the 

documentation for the framework which 

explicitly names standards like Tranport  

Layer Security (TLS) from the IETF and 

Decentralized Identifiers (DIDs) from the 

W3C. Apart from international standards, the 

framework is informed by existing national 

standards such as “User Authentication 

Guidance for Information Technology 
16Systems”  from the Communications Security 

Establishment (CSE) of the Canadian 

government and also makes references to 

national guidelines and good practices both 

within and outside the Commonwealth. Two 

examples of national standards from other 

countries allow a comparison to the Canadian 

approach: the “Digital Identity Guidelines” 

from the National Institute of Standards and 

Technology (NIST), United States of America 

and the “Authentication and Credentials for 

use with HMG Online Services” issued by the 

National Cyber Security Centre, and the 

Government Digital Service which is a unit of 

the Government of the United Kingdom’s 
17

Cabinet Office.  
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Just as SSOs have different business 

models when it comes to access to the 

standards specification documentation, W3C 

has free access while ISO has paid access. 

While the NIST standards are “not subject to 

copyright in the United States,” they do state 

that “attribution would, however, be 

appreciated.” Under copyright law this will be 

the equivalent of having a work in the public 

domain. On the other hand,  the UK 

government has used “crown copyright” 

which is a restrictive model where “permission  

must  be  sought  in  advance  if  you  want  to 

copy, republish, translate or otherwise 

reproduce all or any part of the document.” 

Most copyrighted works come with the same 

restrictions. For the PCTF the DIACC aligns 

more with NIST since it is “developed as an 

open public resource, will always be freely 

available to the public for review and 

adoption, and is developed under DIACC’s 

transparent and neutral good governance 

policies and procedures.”

Clarity on intellectual property 

Some identity projects have resulted in 

dependencies on foreign proprietary 

technologies that are at the very heart of the 

project. This is because proprietary code and 

patents can be trojan-horsed into e-

governance infrastructure including digital 

identity programmes. To enable co-creation 

where there is certainty about gratis 

implementation of the standards, it is 

important to prevent patent ambush and 

other intellectual property-based rent-

seeking. To accomplish this unlike the royalty 

free W3C standards, and more like the paid 

IEEE standards, the DIACC requires patent 

contributors to sign covenants that grant 

patent license on fair, reasonable and 

nondiscriminatory (FRAND) terms or non-

assertion covenants. Contributors are also 

required to “declare at the earliest 

opportunity, any patents they are aware of 

which they know” that wil l  impact 

implementation of the standard. Copyright 

contributors are expected to grant a 

worldwide, royalty-free, non-exclusive, 

transferable copyright license to DIACC. This 

is a clear example where a government has 

adopted best practices from global standard-

setting organisations for the purposes of 

implementing its own national digital  

identity system. Why is Canada so particular 

about providing this clarity when it comes to 

intellectual property? It is because of their 

“open by default policy.” While other 

governments  across  the  wor ld  are  

prevaricating about free and open-source 

software while simultaneously considering 

policies that allow for proprietary software in 

government, Canada has not given up its 

decades-old push for openness. Canada has 

pushed its preference for openness both in     

its domestic policies and also propagated 

internationally through key research 

organisations like the International 
18

Development Research Network.  

In December 2018, the Government of 

Canada adopted the latest Directive on 
19Management of Information Technology  

which states that “where possible, use open 

standards and open source software first.” 

The trust crisis around proprietary contact-

tracing mobile applications for tracking 

COVID-19 is a ringing endorsement of the 

Canadian approach. Governments today need 

to be more vehement in their embrace of 

openness than ever before, given the grip that 

surveillance capitalists have on contemporary 

information societies.
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Embrace of the latest technology

The Canadian approach has been bold in terms 

of making friendly overtures to technological 

implementations of the latest development in 

identity solutions—self-sovereign identity. 

According to Christopher Allen, co-chair of 

the W3C Credentials Community Group, 

digital identity technologies have gone 

through four stages of evolution: Centralised 

identity; federated identity; user-centric 
20

identity; and self-sovereign identity.  This 

brief has so far discussed the first two stages. 

The third phase, User-centric identity, is  

when the user can either register their        

own ID on their own network infrastructure 

or by using an identity provider; unlike the 

second stage, there is no federation. The final 

stage of self-sovereign identity is where 

cryptographically, the user controls all 

relationships with all identity providers      

and requesting organisations. While self-

sovereign identity has not been taken 

seriously by many other governments, the 

PCTF has referred  to two standards that are 

being developed at the W3C and  could be 

considered components of this paradigm: 

Verifiable Credentials and Decentralized 

Identifiers. 

Verifiable credentials is a standardised 

digital representation of both online and 

offline credentials that prove things about the 

holder. For example an educational degree, an 

immunisation certificate, or a driver’s license. 

The document in its entirety and/or its 

components can be converted into verifiable 

credentials because the technology allows for 

atomisation. For example, using verifiable 

credentials, a driver’s license can prove its 

owner’s age without having to reveal the 

name. Decentralised identifiers involve the 

use of tokens so that instead of propagating ID 

numbers across multiple government or 

private-sector databases which enable 

surveillance, unique tokens are used for each 

purpose. This also builds accountability 

because breaches can be connected to a 

specific data controller. The W3C standards 

also allow parts of the Canadian identity 

ecosystem to be connected to public or private 

blockchains.

Interoperability and compatibility 

Rather than treating identity questions as a 

binary dichotomy, Canada treats identities as 

composite and therefore these questions 

could have a range of answers.  Emerys  

Schoemaker of Caribou Digital puts it best 

when he writes “like an ‘identity mosaic’, 

people select and combine identity elements 

for transactions during the course of everyday 
21

life.”  This means that the new identity 

solutions should not be introduced as a 

monopoly, as has so often been the case in 

traditional e-governance projects. 

To use an example from Karnataka— 

backward compatibility with paper records 

was eliminated when the architects of the 

Bhoomi project used legal reform to 

derecognise the competition to digital land 

records. Under the Canadian approach, there 

is no issue if the government or the private 

sector are not able to afford more up-to-date 

technology. PCTF author Dave Roberts 

explaining how they have modified the W3C 

data model when it came to verifiable 

credentials, described the project’s ambitions 

as follows: “If we cannot model something as 
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physical and tangible as Marco Polo’s letters of 

introductions to the emperor Kublai Khan, 

then we have failed because they are 

credentials too and they exist in the real 
22

world.”  This is quite a high bar when it comes 

to taking legacy systems along, however this 

approach has resulted in projects that have 

been built 40 years ago being integrated into 

the PCTF ecosystem. However, it will be 

recognised that these are transactions with 

different Levels of Assurance (LOA). 

The four levels currently being envisioned 

are: LOA1 or “little or no confidence”,  LOA2 or 

“some confidence”, LOA3 or “high confidence”, 

or LOA4 or “highest confidence”. The approach 

is, as Tim Bouma points out, in line with the 

latest thinking from the FATF who in their 
23most recent guidance on digital identity,  

recommend that governments, “Apply 

appropriate digital ID assurance frameworks 

and technical standards when developing and   

implementing government-provided digital   

ID. Authorities should be transparent about  

how the jurisdiction’s digital ID system works 
24

and its assurance level.”  

Soft infrastructure of digital identity

The most important determinant for 

successful adoption of digital identity is the 

prevalence of a culture of trust, which has to 

be built slowly and iteratively. The first step 

towards building trust is getting different 

stakeholders to understand one other. Joni 

Brennan, Tim Bouma and Dave Roberts and 

other contributors to the PCTF are focusing 

on semantic interoperability. Twenty-one 

standardised trusted processes have been 

developed in a consultative manner so that 

they can be mapped on to existing business 

processes across the government and in the 

private sector. 

A conformity criteria has also been 

developed that enables independent 

assessments and certification of trusted and 

interoperable systems within the ecosystem. 

This means that “Canadians will be able to 

choose any partner, use any device on any 
25platform, to access any service they need.”  It 

also implies that a user is not compelled to use 

a device, platform, service or partner that they 

do not trust. Under this federated approach, 

when trust is damaged within the ecosystem, 

only some partners and citizens will be 

negatively affected. Interoperability prevents 

an erosion of trust across the ecosystem. It is 

precisely this soft infrastructure associated 

with the PCTF that will make the Canadian 

ecosystem more resilient to future crises. 

To be sure, the PCTF is not perfect and 

there are many areas where improvement is 

required. One such aspect is in ensuring agency 

and consent during the use of facial biometrics. 

However, the forward-looking approach of the 

Canadian government has resulted in many 

interesting products and services. For 

example, a soon-to-be launched “Known 

Traveller Digital Identity” service by a 

company called Vision-Box will enable 

paperless biometric immigration between   the 

Netherlands and Canada. The implementation 

partners are Air Canada, KLM Royal Dutch 

Airlines, Amsterdam Airport Schiphol, 

Toronto Pearson International Airport, and 

Montréal-Trudeau International Airport. 

Another interesting development is Owl, a 

technology provider that has enabled remote 

e-KYC using zero-knowledge protocol, with 
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zero data retention and end-to-end 

encryption that combines multiple  data  

points such as  driver’s license, health card, 

and social insurance records in real-time. 

More recently, seven of Canada’s major 

financial institutions – Bank of Montreal, 

Canadian Imperial Bank of Commerce, 

Desjardins, National Bank of Canada, Royal 

Bank of Canada, Scotiabank, and  Toronto-

Dominion Bank—launched the Verified.Me 

service that allows these institutions to act    

as identity provider for a fee when users    

want to use government services.

It is important for other countries in the 

C o m m o n w e a l t h  t o  c l o s e l y  m o n i t o r  

developments and best practices in Canada 

and see if they can be adapted into their own 

national digital identity projects. The 

Commonwealth Digital Identity Initiative, 

launched by GSMA’s Digital Identity 

programme in partnership with the World 

CONCLUSION

Bank ID4D programme and Caribou Digital, 

provides one such forum for learnings and 

discussions. 

As COVID-19 makes it clear, it is not 

sufficient to solve the digital identity and trust 

challenge within national borders. Solutions 

need to have global compatibility and 

interoperability, since many of the basic rights 

of citizens are also afforded to non-citizen 

residents and even illegal immigrants; states 

need to honour them under international law. 

Governments should pay heed to the fact 

that only those solutions, services and 

products that win the people’s trust will 

succeed. Despite all the right moves by the 

Singapore government, for instance, only one-

sixth of its citizens have downloaded their 
26

contact-tracing app.  Governments should 

declare success only when opposition to 

digital identity projects end. They need to 

build trust so comprehensively that the  

people themselves become champions of the 

digital identity ecosystem.   
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