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INTRODUCTION

Over the last five years, India has emerged as
a hotbed of innovation and entrepreneurship
in the financial technology (fintech) space.
Over 2000 fintech companies have set up
operations in India since 2013,> with the
country ranking second globally in fintech

adoption.?

Such innovations and disruptions in
the financial sector have often occurred in
a regulatory grey area where rules are not
adequately defined. For instance, mobile
wallets were developed in a regulatory grey
space in the late 2000s in the aftermath of
the telecom sector boom. In response, the
Reserve Bank of India (RBI) issued guidelines
for their operation, such as limiting the
amount of money that can be stored in a
wallet, thereby curtailing the larger systemic

risks that wallets could have posed.

In 2016, the RBI set up an inter-
regulatory working group to “look into and
report on the granular aspects of fintech
and its implications to review the regulatory
framework.”*In August 2019, the RBIreleased
guidelines for a regulatory sandbox, following
the recommendations of the working group.®

Broadly, a regulatory sandbox is a
framework that allows live, time-bound
testing of innovations under a regulator’s
oversight. It is a contained space where
incumbents and challengers experiment
with designs lying on the edge of or outside
the existing regulatory framework. The idea

of sandboxing comes from the information

technology sector, where new products are
tested while the database is isolated from
critical system resources and the product is
necessarilynotlive. Theregulatory sandboxes,

however, test products that are already live.

This paper discusses how the RBI’s
regulatory sandboxes can be used to promote
innovation. It looks at the regulatory
sandboxes’ successes and challenges, presents
inputs from industry experts and makes
recommendations to improve the sandbox

regime.
ASSESSING REGULATORY SANDBOXES

Regulatory sandboxes allow financial

regulators to mitigate future risks by
working with fintech innovators by having
a ring-side view of the potential problems.
Fintech companies, meanwhile, can test new
products, services and business models with
customers in a ‘live’ environment, albeit
under certain safeguards and oversight.
Notably, the sandbox is expected to facilitate
constructive dialogue between the regulator
and those regulated. Several countries have
adopted regulatory sandboxes, and currently,
there are 46 initiatives in various stages of

implementation across the world.®

The modern idea of a regulatory sandbox
can be traced to the US’ Project Catalyst, a
programme created in 2012 by the Consumer
Financial Protection Bureau (CFPB) to
encourage consumer-friendly innovation and
entrepreneurship for financial products.” The
CFPB viewed Project Catalyst as an important
extension of the obligations of the Dodd-
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Frank Wall Street Reform and Consumer
Protection Act “to give all consumers access to
fair, transparent, competitive, and innovative

markets.”

The currentregulatorysandboxframework
was established by the UK’s Financial Conduct
Authority (FCA) in 2015.2 The FCA called
regulatory sandboxes a ‘safe space’ where
“businesses can test innovative products,
services, business models and delivery
mechanisms without immediately incurring
all the normal regulatory consequences of

engaging in the activity in question.”

In 2019, 99 organisations applied to
be part of the FCA’s fifth cohort; 29 were
accepted, including established banks and
small startups.” The inclusion of banks,
financial institutions and startups is a crucial
feature of the regulatory sandbox as it seeks
to promote competition through disruptive
administrative

innovation by lowering

barriers and costs for testing new products.’

Although some experts believe it may
be “too early to draw firm conclusions” on
the FCA’s impact on competition, “testing
that the

progress towards promoting competition

indicates sandbox is making
in the market as firms are investing in the
next wave of technologies that have the
potential to improve market efficiencies and

effectiveness.”'!

Over 40 percent of the FCA’s first cohort
received investment during or following their
tests.’?According to fintech firm AssetVault,

which was part of the second cohort,
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participating in the sandbox sends investors
a “positive signal” of the company’s ability to
work with regulators and build differentiation
in the market.”® The sandbox also helped the
company build internal discipline by focusing
on processes, documentation and compliance

monitoring.

About 75 percent of the firms from the
FCA’s first cohort completed testing, while
90 percent of these firms continued to a
broader market launch.™ Several firms also
mentioned that working with the regulator
helped them build appropriate consumer
protection safeguards into their products

and services.

Nevertheless, several broader challenges

and concerns remain. Crucially, since
sandbox firms are not fully regulated, the
end-users may not be fully protected." Firms
participating in the Monetary Authority of
Singapore’s sandbox activity, for instance,
are not bound by the financial consumer
protection dispute resolution rules. But the
companies must inform customers that they
are operating in a sandbox and disclose the
key risks associated with their products or
services.'® Besides, customers may see a firm’s
participation in a sandbox as an endorsement
from the regulator and thus think they are

protected.

Firms accepted for testing in a sandbox
get some leeway while traditional financial
institutions are subject to full regulations,
raising concerns over fairness. For instance,
a lending company will be subject to net

which

worth and capital requirements,
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must be maintained at all times. However,
if the company is accepted into a regulatory
sandbox, these requirements may be relaxed.

Sandboxes are a resource-intensive
exercise, complex to set up and costly to
run. Large sums of financial resources were
allocated to regulatory sandboxes, with
figures ranging from US$25,000 to over US$1
million, and required anywhere from one to

25 full-time employees."”

Experience from other countries shows
that most of the regulatory questions in
a sandbox can be answered without a live
testing environment and similar results can
be arrived at through formal cost-effective
mechanisms, such as an innovation office.®
Innovation offices could be set up by the
regulators to regularly interact with banks,
non-banks and other industry players, and
serve two purposes—informing the regulator

of developments in the fintech space and

hosting meetings with industry players to
share ideas. So, while sandboxes may be
helpful in developing evidence-based policy,
regulators must focus on creating more ways

to engage with market participants.

Itisalsoimportant to definetheregulatory
sandbox’s objective during the planning stage
to ensure it aligns with existing priorities and
to avoid a mismatch between the regulators’
motivations and its legal mandate.'® Although
“driving competition in the market” may be
a key motivator for setting up a regulatory
sandbox, the

may not support it. For instance, the RBI’s

regulator’s legal mandate

preamble states that its primary function is to
regulate the issue of banknotes and maintain
reserves to secure monetary stability. Its other
functions include the operation of currency
and credit systems, framing monetary policy
and maintaining price stability. Driving
competition is not a key function, as per its

legal mandate.

Figure 1. Motivations driving implementation of innovations facilitators are not always

aligned with legal mandates

Motivation

Need to deal with growing fintech
industry

Desire to learn about emerging
innovations

Drive competition in the market

Follow the example of others
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Desire to attract more innovators _

Source: CGAP-World Bank:Regulatory Sandbox Global Survey(2019)
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Sandboxes may be valued for their
regulatory relaxations. However, a survey
of 31 regulatory agencies in 28 countries by
CGAP and the World Bank Group revealed

that the regulators’ guidance onhow to fitinto
the existing frameworks was more beneficial

than regulation waivers.?

Figure 2: Guidance is the main benefit that innovation facilitators offer to participating

firms
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Source: CGAP-World Bank: Regulatory Sandbox Global Survey (2019)

The survey also showed that although
firms did benefit from limited temporary
regulatory exemptions, they gained more
from the ‘test-and-learn’ practice of trying out
new ideas with a small subset of customers
in a limited number of locations to observe
its impact on customer experience, employee

productivity and sales. This exercise requires
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tracking and analysing site and customer
data at granular levels to closely monitor
performance, raising several privacy concerns
for the customer. Itis thus essential for Indian
regulators to understand how sandboxes tie
into the proposed Personal Data Protection

Bill while maintaining customers’ privacy.
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Figure 3. Testing firms also benefit from limited, temporary regulatory exemptions
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The CGAP-World Bank study also revealed
that regulatory sandboxes serve fewer firms
than accelerators and innovation hubs. The
sandboxes surveyed received 522 applications
but only accepted 200 firms, while innovation
hubs were far more effective with 1,889

applications and 1,390 acceptances.*

REGULATORY SANDBOXES IN INDIA

In addition to the RBI, two other financial

regulators have announced plans for
regulatory ~ sandboxes—the  Securities
Exchange Board of India (SEBI), which
regulates India’s securities markets,” and
the Insurance Regulatory and Development
Authority of India (IRDAI), which oversees

the insurance and reinsurance sectors.?

Moreover, Maharashtra, which alreadyhas

policies to encourage more fintech startups,

= No enforcement action letters

11
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14

Skipped: 13
10 12 14 16

m Regulatory exemptions (waivers)

launched a sandbox through which it would
bank
interfaces (APIs) to fintechs to promote

expose application programming
open banking initiatives.*® Major private
sector banks such as HDFC Bank,? ICICI
Bank,* and YES Bank?’ also have initiatives
where developers are invited to create new

applications through their banking APIs.

Indianregulatorshave opted foradifferent
approach than the UK’s FCA sandbox. The
FCA sandbox allows most financial products
to be tested across multiple sectors, including
payments, know your customer (KYC), debt,
insurance and securities. For instance, as
part of its 2019 cohort, the FCA has accepted
“a travel insurance product with a bespoke
medical screening process for consumers
living with cardiovascular disease” from the
British Heart Foundation. It also accepted an

application for an identity service from Diro
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Labs to strengthen KYC processes.” In India,
however, regulators want to promote product
and service innovation through dedicated
But India’s

regulatory sandboxes are still in a nascent

sandboxes for each sector.
stage, and so regulators are still calibrating

their rules.
SEBI’s regulatory sandbox

According to SEBI’s guidelines, all entities
registered under the SEBI Act 1992 are
eligible for testing in their sandbox even
if they use the services of a fintech firm.”
However, the registered entity will be the
principal applicant and solely responsible for
testing the solution in the sandbox. SEBI is
also considering granting a limited certificate
of registration to firms keen to test in the
regulatory sandbox, with them being exempt

from its regulatory requirements.*
IRDATI’s regulatory sandbox

The IRDAI's sandbox exclusively looks at
products and services in the insurance sector
and has set up a panel to review applications.!
IRDAT’s entry guidelines are relatively broad.
Any applicant who wants to promote and
implement innovation in insurance in India
is eligible to enter the programme. However,
the applicant must demonstrate the invention
to the regulator and not merely apply to get a
regulatory waiver. There is no specific period
of testing, but the testing period ends when
the number of customers crosses 10,000 or
when the premium collected exceeds INR 50

lakh or by any other parameter decided by
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IRDAI.3?
RBI’s regulatory sandbox

The RBI’s regulatory sandbox guidelines are
more defined due to extensive consultations

with industry experts.*
What will and won'’t be considered

The RBI has said it will accept “innovative
products/services” in the domains of money
transfer services, marketplacelending, digital
KYC, financial advisory services, wealth
management services, digital identification
services, smart contracts, financial inclusion
products and cybersecurity products.

“innovative

It will also

technologies” such as mobile applications,

accept

data analytics, API services, applications
blockchain

intelligence and machine learning.

under technology, artificial

The RBI has explicitly stated that it will
not accept startups engaged in the creation
of credit registry; credit information services;
cryptocurrency or crypto assets; trading,
investing and settling in crypto assets;
initial coin offerings (ICOs); chain marketing
services; and any product or service that has
been banned by other regulators and the

Indian government.
Testing period

The cohorts may run for varying periods

but should ordinarily be completed within
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six months. The testing period varies across
other sandboxes. For instance, the regulatory
sandboxes in Thailand, Taiwan, Malaysia and
Australia specify a 12-month test period,
while the UK’s sandbox testing lasts six

months.?*

Time-bound testing in the sandbox
will help regulators form evidence-based
policies. Besides, the suspension of rules
cannot be indefinite to avoid creating further

imbalances in the broader structural market.
Relaxations and requirements

The RBI will offer several relaxations to firms
entering the regulatory sandbox, including on
liquidity requirements, board composition,
management experience, financial soundness

and company performance.

The guidelines also stipulate that entities
entering the sandbox must adhere to securing
customer privacy and data protection,
securing storage and access of payment
data and KYC details, as well as anti-money
laundering and combating the financing of

terrorism requirements.
Entry criteria

RBI officials have said the new guidelines are a
“sea change” from the previous version due to
the relaxed entry criteria.* Entities applying
for the RBI’s regulatory sandbox must have a
net worth of INR 25 lakh and be incorporated
and registered in India or licensed to operate
in India. This is a significant relaxation
from the RBI's April 2018 draft guidelines,

which had a very narrow definition of which

companies would be allowed (net worth of
INR 50 lakh).*® The RBI had initially said
that only entities that “meet the criteria of a
startup as per the government of India” would
be allowed into the regulatory sandbox.
According to the Department for
Promotion of Industry and Internal Trade
(DPIIT), startups are entities incorporated
as private limited companies or registered
as a partnership firm or a limited liability
partnership; have a turnover of under INR
100 crore in a previous financial year; were
incorporated less than 10 years ago; and are
working towards innovation/ improvement
of existing products, services and processes,
and should have the potential to generate
employment/create wealth. Entities formed
by splitting up or reconstructing an existing

business is not considered a ‘startup’.?’

The relaxation in criteria is welcome as
innovation is not restricted to startups.
Larger companies are also rolling out new
products, which, if brought under the ambit
of the sandbox, could help policy improve

alongside their products.
Thematic approach

The RBI has adopted a thematic sandbox
approach, an iteration of the regulatory
sandbox regime that is used to pursue a
specific policy objective instead of promoting

a broad scope of innovation.*
For its first cohort, the RBI will accept

entities that deal with retail payments® and

are engaged in:
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+ Mobile payments, including feature
phone-based payment services: General
innovation in mobile payment services
have focused on or supported app-based
access, limited to smartphones. There
is a need to innovate payment services
for feature phones to provide a thrust
towards the enhanced adoption of digital
payments. India still has an estimated 550
million feature phone users.*

+ Offline payment solutions: Consumer
behaviour has been driving the growth
of digital payment systems as more
consumers embrace mobile technology.
However, connectivity issues remain
unresolved in large areas. Therefore,
it is crucial to provide an option to
make payments offline through mobile
devices to further the adoption of digital
payments.

+ Contactless payments: Contactless

payments shorten the checkout process

and ease the payment process for small-
ticket transactions. The rapid growth in
devices provides a significant opportunity
for payments through any form and

location.
On the exclusion of cryptocurrencies

India’s current regulatory environment

is hostile towards cryptocurrencies and
ICOs. Although the RBI clarified that
cryptocurrencies were not banned, it did
bar entities regulated by it, including banks,
from providing services to any person or
firm dealing with cryptocurrencies.*’ As a
result, cryptocurrency firms and exchanges

have shut down or exited India.*? The finance
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ministry has said cryptocurrencies “don’t
have any intrinsic value and are not backed
by any kind of assets,” likening them to a
Ponzi scheme.?® At the same time, Indian
regulators worry that, given its price swings,
cryptocurrency trading is a matter of
speculation. Meanwhile, the Supreme Court
of India has overturned the RBI's ban on

cryptocurrency trading.*

Fundamentally, there is confusion over
how cryptocurrencies should be regulated
in India. If they are a ‘currency, the onus of
regulation falls on the RBI. If they are treated

as a ‘security,” SEBI will oversee regulation.

The current adverse atmosphere in India
for cryptocurrency operation could put
the country at a technology disadvantage
in the long run as more countries around
the world adopt progressive policies. For
instance, cryptocurrencies and exchanges
are legal in Australia and Japan, are treated
as property and subjected to taxes. In the US
and Canada, cryptocurrencies are not legal
tender, but exchanges are permitted. The US
Securities Exchange Commission treats them

as securities.®

Ideally,Indiashouldallowcryptocurrencies
to be tested in a regulatory sandbox in a
controlled environment with oversight from

regulators.
Other design aspects

The RBI is

interdepartmental group to decide which

expected to set up an

startups are admitted into the regulatory
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sandbox. Three people will work with the

fintech firms accepted into the programme.*

UK’s FCA sandbox

assigns individual case officers to support the

In contrast, the

design and implementation of each test. Case
officers work closely with innovators to help
them understand how their business models
fit within the regulatory framework and help
them build relevant safeguards during and

after testing.*’

The RBI finds assigning an individual case
officer a costly and challenging affair.*® Case
officers are more resource- and cost-intensive
for regulators but provide greater benefits.
For instance, insurance firm Canlon said
that costs associated with regulation were
lower when they went through the sandbox
route and “that the sandbox process with the
dedicated case officer took about a month
as opposed to 7-12 months to go through
“the

sandbox umbrella may require support by

the application process.”® However,

leading experts, yet it is uncertain whether
those experts will be available for pro-bono
engagement, or at all, due to conflicts or
liability risk.”®® RBI officials were receptive
to the idea of setting up a helpline to answer
queries but could only consider it after the

first sandbox cycle ends.>

By mandating that fintechs entering the
regulatory sandbox have a partnership with
an existing bank or entity under its
jurisdiction, the RBIappears tobe takingaleaf
from the Hong Kong Monetary Authority’s

book of limiting participation to banks,

although they can partner with technology
companies.* The RBI has insisted on the bank
partnership as it expects the bank to scale
up the fintech’s ideas. Further, partnering
with banks will give fintechs an idea of
what can and cannot fit into the innovation
framework. Such partnerships would allow
the RBI to have regulatory oversight over the
banks, which would be bound to comply with

existing regulations.>®

The RBI concedes there is a need for an
inter-regulator forum for better coordination
within the sandbox for cross-sector products/
services. Perhaps, it can learn from the Hong
Kong Monetary Authority’s experience
of acting as a liaison and primary point of
contact for products in the securities and
insurance sectors (which have their own

sandboxes).>*

INDUSTRY INSIGHTS ON THE RBI’S
REGULATORY SANDBOX

In October 2019, the Observer Research
Foundation hosted a group discussion with
Maharashtra

government, fintech firms, and the digital

representatives from the
payment and banking community to discuss
the RBI's proposed regulatory sandbox
(See Annexure for list of participants). The
discussion was under the Chatham House
Rule to facilitate a more open conversation.
asked their

experience in dealing with regulators when

Participants were about
introducing new products and their opinion
on if the proposed sandbox would benefit the

financial industry.
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Rule-based vs principle-focused regulation

There were some concerns over how the RBI
plans to handle the relaxation of rules in the
regulatory sandbox. Presently, the fintech
business model in India is determined by a
highly regulated market, and technological
advances are outpacing regulations.
Participants noted that regulations are
increasingly becoming rule-based as opposed

to principles-focused.

The

compliance with the regulator’s directives

rule-based approach emphasises

and provides detailed procedures on following
them. The principles-based method, on the
other hand, focuses on the outcomes the
regulator wants, while leaving the control,
measures and procedures to achieve them
to the company’s discretion. The rule-based
approach gives greater clarity on what is
allowed. Companies generally comply with
these rules, but the spirit of the law is often
not followed. The principles-based method
has its risks—inconsistent implementation,
uncertainty over how regulators will view
the controls in place, and the requirement of
high-skills to develop measures to ensure the

outcomes.

A participant raised the issue of how
digital wallets, which have a relatively low
threshold for the amount of money that can
be stored in them, were denied access to the
Unified Payments Interface (UPI), with more
demanding KYC requirements placed on
them. All participants agreed that to foster a

healthy, innovative environment for fintechs,
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it is necessary that regulations follow the

business model and not vice versa.
Data localisation and privacy requirements

Fintechs around the world have found the
test-and-learn method most effective. But
this method requires tracking and analysing
site and customer data at granular levels,
raising data privacy concerns. With the
introduction of more data-specific laws and
greater emphasis on privacy, relaxations in
the sandbox may not be possible. Participants
in the discussion agreed that the Personal
Data Protection Bill would result in higher
compliance costs across sectors, which will

also extend to the regulatory sandbox.

In April 2018, the RBI mandated that
all payment data of Indians be stored in the
country, and allowed itself “unfettered access”
to this data.>® In a later circular, it clarified its
position, saying that it required “end-to-end
transactiondetailsandinformationpertaining
to payment or settlement transaction that
is gathered / transmitted / processed as
part of a payment message / instruction.”®
This includes customer data (name, mobile
Aadhaar PAN

number), payment-sensitive data (customer

number, email, number,

and beneficiary account details), payment
(OTP, PIN, passwords) and

transaction data (originating and destination

credentials

system information, transaction reference,

timestamp, amount).

For cross-border transactions consisting

of a foreign and a domestic component,
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a copy of the domestic component data
may also be stored abroad, if required. This
would translate to higher compliance costs
for companies considering partnering with

foreign firms.

A participant shared their experience
with a foreign client over complying with the
RBI’s data localisation norms. The client was
looking to partner with alocal Indian licensee
to provide their fraud detection services but
required payment data to be processed in
European servers. High compliance costs and

uncertainty around India’s data laws led to

the collapse of the deal.
There is further anxiety on how
regulatory sandboxes will fit into the

proposed Personal Data Protection Bill in
India. The RBI guidelines mention that
artificial intelligence and machine learning
applications in fintech would be encouraged
in the sandbox. Separately, the Bill states
that the Data Protection Authority can create
sandboxes to promote innovation in artificial
intelligence, machine learning or any other
emerging technology in the public interest.
However, the Bill gives broad exemptions to
the sandbox firms, including not providing
clear and specific purposes and limiting the
collection and retention of personal data.”’
But it is unclear if the exemptions of the
Personal Data Protection Bill will apply to
this sandbox.

The need for a helpline

The participants agreed that fintech firms

often need guidance on complying with
existing rules not to run afoul of the regulator,
which raises the need for a formal mechanism
of engagement.

Many innovators may be recent
graduates who do not have the necessary
legal knowledge on creating a new product,
and it would be a risk to enter the regulatory
sandbox as an experiment that might not
reach the execution stage. The RBI must set
up a helpline or a similar platform to assist
the sandbox firms, much like the FCA’s

innovation hub.®
Capacity building

Participants also raised concerns over the
sandbox’s capacity-building abilities. Fintech
often overlaps with other sectors, with
one participant even saying the RBI only
regulates banks and non-banking financial
companies and not fintech, which is why it
prefers for fintech firms to partner with a
bank. This underscores the need for the RBI
to build internal capacity to understand what
innovators are working on and what products

are entering the market.

The participants also stressed the need for
Indianregulators tobe part of global networks
such as the Global Financial Innovation
Network (GFIN) to build capacity and enable
cross-border testing. The GFIN’s objectives
include advancing financial integrity,
consumer well-being and protection, financial
inclusion, and financial stability through

innovation in financial services.”®
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Recommendations

The approachability and responsiveness of
the RBI and other regulators to the needs of
the fintech community were widely discussed
at the
Participants representing or working closely
with banks said that the RBI was always
approachable and that fintechs must partner

forum, with divided opinions.

with banks to come under the regulator’s
oversight. Others felt that young fintech
firms, which often challenge banks with their
products, are not being heard enough, and
there should be mechanisms that let them

continue to innovate.

There was broad consensus that the RBI
is genuinely trying to understand the issues
of India’s relatively nascent fintech industry,
but more mechanisms are needed to boost

fintech innovation.

The following recommendations were
arrived at:

« Regulators must harmonise the
jurisdiction for sandboxes. Currently, RBI,
SEBI, IRDAI and several individual states
are running separate sandboxes, and there
isaneed to build communication channels
between these.

« The regulator’s internal capacity must
be boosted. The RBI has indicated that
three will oversee

With fintech

developing at a rapid rate, there is a need

full-time officers

the regulatory sandbox.
to understand these innovations and the

impact they would have on consumers,

which would require more people to work
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closely with the firms.

« Indian regulators must institute a

formal office/mechanism to reach
out to innovators and actively look
at developments in the fintech space.
Additionally, this mechanism should help
addresstheinnovators’doubtsand provide
guidance on regulatory compliance.

+ Indian regulators must be part of global
networks for knowledge sharing. As
India’s fintech ecosystem starts expanding
to other countries, it is necessary to
ensure these firms do not contravene
international norms. It will also help
India take on a leadership role for unique
innovations. For instance, Google wrote
to the US Federal Reserve to urge the
regulator to build a real-time payments
architecture on the lines of India’s UPI.®

« As financial systems digitise, financial
regulators must keep abreast of data
governance and privacy issues and the

evolving data-specific laws.
CONCLUSION

It is difficult to assess what the regulatory
sandbox regime will now mean for the Indian
fintech ecosystem. While the efforts of the
RBI, SEBI and IRDAI are commendable, the
results of the testing of firms accepted into
the sandbox will shed more light on the
merits of the exercise in the coming months.
The RBI has already announced that it will
run a regulatory sandbox cohort focusing on
lending and extending credit faster, using
data points that were not considered in the

ordinary course of operations.®
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The regulatory sandbox proposal is an
exciting opportunity for India’s innovative
fintech community, but it not a substitute
for the consultation process. Regulators

must create a feedback loop with the sandbox

firms. The results of the exercise will be
useful in developing evidence-based policy.
Nevertheless, more formal mechanisms of
engagement between regulators and the

industry must be developed.©RF
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