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oday, nations rely on cyberspace for a multitude of  functions, including banking, 

communication, transportation, and for military purposes. Routine breakdowns have shown Tthe extent of  damage that can be incurred when these services fail to function. Vulnerabilities 

in the information networks that support these functions have been exploited by vested interests/an 

`enemy' country for economic benefits, disrupting critical services, and gaining access to confidential 

economic and military data. Although China has so far not been directly implicated for perpetrating 

attacks on computer networks of  other countries, investigations in many cases have invariably found it 

to be the prime suspect. In the past decade, there have been several cyber attacks on critical 

information systems of  countries, including India, which have been traced to China. While most of  

these attacks were not aimed at destroying the target country's information systems, they enabled the 

attacker to extract huge volumes of  data—sometimes confidential—that could be useful to an 

adversary country for military and security policy making.  China is using cyberspace for several 

purposes: to upgrade the People's Liberation Army's (PLA) fighting capabilities; to collect intelligence 

about military and security related activities of  other nations; and for economic gains. This Issue Brief  

examines why China would seek to develop offensive and defensive capabilities in cyberspace, the 

evidence which suggests that it is developing these capabilities and, finally, it examines China's existing 

cyber infrastructure.

Introduction

Rahul Prakash

China and Cyberspace

In the absence of  a legal framework, Beijing is in overdrive to build its cyberspace 
capabilities—with military ramifications—as the world looks askance.
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 The PLA and Cyberspace

 

The development of  offensive and defensive capabilities in cyberspace forms part of  China's overall 

military modernisation strategy which emphasises on fighting localised wars under informationised 

conditions.  The Chinese Defence White Paper of  2010 states: 

“To meet the new and changing needs of  national security, the PLA tries to accentuate modernization 

from a higher platform. It strengthens the building of  a new type of  combat capability to win local 

wars in conditions of  informationisation, strengthens the composite development of  mechanization 

and informationization with the latter as the leading factor, focuses informationisation on raising its 

[PLA's] fighting capabilities based on information systems, and enhances the capabilities in fire power, 
1

mobility, protection, support and informationisation.” 

China is developing a new-age military which would rely on Command, Control, Communications, 

Computers, Intelligence, Surveillance and Reconnaissance (C4ISR) systems to conduct military 

operations with speed and efficiency. To achieve this, the PLA over the last decade has been 

developing information systems and networks that would serve as the backbone of  its military 

operations. China's leaders recognised the importance of  developing offensive capabilities in 

cyberspace when the US used information technology during its military operations in the 1990 Gulf  

War. In this conflict as well as subsequent military campaigns in Iraq and Afghanistan, the US military 

demonstrated the importance of  information technology in its military operations. No wonder, China 

seeks to develop offensive capabilities that could destroy or disrupt enemy information systems in a 

conflict situation. 

Cyber warfare forms part of  China's strategy of  “Assassin's Mace”, whereby a stronger enemy can be 

defeated by using asymmetric capabilities. China's cyberspace capabilities should not be seen in 

isolation but viewed along with other domains of  electronic warfare—especially as the PLA seeks to 

have information dominance in a conflict situation and damage the adversary's information networks 
2

to delay or disrupt military response.  

Cyber attacks carry with them the option of  denial, as it is difficult to attribute an attack to a particular 

state or actor. Even if  the attacks are traced back to a country, it can conveniently blame non-state 

actors and escape retaliation, as has been shown in several cases. The lack of  an international 

framework on cyberspace also facilitates cyber attacks. It is generally believed that this lacunae 

provides China with a greater impulse to develop these capabilities. 

Cyber Espionage

Apart from exploring options in cyberspace for military purposes, it is widely believed that China has 

been collecting intelligence on a large scale by hacking into information systems of  other countries. 
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Many attacks on military and national security related information systems of  countries, including the 

US, Japan and India, have been traced to China. 

The “Titan Rain” attacks that originated in China had targeted network systems of  the US military, 
3NASA and the World Bank, among others.  In another attack in 2008-2009, known as Ghostnet, 

hackers from China infiltrated the network systems of  the Indian security establishment, embassies, 
4the Dalai Lama's office and hundreds of  other government offices across the world.  Some of  the 

attacks have even targeted unclassified network systems; analysts believe that these operations would 
5allow China to build capabilities and enable it to operate in real-time conflict scenarios.  

Economic Advantage

Cyber warfare does not have only military implications. Exploiting a country's cyber limitations can 

also provide economic advantages. Many incidents have shown that China is using cyberspace to get 

access to information to boost various sectors of  its economy. 

In a report to the US Congress on economic and industrial espionage, the Office of  the National 

Counter Intelligence Executive revealed that American computer networks holding technology and 

trade secrets have been facing an “onslaught” of  intrusions originating from China. According to the 

report, the most vulnerable areas include information and communication technology, information 

about scarce natural resources, military technology (including aerospace) and civilian technologies in 
6

energy and health sector.  In most of  these areas, China has made rapid progress in the last few years. 

For instance, witness China's strides in the field of  outer space utilisation. In November 2011, it was 

reported that Chinese hackers had “full access” to computers of  NASA that controlled as many as 23 
7

spacecrafts.  The above report also revealed Chinese cyber attacks on computer systems of  global 

energy and oil companies, targeting data on competitive proprietary operations and financing. 

There is substantial evidence supporting the charge that China is engaged in strengthening its cyber 

warfare capabilities. A white paper by US-based cyber security firm McAfee unearthed in 2011 what 

analysts believe to be one of  the greatest cyber hacking attempts yet—codenamed Operation Shady 

Rat. The attack, carried on for over five years in certain cases, had targeted 70 government and private 

agencies across the globe. Forty-nine of  the infiltrated networks were based in the US, while others 

included government institutions and companies in India, UK, Taiwan and South Korea. The report 

found it "particularly intriguing" that the International Olympic Committee (IOC) and the Sport's 
8Anti Doping Agency were targeted immediately before and after the 2008 Beijing Olympic Games.  

Although the report does not accuse China, the interest shown by the attacker to target the US, India, 
9Taiwan, South Korea and the IOC led analysts to suspect a Chinese hand.  
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Moreover, the McAfee report listed several satellite companies that were under attack for months. 

Clearly, these incidents show that China has the ability to infiltrate classified information systems and 

extract information to develop its own capabilities.  

A glaring evidence of  its 'culpability' was accidentally provided by the Chinese themselves. A video 

footage called "The Cyber Storm Has Arrived," aired on China's Central Television 7 (CCTV-7), 

showed hackers using Chinese made software to disable a website of  Falun Gong (a spiritual 

organisation banned by the Chinese Government) through an American university Internet Protocol 

(IP) address. The video clip, which was ostensibly aired to portray the US as a bully in cyber space and 

the need for China to beef  up its cyber warfare capabilities, revealed that the software used for the 
10attack was developed at the Electrical Engineering University of  PLA.

In February 2013, American information security firm Mandiant stated in a report that PLA Unit 

61398 was responsible for cyber attacks on more than 140 companies in over 20 industries worldwide 

since 2006. Allegedly, the unit operates out of  a building in Shanghai and employs “hundreds or 

perhaps thousands of  people.” Although these allegations have been rejected by the Chinese 

government, Mandiant believes that the unit is just the tip of  the iceberg and cautioned that there 

could many more such units. 

PLA and the Civilian IT Sector in China 

The PLA has turned to various resources in the country to augment its cyberspace capabilities. It 

utilises underground hacker networks for recruitment, legitimate domestic information technology 

companies to gain access to technology that would not be available to it in the normal course and 

research and development work by academic institutions. 

In the summer of  2005, a report revealed that the PLA conducted a series of  hacker competitions at 

the regional and provincial levels, possibly to screen and hire recruits for Computer Network 

Operations (CNO). Similarly, job vacancy announcements were made on two of  the most prominent 

Chinese hacking forums in 2007-2008, for the Ministry of  Public Security's (MPS) First Research 
11

Institute.  Chinese embassies, including in the US, have been recruiting Chinese IT graduates from 
12

universities, purportedly for public security—but essentially for computer network operations.   

Reportedly, many Chinese from the hacking community have set up legitimate information security 

firms and developed close links with the PRC government. These organisations get the opportunity to 

develop new software and advance their technology—legitimately—allowing them to openly work 

with the government. The Chinese government, on its part, invests in these IT organisations hoping 

to reap benefits at a later stage and also target fresh recruits. Two companies with which Beijing has 

developed close links are Topsec and Venustech. A US State Department circular of  June 2009 stated, 
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“there is a strong possibility that the PRC is harvesting the talents of  its private sector in order to 
13

bolster offensive and defensive computer network operations capabilities.”  

In 2005, Huawei, a major Chinese software and hardware company, had signed a deal with UK 

telecom company British Telecom (BT). A British intelligence report in 2009 claimed that Huawei had 

close links with the PLA and had received huge investments from the Chinese government when it 

was formed. The British intelligence agencies feared that Huawei components used by BT may 
14contain malicious software that could be activated at a later stage.  In a more recent incident, Huawei 

claimed during an international conference in Dubai that it was able to hack into US and international 

telecommunications networks and intercept data, which it said was “malicious”. In a powerpoint 
15

presentation, it said that it had capabilities in “in-depth traffic analysis to enhance network control.”  

Not surprisingly, these claims alarmed the delegates. It would not be surprising if  these capabilities 

and technologies are being shared with the PLA. 

China's cyber infrastructure 

Like in many other aspects of  China, information about its cyber infrastructure—particularly that of  

the PLA—is not easily available. From what is in the public domain, China's cyberspace infrastructure 

can be divided into two categories—infrastructure with the PLA and infrastructure with civilian and 

private sector institutions. However, it is true that the latter work closely with the PLA on various 

issues—from developing technology to contributing manpower.

The Third and Fourth Departments of  the PLA General Staff  Headquarters are responsible for 

cyberspace operations. The Third Department, traditionally responsible for signals intelligence 

gathering, is believed to be entrusted with computer network defence and intelligence gathering. It 

exploits the loopholes in the information networks of  targets. It is supported by an array of  technical 

reconnaissance bureaus and research and development organisations. Today, the Third Department 

of  the PLA has direct authority over more than 12 operational bureaus, eight of  them clustered in 
16

Beijing. It also has research institutes supporting its development (See Figure 1).  

The PLA's Fourth Department is tasked with conducting offensive computer network operations. 

Presently, there are at least four bureaus, one brigade and two regiments under the Fourth 
17Department.  It is affiliated with civilian organisations, including the China Electronic Technology 

18Corporation (CETC) which conducts R&D in electronic and information products.  The Fourth 

Department is also responsible for the PLA Electronic Engineering Academy in Hefei which acts as 
19the PLA's “primary academic training centre for electronic warfare.”

The counterparts of  the Third and Fourth Departments exist in the PLA's Military Regions (MR), 

Navy, Air Force and the Second Artillery Force. Each MR reportedly has control of  at least one 
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Technical Reconnaissance Bureau (TRB). The TRBs under the PLA Air Force conduct airborne 

reconnaissance and monitor air activity and communications of  neighbouring air forces. The PLA 

Navy's TRBs are located in Beijing and Xiamen and control other subordinate offices located nearby. 
20

The Second Artillery's TRB is also reported to be based in Beijing.  

Information security organisations, sometimes branched from civilian institutions in China, are also 

affiliated with the PLA. The China North Computation Centre, National Research Centre for 

Information Security Technology, Information Security Research Institute and the National 
21Information Security Engineering Technology Centre are among these organisations.  

Figure 1

Conclusion 

There is enough evidence to suggest that China is aggressively augmenting its offensive capabilities in 

cyberspace. At the same time, with the PLA modernising to fight wars under “informationised” 

conditions, it will, like other militaries, become dependent on cyberspace for its military operations. It 

will also focus on advancing its defensive capabilities to thwart attacks on its own systems during a 

conflict and in peacetime. China, which has the highest number of  internet users, is also facing 

challenges from domestic hackers. Whatever technology China develops to protect its domestic 

assets, will definitely play a crucial role in augmenting the PLA's cyber warfare capabilities. The 

Chinese private sector will continue to play a crucial role in securing cyberspace.
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The PLA is reportedly creating a more centralised command structure for information warfare. Cyber 

warfare will be integrated with other modes of  electronic warfare which will form a part of  PLA's 

plans to prepare for conflicts under “informationised” conditions. According to a report submitted to 

the US Congress, “Earlier in the past decade, the PLA adopted a multi-layered approach to offensive 

information warfare that it calls Integrated Network Electronic Warfare or INEW strategy. Now, the 

PLA is moving toward information confrontation as a broader conceptualization that seeks to unite 

the various components of  IW under a single warfare commander. The need to coordinate offensive 

and defensive missions more closely and ensure these missions are mutually supporting is driven by 
22the recognition that IW must be closely integrated with PLA campaign objectives.” 

Till legally binding international norms regarding conduct in cyberspace—covering all aspects 

including cybercrime, cyber espionage and cyber warfare—are put in place, China in all likelihood will 

continue to build on its capabilities and exploit the loopholes in the military and economic  

information infrastructure of  other countries.
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